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U.S. Department of Justice 



Federal Bureau of Investigation 

Washington, D.C. 20535 

December 31, 2007 


Subject: BLUE BOXES 
FOlPANo. 1034080-001 


Dear Requester: 

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, 
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure, 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 
below and explained on the enclosed Form OPCA-16a: 


Section 552 


Section 552a 

□(b)(1) 

□(b)(7)(A) 

□(d)(5) 

B(b)(2) 

□(b)(7)(B) 

□0)(2) 

H(b)(3) Federal Rules of Criminal 

13(b)(7)(C) 

□(k)(1) 

Procedure (F.R.C.P.). Rule 6(e) 

■3(b)(7)(D) 

□(k)(2) 


■3(b)(7)(E) 

□(k)(3) 


□(b)(7)(F) 

□(k)(4) 

□ (b)(4) 

□(b)(8) 

□(k)(5) 

®(b)(5) 

□(b)(9) 

□(k)(6) 

E(b)(6) 


□(k)(7) 


580 page(s) were reviewed and 455 page(s) are being released. 

□ Document(s) were located which originated with, or contained information concerning other 
Government agency(ies) [OGA]. This information has been: 

□ referred to the OGA for review and direct response to you. 

□ referred to the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 

You have the right to appeal any denials in this release. Appeals should be directed in 
writing to the Director, Office of Information and Privacy, U.S. Department of Justice, 1425 
New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the 
date of this letter. The envelope and the letter should be clearly marked “Freedom of Information 
Appeal” or “Information Appeal.” Please cite the FOIPA number assigned to your request so that it 
may be easily identified. 



□ The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s). Our experience has shown, 
when ident, references usually contain information similar to the information processed in the main file(s). 
Because of our significant backlog, we have given priority to processing only the main investigative file(s). 
If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 

ei See additional information which follows. 


Sincerely yours, 


David M. Hardy 
Section Chief 
Record/Information 
Dissemination Section 
Records Management Division 


Enclosure(s) 


As a result of your administrative appeal to the Office of Information and Privacy (OIP), Department of 
Justice (DOJ), material was located responsive to your request for information concerning the subject "Blue Boxes." 

The enclosed documents contained in Headquarters files 139-HQ-4991 and 196-HQ-1079 represent the 
final release of information responsive to your Freedom of Information Act (FOIA) request. 

Extra file copies of the same document were not considered for processing and are not included in the 
number of pages reviewed. 

As you have been previously advised, because your FOIA requests are similar in scope and content, that 
is, they constitute a series of related requests, you are being charged aggregate duplication fees for your requests 
concerning Blue Boxes and Phone Freaks. The authority to charge aggregate fees is located in Title 28, Code of 
Federal Regulations, Section 16.11(h). 

Pursuant to Title 28, Code of Federal Regulations, Sections 16.10 and/or 16.49, there is a fee of ten 
cents per page for duplication. No fees are assessed for the first 100 pages. You have already received your 100 free 
pages. Upon receipt of these documents please make a check or money order payable to the Federal Bureau of 
Investigation in the amount of $45.50 for 455 released pages. To insure proper identification of your request, please 
return this letter or include the FOIPA request number(s) with your payment. Failure to pay for this interim release will 
close your current request as well as any pending FBI FOIA requests from you. Nonpayment will also cause an 
automatic denial of any future FOIA requests. 



EXPLANATION OF EXEMPTIONS 


SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) speci fically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the 
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for 
withholding or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 

with the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly un warranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 

records or information (A) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person 
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal 
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or 
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled 
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security 
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such 
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or 
physical safety of any individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j) (2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 

crime or apprehend criminals; 

(k) (l) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 

policy, for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 

privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would be held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 1 8, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
informati on pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the 
rel ease of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 
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ML IWFOPmTIOir COHTAIHED 

HEREIN IS UNCLASSIFIED 

DATE 08-08-2007 BY 60324/ AUC/BAW/STP/blS 


Hi i Sf CuDE 

JW20AM URGENT 6-24-73 MS 

To director 

LOS ANGELES 


ffiUM SAW FJUlJCl SCU\(\33- NEW7 2P 


(.aiv ! at"ry ... 
Plan. & F.vai. 

Spi'i.-. lnv 

b2 Ti.i-.iinM: - 

b6 Legal Coun. .... 

1~,7q Telephone Rra. 

b 7 D r>lrw,or Sec ’y - 


WO: SAH FH A NCI SOU 


DUNE 23# 1*75. 


HE NEW YORK TEL TO BUREAU AND RECIPIENTS 



PRIOR TO SAN FRANCISCO CANVASSING EMPLOYEES, AS SUGGESTED IN RETEL 

regarding an alleged conversation r I 


I I NEW YORK IS REQUESTED TO | j 

OBTAIN SPECIFICS REGARDING ALLEGED CONVERSATION. IT IS TO BE NOTED 
I HA I | [A ND INJORDER FOR SAN FRANCISCO 

TO conduct a meaningful canvass,! ~ I 


THE BUREAU may DESIRE TO HAVE THE RADIO ENGINEERING SECTION oT 
THE FBI LAS REVIEW REFERENCED COMMUNICATION IN AN EFFORT TO DETERMINE 
IF SUCH A DEVICE UTILIZED HAS THE POTENTIAL TO INTERCEPT 

TELEPHONIC CONVERSATIONS. u \ 


w 






P A tat IW U aF W»-NEW 

SAN FRANCISCO THROUGH LIAISON WITH ESTABLISHED SOURCES IN TELE- 
PHONE COMPANY WILL DETERMINE IE SUCH AN INTERCEPPQN IS FEASIBLE 

ano/or if this matter Has cume to the attention of the telephone 
COMPANY pkediously. 

END 

DU FBI HQ CLR 


k 

A 


LtI 1 c> 


I Assoc. Dir. 


NP L A CODF 

639RN '" T T FI LAP 

TO 0 IRFCT0 R 


FEDERAL SltftLAU W- tNVtSHGAriON 

COMMUNICATIONS section 


SAN/fpfih'ni pen 

NEW YO ?K 


m W‘ 

TELETYPE, 


ROOM LOS ANOFLF'? n39-397> RMC 
it n t ! A. L 


(9' 


JL i- 


cc- 


Dcp.-A.D„Adm. 

, A De P-A.D„i nv _ 

Asst. Dir. ; 

Admin. _ 
Comp. Syst. ~~ 
Ej ct Affairs 

files <fe Cofp 
Gen. Ipv./^L/ > 
l dent . 
inspection ' 

1 Intdl. ... 
Laboratory* ' 
Pla »' & EvaT I' 
( Spec. inv. 

/*•«>*•»* 

I Legal Coun. 

I Telephone 
! Director SeeV 


TO 0 , 


f-4^ 


00; 0AM FRANCISCO. 

s F NEW YORK TEL S JUNE 03, A NT) R/i, 1975. 
LOS ANRFLES INDICES NEC AT IVE Rr 


b7C 

b7D 


^jn HI <FD THE rot.LO-.'T^ T FL ro HOMr A-rtMpppc 


?!3-f SB-14 14 , R I 3- FSB-31 £5 , AND 0 J3-44 1- f?35 AP r St^SCETSFO TO 
PY PILlNPt’AL EDUCATIONAL SERVICES, 1 F"3 HO PF ( 'T R EFT, SOUTH 
°A SADF NA , CALIFORNIA, ESTABLISHED EFFRi'AR v O' 7 , 19*»5. 

ON JHMF of, 1975 ,| 


/• 


CFNFRAL TELEPHONE COMPANY ADVISFn 






I I ST ATF n THAT | 

YOPF, TELEPHONF OOWPAMY HAS A N FXTENSIH r FTLE ON| 

rrn 


LSG FPIH" ACK FOR SFWrw AND HO!,P 










•o Oo 














r NR IP. i 
8:4 6 
TO : 

J 

NY 

P.M, URGENT 6-24-75 PLQ 
" DIRECTOR,^ 

AND SACS, LOS ANGELES 
SAN FRANCISCO 

flKm auftt.su OFJjjjESTIGATON 

COMMUNlCAHO^fCTlON 

TELETYPE 

j ^ 

| Dsp 
• Aar 

<,%> |1 

ho Ml 

mn 

: SAC, NEW YORK ( 139-397) 

CXri==D--P==N^irTT 



— - — - — — — — — — «- — 

ioc ; I ;; 

00: 

SF. 




RENYTEL, JUNE 24 , 1975; SFTEL , 

, JUNE 24 , 1975.^ 


(U> - 

ON JUNE 24 , 1975 , 

|ad vised that 



THE FOLLOWING 




DECLASSIFIED BY 60324/AIJC/BAW/STP/bIs 
OH 08-08-2007 




PAGE TWO ' 



LOS ANGELES REQUESTED TO DETERMINE THROUGH APPROPRIATE 
SOURCES THE SUBSCRIBERS TO THE ABOVE TELEPHONE NUMBERS AND 

make no open inquiry of subscribers. ^ 

BUREAU IS REQUESTED, IF DEEM0L APPROPR IATE , TO CONTACT 


ABOVE INFORMATION SUPPLIED BY SOURCE IS VERY SENSITIVE\ 
AND IF DISSEMINATED SHOULD BE PROPERLY PARAPHRASED TO PROTEc) 
SOURCE'S IDENTITY. 

~jjLASSlIIIIE3S=S?^^ ( 




4-312 (Rev.- 12-11-73) 




ALL INFORMATION CONTAINED 

HEREIN 13 UNCLASSIFIED 

DATE 08-08-2007 BY 60324/AUC/BAW/STP/bls 


Date of Mail 6/27/75 


Has been removed and placed in the Special File Room of Records Section. 


See File 66-2554-7530 for authority. 


be 

b7C 


Subject JUNE MAIL 


Removed By liM 6197 5 

File Number 139-4991-6 


Permanent Serial Charge Out 





DECLASSIFIED BY 60324/ AUC/BATiT/STP/bls " 

ON 08-08-2007 

ADDENDUM: J. B, ADAMS 

I 1 With respect to the recom mendatio n 

Ibe authorized to expend up tol I 


b2 

b6 

b7C 

b7D 

b7E 


1 it is recommended expenditur e of up to 

i fre 

authorized. Anv aut.hori zatirEL i 

[should be 

held in abeyance contingent upon the ability of 


4 ( ' \ • r — -■ - 

DECLASSIFIED BY 60324/ AUC/BA1/STP /bis " ' r f 

Oil 03-08-2007 

ski 003 MY COUE 

S-30 Ail MIIEL 6/23/75 0X3 3ENI 6/24 

10* 01 set to a f foi / / i 

SAC, LOS ANG£L£a 4 


SAC, Sam fkamcisco 



out Sam fhamcxsco 



sk 








P&GE iHHce. NY Lia>-Nfc.V 


|" PHONE FrttAto", AN UNDERGROUND CLANDESTINE GROUP 

in vol ved in making “olue boxes". 



ABOVE INFORMATION SUPPLiED BY BOUNCE IS VERY SENSITIVE 
AND IF oi SSEMI NATeD SHOULD bE PROPERLY PARAPHRASED TO PROTECT 
SOURCE UA 






Pag it fi ve . ny las-icw 

riUrie.AU aUTHOHIIY FOR | 

IS HEREBY REQU fcS TED . 

BUREAU AUTHORITY FOR NYQ TO EXPEND [ 


DETERMINE THE DEGREE OF TECHNOLOGY DEVELOPED BY "PHONE FREAKS" 


IS HEREBY REQUESIED.^£<^ 


san francisco is requested to survey employees to determine 


|san francisco further requested through appropriate 
LIAISON WIIH ESTABLISHED SOURCES IN TELEPHONE COMPANY » DETERMINE 
IF POTENTIAL FOR INIERCEPIIQN OF TELEPHONIC CONVERSATION BY 
"BLUE BOX" POSSIBLE^g^ 


LOS ANGELES REQUESTED TO SEARCH INDICES HE 





CODE 


TfHOT 


NITEL 




DECLASSIFIED BY 60324/AUC/BAW/STP/Dls 



IOC, 00: SAW FRANCISCO, 

HE MW YORK HITSL TO THE BUREAU 6/23/75, AMD BUTELCAL 


TO MEW YORK 6/27/75. \U 

BUREAU AUTHORITY IS GRANTED I ItO EXPEND 






ALL IMFORIIATI OH COHTAIHED 
HEEEIN IS UHMKSIFIED 

DATE 08-08-2^PbY 6 0 3 2 4/AUC /BAU/ STF /b 1 s 


TO SACS NEW YORK (139-397) 

SAN FRANCISCO (139-188) 
LOS ANGELES (139-414) 
FROM DIRBCT^l^/J^y ^ 


IOC , OOt NY. 

RELATEL TO BUREAU, 7/14/75. 

INFORMATION IN RETEL DOES NOT QUALIFY AS NATIONAL 
SECURITY INFORMATION AND IS NOT CLASSIFIABLE. IT HAS BEEN 
DECLASSIFIED AT THE BUREjfcD AND EACH RECBXVXMG OFFICE SHOULD 


SAN FRANCISCO IS INSTRUCTED’ 10 IMMEDIATELY ADVISE 
BUREAU AND LOS ANGELES WHETHER CONVERSATION DESCRIBED IN 
RETEL DID OCCUR ON 7/13/75. 


NOTE: Classi fication of this .ma tter was discussed with 

Special Agent T I Insp ection Division, on 

7/15/75, by Supervisor | j 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATIONS SECTION 


HBGscjl (3) 

V ,/ 


? 1 ],Jl ' 

teletype unit I H 


JUL 1 5 1975 
IC.’CCM A« 
TELETYPE 



m 014 LA CODE 

930PM URGENT 7-14-75 RLD 

ro DIRECTOR 

NEW YORK ( 139-397) 

SAN FRANCISCO ( 139-188) 


FROM LOS ANGELES ( 139-414) 


FEDtkAi . . a,j ,;f INVESTIGATIf'i/ 

COMMUNICATIONS SECTlOf! 

aUL 1 519?ii — 

Tv & 

TEL FT Y PE 



Assoc. Dir. * 

T>pp -A TV.Adm. 
•Hop -A TY.-Tny. m 


i Files & Gel 
J G «n, lnv<(j£ 

| Went. .£ 


■ ] Legal < 

A / A 


IOC, 00 1 SF. 


DECLASSI FIEIT'BT 6032 4/AUC /BATJ/STP /b 1 s 


RE NEW YORK NITEL JULY 2, 1975.^ 

| 1 TELEPHONICALLY CONTACTED SUPERVISOR 

I AFTERNOON OF JULY 14, 1975, AND ADVISED 



SUBJECTS DEMONSTRATED "BLUE BOX 


■y/a- u>t,o IrtbfejkM 









V 



(U) ABOVE INFORMATION SUPPLIED BY SOURCE IS VERY SENSITIVE 
AND UNTIL MATTER IS RESOLVED, IT It SUGGESTED THAT ALL 
INTEROFFICE COMMUNICATIONS CONCERNING THIS MATTER BE 
CONDUCTED BY SECURE TELETYPE SYSTEM. U- 

CL AS SIF IED BY t^^-XGPS . CAlEQO«*--g r --H^^ 

END 


HOLD PLS 


Airtsl 


To: SACs, 8 ib Fes solseo (139-2J9) 

Los Aagslss (139-414) 

80 s York (139—997) 

Frooz Diractsr, FBI (139-4991) 



ALL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED 

DATE 08-08-2007 BY 60324/ AUC/BAW/STP/bl: 


XsSFtol, 7/21/75. 


»«• FrsMdsoo sfeo&Id oosrdiaafca larvwrtlgstlos 
to idsatlfy massfacrtsrsrs of *blss bosos* at 8ssaiyyal«» 

Csl If orals. 

Swtelt lavostisFStlso rsport, by sowar sixtol, 
OAOMpassiaf iassatigation to data, st sarllMt possible 
dots far dlsssalastloa to tbs for pxomoouttim 

oopsl d srstl oo , 

Ms York sad Los Hags Isa Dlvisloas sbosld forward 
to Baa Fraaoisoo rosslts of thslr rsspsotiwa imrsstigation 
for ixwlttsloa is this initial rsport. All offioss sro 
iastnsted to 41 xmI ooasra&icatioas eeaesrnlns tteia mat tor 
to Mils 139-49*1. ; ( 


JtajjG : pmg ' 

,1(8) 


TELETYPE UNIT T 



f'OMWi 


NR 001 SF CODE 

910AM IMMEDIATE 7-15-75 MS 


TIETYPv 


TO DIRECTOR 

NEW YORK (139-397) 


DATE 08-08-2007 BY 60324/AUC/BAW/S 


LOS ANGELES (139-414) 

FROM SAN FRANCISCO (139-188) IP 


RE LOS ANGELES TEL TO BUREAU JULY 14, 1975, AND BUTEL TO NEW 
YORK JULY 1 5, 1975. 

SA SAN FRANCISCO DIVISION, WAS DUTY AGENT, SAN 

FRANCISCO, 4 TO MIDNIGHT ON JULY 13, 1 97 5. AT APPROXIMATELY 4:30PM 


DATE, SA | | TELEPHONI CA LLY CONTACTED THE SANTA CRUZ SHERIFF’S 

OFFICE, NOT THE SAN JOSE SHERIFF’S OFFICE AS MENTIONED IN REFER- 
ENCED LOS ANGELES TEL, IN REPLY TO AN NCIC INQUIRY MADE BY THAT OFFICE 
ON FUGITIVE, PAROLE VIOLATOR, FBI | | 

SA I IdETERMINED AT THAT TIME THE SANTA CRUZ SHERIFF’S OFFICE DID 


IN CUSTODY. SA 


RECALLS MENTIONING SOMETHING 


TO THE EFFECT THAT HE WOULD BE ON DUTY UNTIL MIDNIGHT. 

COMPLETE DETAILS REGARDING ABOVE INCIDENT BEING FURNISHED BUREAU 


AND INTERESTED OFFICES BY AI 


VLJ FBI HQ CLR 





CODE 


TELETYPE 


IMMEDIATE 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-03-2007 BY 60324/ AUC/EAN/STP/blS 7/15/75 


TO SACs LOS ANGELES (139-414) 
NEW YORK (139-397) 

SAN FRANCISCO (139-189) 

FROM D I RECTO JiEfita* s/f /, 


1 - Mr. Wannall 
1 - Mr. Cochran 
1 - 


j IOC , OO: NY 

RE SAN FRANCISCO TELETYPE TO BUREAU, JULY 15, 1975, 


AND LOS ANGELES TELETYPE TO 1«£AU , JULY 14, 1975. 

LO S ANGELES OFFICE IS INSTRUCTED TO IMMEDIATELY 
CONTACT I ! 



p « l- :t<oa,w 
. » 1 . .1 U N i CA 7 1 ON 5 SZCJlou /') 









NR 008 LA CODE 



RE LOS ANGELES TELETYPE JULY 14, 19 75 , BUREAU TELETYPE 


JULY 15 , 1975 , AND SAN FRANCISCO TELETYPE JULY 15 , 1975. 









AT LOS ANGELES IN ACCORDANCE WITH BUREAU AUTHORITY EFFECTIVE 
JULY 1 , 1975. 


1 } REFERENCED BUREAU TELETYPE INDICATED LOS ANGELES TELETYPE 
OF JULY 14, 1975, SOURCE BE DECLASSIFIED. LOS ANGELES FEELS 
THAT ALL COMMUNICATIONS WHICH MIGHT DISCLOSE IDENTITY OF 
THIS SOURCE SHOULD BE CLASSIFIED CONFIDENTIAL SINCE THIS IS A 
VALUABLE INFORMANT WHO FURNISHES CONTINUING INFORMATION CONCERNING 







NR 02 7 LA CODE 


06:45PM IMM EDIAT E 7-15-75 GLD 
rO DIRECTOR 


NEW YORK (139-397) 

SAN FRANCISCO ( 139- 188) 


FROM LOS ANGELES (139-4 14) (P) 




REFERENCE IS MADE TO NCIC INQUIRY MADE BY SCSO ON|^ 

| WANTED FOR PAROLE VIOLATION IN TEXAS. SA 
MENTIONED HE WAS ON DUTY UNTIL MIDNIGHT AND REFERRED ANY 


ADDITIONAL INQUIRY TO SA 


DECLASSIFIED BY 60324/AUC/BAlir/STP/l 


IaT SANTA CRUZ RESIDENT 













FORWARDED 


TO SAN FRANCISCO AND BUREAU JULY 15, 1975 BY REGISTERED 
AIR MAIL. 

(U) RECOMMEND CONTENTS OF THIS TEL NOT BE RELAYED 
TELEPHQNICALLY AT SAN FRANCISCO. 

ADMINISTRATIVE: XO~S~St~FIiED — 

END 

MAH FB I HQ ACK FOR ONE 
WA CLR 








•»AN FKAMCiiaOU FlftitilaH UtTAILS OF SOURCfS ACTiWIIifcS i« 


YOUK OIVISIOII 
GLASSiFlFID 

t_t 




FXMII&* 



JR 030 LA CO^E 


11:32PM NI/EL 7-18-75 LA D 

TO DIREJ^OR 

/ 

SAN FRANCISC (139-188) 



FROM LOS ANGELES (139-414) 

A T T N SECTION CHIEF, RADIO ENGINEERING, FBI LAB 


ON JULY 13, 1975, | I 

GENERAL TELEPHONE COMPANY IN PRESENCE OF SA | 

AND pAS ABLE TO INTERCEPT NUMEROUS 

TELEPHONE CALLS IN PROGRESS OF THE SAN FRANCISCO OFFICE, 

~"~1 THROUGH UTILIZATION OF A CONVENTIONAL BLUE BOX. 

DETAILS OF ACCESS ROUTE WERE FURNISED TO SECTION CHIEF WILLIAM 
HARWARD, radio ENGINEERING SECTION, FBI LAB A ND [ | OF 

iE SELL TELEPHONE LABORATORY. f < / :{ j ^ i 

ABOVE WERE ATTEMPTING TO DETERMINE OTHER POSSIBLE ACCESS * 
)UTES WHICH WOULD PROVIDE INTERCEPTION OF ’ TELEPHONE COMMUNICATIONS 
ABOVE FURNISHED TO SAN FRANCISCO FBI OFFICE, SA 
{ROUGH SECURE TELEPHONE LINE THIS DATE. , 




ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 

DATE 08-0S-2007 BY 60324/AUC/EAW/STP/bls 








DECLASSIFIED BY 60 3 24/AUC /BAW/ STP /h 1 s 
ON 08-08-2007 ' 


July 23, 1975 

GENERAL INVESTIGATIVE DIVISION 

This is a matter in which the Director has 
instructed that he be kept informed. It is the 



General Telephone Company, LA, utilized a "blue 
box" and found they were able to intercept calls 
being placed from the San Francisco FBI Office. 












iSA gen. reg.^no. ALL INFORMATION COBTAIjg 

UNITED STATES G(^Rr.NMENT HEREIN is UNCLASSIFIED* 


Memorandum 


•Mr. CochraJji 


ATE: July 23, 1975 


W. E. Harward / ^ 


Enclosed is a* iuwteiiw-4 letterhead memorandum suitable for b?c 
dissemination to other agencies having an interest in this matter. 

Prior to its dissemination, it should be recognized that recipients 
can be expected to contact AT&T independently to seek assurance that 
their individual facilities are not vulnerable to interception as described. 

This could have an adverse effect on the liaison we have requested be 
established between the FBI Laboratory and AT&T for the proper resolution 
of this matter. If approved, a letter dated 7/23/75, to AT&T's Chairman 
of the Board expresses the Director's concern and requests liaison. This 
orderly procedure can be subverted if AT&T is deluged with requests 
for attention nationwide when, in fact, the magnitude of the threat has not 
yet been established. 

In addition, it was learned unofficially from Bell Laboratories 
late yesterday that the unique access code which enabled interception in 
San Francisco has already been made inoperative. There now remains 
the more painstaking task of determining whether any other access codes 
are in existence. It is felt that this could best be done without raising a 
hue and cry which conceivably could lead to exposure of the informant in i 
this case. 


1 - Mr. Callahan 
1 - Mr. Adams 
1 - Mr. Jenkins 
1 - Each Assistant Director 
1 - Mr. Harward 


CONTINUED-OVEP 


WEH:jfm 
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Memorandum to Mr. Cochran 
RE:[ — 


IOC 


As an alternative to dissemination of the letterhead memorandum, 
it is suggested that pertinent information be given orally to| j 

1 [ Security Committee, United States Intelligence Board, 

by the FBI’s representative to the committee. This group is acutely 
interested in matters of this type and would be more likely to appreciate 
the need for an orderly prodedure. Moreover, the precise extent of the 
threat can be better described with a discussion of the inclinations of 
subjects and their associates without the risk of jeopardizing conduct 
of the IOC case. 


RECOMMENDATION: 


That enclosed LHM be kept for future reference but that no 
dissemination be made at this time. Instead, it is recommen ded that 
the substance of the LHM be furnished orally to I identified above. 



~ 2 - 



COTSMBgNTIAL 1 


1 - Mr. Cochran 
Mr. Harward 


July 25, 1975 


INTERCEPTION OF COMMUNICATION 


Daring a current investigation, it ten come to the attention b7c 
at this Bureau that it is possible to use a meftifrequency signal 
generator, commonly ksmwa as a "blue box”, to Intercept and monitor 
telephone calls to a very limited extent. A Mne box is a toll brand 
device which simulates tones used within toe telephone network by 
operators and by telephone switching omnipotent With tots device, 
the user can gate access to toe toil network and thereafter make long 
distance telephone calls which circumvent normal toll billing equipment 
tows evading the rsgwlar charges for this service.^^ 

The procedure need to monitor require# tot knowledge of a 
previously overlooked "busy verification code” and has proven to 
be workable in toe Sas Francisco area and may be possible elsewhere. 
Access for interception can apparently be accomplished. from anywhere 
in toe Conakry.- jj^<^ 

With confirmation of toe technical feasibility of accessed 
fntercepttes, toe American Telephone and Telegraph Company was 
requested to immediately assess the potential for similar vulnerability 
in other parte of toe country, and to take action to eliminate tote 
tenant wherever it exists. Liaison has been established with toe 
American Telephone and Telegraph Company for this purpose and 
you will be advised of significant developmente.^>^ 

In view of toe above, ft Is requested recipient agencies coordinate 
with toe FBI prior to tastiiiftteg any direct contact with the American 
Telephone and Telegraph Company. \}j 

This information should mi be disseminated outside your agency 


CONFIDENTIAL 


fart -v. 

WEHrjlmN 5 ' 

(4) 


CLASSIFIED BY Z2* JC.O | -f 

g^^^pTTftOI^GEKERAL DE CLA SSIllCAHQIl l)^ • i ( i' r ' * v - 
SCHEDULE jT 

AUTOMATICALLY DECLASSIFIED ON , v- 


ouxosuKt 


■-■■((a 


MAIL ROOM I i TELETYPE UNIT I 1 













SF 139-188 
DWF:klc 


As a source of income, the underground, is 
manufacturing and selling "red 'boxes" in large quantities. 
These boxes duplicate the tones generated by coins 
deposited in pay telephones. Through the use of "red boxes 
an individual is able to make a long distance call without 
depositing money. These boxes cost the underground $6 or 
$7 to manufacture and are currently retailing on the street 
at $100. All money obtained from sale of "red boxes" 
is going towards the purchase of technical equipment for 
further research. feX 




SF 139-188 
DWFrklc 




FD-36 (Rejfc i.^2-64) 

* — - , 



ALL INFORMATION CONTAINED 
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DATE 08-08-2007 BY 60324/AUC/BAN/STP/bls 

F B 1 
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Date: 

7/15/75 


Transmit thp fnllnwinq in 





(Type in plaintext c 

.r code) 

| 

v . n AIRTEL 

AIR MAIL 
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(Priority) j 




'"UNITED STATES GOV^P-IMENT 

Memorandum 


-2007 BY 60324/AUC/BAW/STP/bls 


SAC, SAN FRANCISCO (139-188) (P) date: 7/15/75 


On Sunday, 7/13/75, SA| | was assigned 

telephone complaint duty on the A to 12 midnight shift. 
Shortly after 4 p.ra., SA | [ was furnished an NCIC 

tftl fitrne received from the Bureau indicating tha t. one 

a Bureau Fugitive (BUFILE| j 

was possiDiv in custody of the Santa Cruz SherifiTs 
Office, Santa Cruz, Ca lifornia. The teletype indicated 
that inquiry regarding I Ihad been made by that 

Sheriff's Office. 1 1 

At approximately 4:30 p.m. , Sa | [ called 

the Santa Cruz Sheriff's Office, at whicn rime a man 
answered. He v;as told that inquiry was being made concerning 
an NCIC in quiry they had made earlier that day regarding 
j [ He immediately indicated that he was knowledgeable 

of the incident , stated that the o fficer making the inquiry 
had been in error, and referred SA| |to one of the 

dispatchers, a female. She advise a mat the Santa Cruz 
Sheriff's Office had received a telegram from a Dallas 
Police agency requesting that Subject be picked up. The 
officer assigned the matter at Sa nta Cruz had made* the 
NCIC inquiry. She further stated \ [ was , in fact, 

not in custody and that the officer was out attempting to 
locate him. She stated that if they located him they would 
contact FBI, San Frmnini^np, and the SRA, Santa Cruz. She 
was informed by SA that he would be on duty until 

midnight. 1 


Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan 





Airtel 


iLL IH^uPi&TION CONTAINED 

ERE IN 15 UNCLASSIFIED 

)ATE 08-03-2007 BY 60324/AUC/BAN/STP/bls 


To: SAC, San Francisco (139-188) 

>*onn: Director, FBI (139-4991) 



00: SF 


8/5/75 



f 



In order that up-to-date lnfomation may be 
disseminated to the Criminal Division regarding results 
of Interception of Communications investigation, 

San Francisco is requested to submit report: or up-to-date 
LHM promptly. 





NR016 MY 20DE 

8*48 P.M. URGENT 7-22-75 PLQ 
TO* DIRECTOR, FBI <139- 


'Bi- 


■/ 


(U) 


SAlTpilANCISCO (139-188) 


FROM* 


SAC, NEW YORK (139-397) 


C O JL X^^TT N L 


AND (100-477128) AND SACS| 


X 




I IOC; 00* SAN FRANCISCO 

RE SAN FRANCISCO TELETYPE, JULY 21 , 1975,40 

THROUGH SEARCH OF NEW YORK OFFICE ( NYO) INDICES REFLECTS 


NO IDENTIFIABLE DATA REGARDING 




TECHNICAL SECTION, NEW YORK CITY (NYC) 


TELEPHONE COMPANY, ADVISED JULY 22, 1975, THAT HIS FILES 
REFLECT THAT ONE 


WAS INVOLVED WITH "PHONE FREAKS"J^ 


NYO INDICES REFLECT THAT 


| TECH NOLOG ICAL AMERICAN PARTY 

(TAP), NEW YORK FILE 100-179649. THE 1973-74, NYC TELEPHONE j 



AUG ^1975 








COtftAL BURtftU 0? 

COMMUNICATIONS Ti^m 


Assoc. Dir. -f —( — 

Dep.-A.I>,-Ad«. 

Dep.-A.D.-Iny 


WR023 NY CODE 

9tf« p.n. mi tel; 



TELETYPE t 


TO: DIRECTOR, FBI (139-4991 ) ( 1 00- 417 7! 2R.) 

y AMD SACS, LOS ANSELES (139-414) 

K 

SAM FRA MCI SCO (139-188) 

FROM: SAC, MEW YORK (139-397) | 1 

C 0 f£*OI D E A L DECLASSIFIED BY 6032 4/AUC/BAW/STP /bis 


00: SFJ| |00 

REBYTEL, JULY 25, 1975. uJ 



BLUE BOX TURNED OVER TO .FEDERAL^ 
t ^ Vvo /ft) •Ln? 


(SEE LABORATORY ADDENDUM PAGE 3) 

(SEE LEGAL COUNSEL DIVISION ADDENDUM, PAGE 5) 


WNKECOI 










Add endum to Nitel from New York (139-3971 da ted 7/30/75 
R E:[ 

IOC 

139-4991 V 


ADDENDUM OF LABORATORY DIVISION: JPWijfm; 8/4/75 

Re ferenced nitel statedF Iblue box 

in this case| s 

I 1 Laboratory 

suggestions were requested. 

By airtel dated 7/22/75, San Fra ncisco submitted the 
^blue box for examination by the Laboratory! ^ [ 

Examination of this device has been completed with the conclusion 
that it can be used to simulate signalling and supervisory tones 
used in the telephone toll network. No markings were made on the 
blue box. 


1 This information ha, 


through use of a blue box. Although present knowledge tends to discount 
this claim, we feel that no information bearing on this vital matter 
should be ignored. We have an obligation to the intelligence community 
to explore thoroughly any possibility for intrusion into government 
communications. Pi. 


The submitted 


Omitted blue 




'i 



- 3 - 




- 4 - 






NR 006 SF CODE 

/ • i r 

153PM IMMEDIATE 07-21-75 LXS | 

rO/1 DIRECTOR, FBI | 

4 SAC, NEW YORK ( 139-397) [ | 

U J ADIC, LOS ANGELES (139-4 14) | | 

FROM: SAC, SAN FRANCISCO ( 139- 188) (P) 

ATT ' N : LABORATORY, RADIO ENGINEERING SECTION} LEgW 


RE LOS ANGELES TELETYPES DATED JULY 15 AND 17, 1975. tL 



[ THIS "BLUE BOX" IS UNMODIFIED AND HAS ONLY THE 
SAME CAPABILITIES OF STANDARD "BLUE BOXES." "BLUE BOX" CURRENTLY 
IN POSSESSION OF SAN FRANCISCO OFFICE. 












FROM THE NEW YORK CITY AREA . 
REPORTED TO BE PHONE FREAKS, MEMBERS 


OF THE PHONE FREAK UNDERGROUND, AND INVOLVED WITH VIDEO ACCESS 
PEOPLE IN THE NEW YORK CITY AREA 

ON JULY 21, 19 75 , ASSISTANT UNITED STATES ATTORNEY CAUSA) 

F, STEELE LANGFORD, CHIEF OF THE CRIMINAL SECTION, UNITED STATES 
ATTORNEY’S OFFICE CUSAO), SAN FRANCISCO, ADVISED THAT RATHER THAN 
RSHOER A PRELIMINARY PROSECUTIVE OPINION REGARDING THIS MATTER AT 
THIS TIME, HE WOULD DEFER SUCH AN OPINION TO THE DEPARTMENT OF 
JUSTICE , GENERAL CRIMES SECT ION. I 



COMPLETE DETAILS OF INFORMANT INTERVIEW WILL BE SENT BY 




PAGE FOUR SF 139-188 

SEPARATE COMMUNICATION TO BUREAU AND INTERESTED OFFICES. 

LIAISON HAS BEEN ESTABLISHED WITH PACIFIC TELEPHONE 
SECURITY OFFICE REGARDING THIS MATTER 



NY * C0DE COMMCAT!^^ ■ 

8^50 PM NITEL JULY 0 5, 1975 DXM . * 

/ / / 

0:DIRECT0R, FBI (j/39-499p ft«D (|00-47 7 PS) ^ * 

' *- T •' LOS ANGELES (J&9-4JL4) 

(U) SAN FRANCISCO (JL39»jLEP) ^ *) |w 

FROM: NEW YORK (P9-397) 

ATTNjGID, INTD, COMPUTER SYSTEMS DIVISION \ 


ON JULY 04, £975, 


WAS INTERVIEWED REGARDING 


CAPTIONED MATTER AND FURNISHED THE FOLLOWING INFORMATION:! 


I 


I THE "UNDERGROUND PHONE FREAKS 
APE MANUFACTURING "RED POXF 4f 


AND SELLING THEM 


P”RED BOX” HAS THE CAPABILITY OF MAKING LONG DISTANCE TELEPHONfc 
^ CALLS FROM PHONE BOOTHS WITHOUT HAVING TO DEPOSIT COINS.t&f 






TELEPHONE CALLS IS BASED ON THE CAPABILITY OF THE "BLUE BOX" 

TO SIGNAL THREE DIGIT TONES OR CODES COMPARABLE TO THE TONES 
THAT ACTIVATE THE AUTO VERIFYING SYSTEM. TELEPHONES USING THIS 
SYSTEM USE THREE DIGIT CODES WHICH BEGIN WITH THE DIGIT ZERO (0) 
OR ONE (1> 








U 



PAG*F FOUR 


NY 139-397 AND 


SUMMARY 


THE BUREAU IS WELL AWARE THAT 










STP/bls 


tm 014 LA CODE 
829PM MITEL 7*28-75 PUD 


TO DIRECTOR < 139-499 1) (100-4 77128) 
I) *« YORK (139-397)1 j 


SAN FRANCISCO (139-188) 
FROM LOS ANSELES (139-4 14 )J 


ATT N t OID, INTO, COMPUTER SYSTEMS 01 VI SION l 



00 1 SAN FRANCISCO 


ftOOf LOS ANGELES 


T<1 RE NEW YORK TELETYPE TO THE BUREAU DATED JULY 25 , 1973 J 

| ~ R equest for add itioiml funds as reported in 

REFERENCED TELETYPE ARE SUBSTANTIAL AND ARE NOT ENTIRELY 

warranted at this tipe. | 

[ | ha ve not necessar ily been accumulated 

WHILE COIOUCT ING BUREAU BUSINESS, P 















DECLASSIFIED BY 60324/AUC/BAF/STP/bls 



RE SAN FRANCISCO TEL JULY VI t 197 5. {jU 





"BLUE BOX" | | HAS 

BEEN FORWARDED TO LABORATORY FOR ANALYSIS. 

1 PARAMOUNT THRUST OF INTERVIEW DIRECTED TOWARDS 
DETERMINATION OF MONITORING TECHNIQUES AND INDIVIDUALS INVOLVED 
IN SAME. SEPARATE LEAD FOR NEW YORK TO RE- INTERVIEW SOURCES 
REGARDING THIS MATTER BEING SET FORTH IN SUBSEQUENT COMMUNICATION 
CLASS I '^D BY XGD sys *3, INqi£?N!TE. 

END. 


HOLD PLS 
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UNITED STATES GOVERNMENT 

Memorandum 


DECLASSIFIED BY 60 j 
ON 08-08-2007 f 


iAOC/BAWSTP/hls 


: Mr. Jenkins 


1-Mr. Cochran 
1-Mr. Harward 


7/24/75 


from ; jay Coc'hrah ,'Jr. 


i jkft 


a 


IOC 


b7C 


Memoranda dated 7/22 and 7/23/75 from W. iz / Harward to me 
set forth background in captioned case and fact our San Francisco Office 
commercial telephone system was being accessed with a‘ blue box by 
subject. As a result, a letter to Mr. John d/ deButts, Chairman of the 
Board, American Telephone and Telegraph Company (AT&T) , was sent 
by the Director expressing concern and requesting liaison be established 
to assess this threat. In addition, it was recommended that the Security 
Committee of the U. S. Intelligence Board (USIB) be briefed on this development. 

I received a telephone call today from Mr. Joseph/Dougherty , 

Director of Corporate Security, AT&T , New York City. Mr. Dougherty 
stated he wished to advise the Bureau that ATST is aware of the existence 
of access capability through the telephone company's busy verification 
procedures in the San Francisco area and that this procedure has been 
eliminated in that area. He further stated that instructions are going out 
reiterating prior instructions that this capability is to be removed from 
ATST facilities. I advised Mr. Dougherty of the fact a letter had been 
written to Mr . deButts by the Director expressing our concern and he stated 
that upon receipt an appropriate response would be forthcoming to the Bureau. Qy 

The above telephone call was terminated after exchange of the above 
information. It is pointed out we have received prior assurances from ATST 
that procedures such as discovered in the captioned case are not possible. 

It is also pointed out that the condition developed in this case was developed 
by FBI investigation and not from any information furnished by the telephone 
company. It is anticipated that Mr. deButts letter to the Director will 
reiterate that information furnished orally by Dougherty. In view of the 
past record of AT&T in this area, we feel a stronger, more positive rebuttal 
position, must be taken in the absence of any constructive offering from-" 4 **) JT* 

f?Cn rn / _ /*\ 

1-Mr. Callahan 
1-Mr . Adams 
1-Mr. Jenkins 
1-Mr. Gallaghor 
1-Mr ,. Wannall 


KC-53 


W 





ctftSsrt 

EXEMPT 

0ATr0rDEG^SSinC»ftON l w 






be 

b7C 


IOC 

Mr. deButts. At such time as their response is received, the Laboratory 
will analyze and prepare any indicated rebuttal. By that time it is hoped 
USIB will have been briefed as outlined in referenced memoranda and we will 
be in a position to express the joint concern of the intelligence community. IN- 
ACTION: None. For information. 



\ 


Me morandum to Mr. Jenkins 
RE: [ 
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v „ UNITED STATES m RNMENT 

Memorandum 


DECLASSIFIED EY S0324/AUC/BAW/STP /bis 
ON 08-08-2007 


Mr. Cochran 


»ate: July 22, 1975 


from : W. E. Harward 


nitel 7/18/75, and San Francisco teletype 7/21/75. 


J7/16/75, Los Angeles 


Information developed and confirmed b yj General Telephone Company, 
Los Angeles and# Bell Laboratories, Holmdel, New Jersey, that telephone 
calls of our San Francisco Office can be intercepted and monitored by 
anyone with a ’’blue box” and the knowledge of certain codes. Monitoring 
can occur from any telephone nationwide, and without alerting conversants. 

A p blue box” is a telephone toll fraud device. Although there is no 
determination that interceptions have occurred outside San Francisco, 
possibility cannot be discounted. Laboratory suggests immediate steps 
be taken to eliminate capability for interceptions, and that all field 
offices be alerted to threat.^v^ 


RECOMMENDATIONS : J- ^'5$ M 

1. That attached teletype to all SACs be sent advising of 
threat to telephone communications. Ub 


2. That attached letter from the Director be sent to Mr. John D. deButts, 
Chairman of the Board, AT&T, 195 Broadway, New York, New York 10007, 
requesting full cooperation to eliminate possibility of intercepting telephone 
, calls through use of company access codes. vP 

Enclosures (2 )~S~T 7- * j 2 ^JEOTKCUSS!F!CATION TnoBWH* 

1 - Mr. Callahan 

1 - Mr. Adams CONTINUED-OVER " 

1 - Mr. Jenkins **'■*'?■ 1 

1 - Each Assistant Director \i\ 

1 - Mr. Harward pa 

WEH:]fm . ! 




In vestigation in this matter comme nced with receipt of 
information ! ~ Ithat subject used a 


(U) 


«:lt) 


(U) 


"sophisticated" blue box! , 

j | Details of investigation 

developments are summarized in referenced memorandum. 

A blue box is an electronic device which generates tones used 
within the telephone network by operators and by telephone switching 
equipment. With this device, the user can gain access to the toll 
network and thereafter make long distance telephone calls which 
circumvent normal toll billing equipment thus evading the regular 
charges for this service. There has been no previous indication that 
the blue box has been used to access "verification trunks. 

/'Verification" is a term applied to a procedure used by 
operators to determine whether a line is in use. We have been repeatedly 
, assu red that the legitimate use of such a procedure is strictly limited 
: ! and in no case is possible with the use of dialed (or blue boxed) codes. 
Information in this case belies that assurance, at least as it applies to 
San Francisco.^/ 

The Laboratory has been in contact with Bell Laboratories, 
Holmdel, New Jersey, and, through the Los Angeles Office, the General 
Telephone Company in Los Angeles. Although initial inquiries tended 
to discount the possibility of unauthorized access to telephone traffic in 
the manner described, when confirmation was received, company personnel 
| began intensive research and experimentation. Independent of informants 
j information, it was determined that with the use of an overlooked procedure, 
I it is possible to intercept telephone traffic in the San Francisco area, 

I | including that of the San Francisco Office. It was further established that 
1 «' interception can be accomplished from both East and West Coasts. Efforts 
to determine if other areas are vulnerable to being intercepted have been 
unproductive to date. \jJ 
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Merg 

RE: 


■ora nflvHP t o Mr. Cochran 


mu~ 


blC 

b7D 


San Fran rism te letype 7 / 21/75 ] 1 

j confirms] | procedure as being identical with 

ition! — ~ 4 -~ 


that used in experimentation! San Francisco is aware that, until corrected, 
their telephone communications have been and continue to be susceptible 
to being overheard. U* 


l member of the technical staff at Bell 


Laboratories works in the specific area of toll fraud devices and is 
knowledgeable of telephone switching systems. It was he who had 
been assured by Pacific Bell, that dialed access to verification trunks 
could not be accomplished in the San Francisco exchanges. . He is most 
anxious that this condition be corrected as soon as possible and has stated 
that Bell resources will be made fully available on the authority of the 
highest level of management, yj 

Due to the seriousness of this matter, it is felt that it should 
be brought to the immediate attention of AT&T with the request that 
| there be an accurate assessment made of the potential for vulnerability 
I in other parts of the country , and an accounting of the steps being taken i 
to eliminate the capability for illegal interception of wire communications. ™ 

Meanwhile, it is being recommended that each office be alerted 
to this situation by teletype and urged to be extremely cautious in use of 
the telephone, w 

The Laboratory will follow technical developments closely through 
established contacts. 



'DECLASSIFIED BY 60324/AUC./BA¥/STP/blS 
OH 08-08-2007 


T, 


NR011 NY CODE 

2:20 PM URGENT 6/24/75 PJS 
TO: 


DIRECTOR, FBI 

AND SACS, LOS ANGELES 


SAN FRANCISCO 

SAC, NEW YORK ( 139-NEW) 


Assoc. ] 

Dep.-A.D.-Adm.. 

Dep.-A.D.-Inv, ! 

Asst. Dir.: | 


7 ! 


Adm 


Comp. Syst. ; f 

Ext. Affairs 
Files & ComM- \ 
Gen. Inv. NciSLL i 


Eegal Coun. 

Telephone Rm, 













JR 010 LA CODE . 


ffotafe. 


09:02PM URGE/7 JULY 18, 1975 




TO DIRECTOR (139- 3(100 

> new York ( i 39-397 j 

SAN FRANCISCO (139-188) 
FROM LOS ANGELES (139-41 4)| 
ATTN: I NTD AND GID 

C 0 nV I D E )0T I A L 

.... ^ Jf) 


) ( 1 00-477 1 9.BV 



jcs,. 


IOC, 00: SAN FRANCISCO, ^ 

- AKTiworawri osc^rOm \ ra 

WOl^LOS ANGELES. HH^jWlpS8M$mT.ra) EXCEPT \^Wi§ 

14 vnsmt&mn oiHHi&rss^ 

r;, RE LOS ANGELES TEL TO THE BUREAU JULY 17, 1975. < 

SOURCE RECONTACTED I I^X^’ 


SOURCE DOES NOT HAVE DESCRIPTIVE INFO REGARDING 


AND DOES NOT KNOW I! 


A PHONE FREAK. 

















UNITED STATES GOVERNMENT ' 

Memorandum 


ALL INFORMATION CONTAINED i 
HEREIN IS UNCLASSIFIED 
DATE 08-08-2007 BY 60324/A1 


!AC, LOS ANGELES 


subje pf CORRESPONDENCE MATTERS 

' RECOMMENDATION FOR LETTElt FROM DIRECTOR 


This form may be utilized ; |j|tore applicable in conjunction with Bureau 1 
§. to Albany and all offices dated 11-7-73 captioned “Correspondence Matters.” 

\ Name I IPnnlr lie. 


100 Wilshir e Boul evard, Sa nta Monica, California 90406 

Name of Agency / J jj 

General Telepitone Company of California yi i j 

Name of Head of Agency (if applicable) ' : v - / M j* 


BASIS FOR RECOMMENDATION: (Amplify under “Remarks.”) £ 

| j Promotion (Indicate from to — d 

I I Serious illness (Indicate where confined; if hospital, how long confinement will be.)^ 

I I Death (Indicate next of kin, widow, if any, and children, if any.) ^ 

I I Death in family (Indicate relationship.) £ 

1 j Editorial or feature article (Indicate whether complimentary or derogatory; also 

indicate editor, or newspaperman, to be written to, with 
address and Zip Code.) 

REMARKS : (Set forth below a clear, concise, justification for recommendation. Be 
specific, omit generalities. If applicable, include Bureau file number.) 

The Bureau is requested to direct a letter from Mr. KELLEY 
to | t Genera l Telephone 

Company of California, commending | 1 for 


tance he rendered relative to the investi gation ... 


o*U 


4T4, Bu&Lle 139-4991. 

’ REC 6 


^ 2 /Bureau SEE GENERAL INVESTIGATIVE DIVISION 

jT— Los Angeles ADDENDUM PAGE 2. 

WHS: ism — \ ■ '/) . 


HE AUG ^ 1975 


• # 


S was contacted by Bell Laboratories of the 

American Telephone and Telegraph Company with regard to 
assisting in the solution of this case. I I 

arrived at the method of entering Pacific Telephone and 
Telegraph Company verification equipment in the San Francisco 
area. His efforts in this regard facilitated the handling 
of a very sensitive situation. 

It should be noted that Section Chief WILLIAM 
HARWARD, Engineering Section, FBI Laboratory, is aware of 
this matter. it sh ould be noted also , Mr. HARWARD knows the 
specific details of I 1 very valuable assistance 

in this matter and it is suggested that his comments be 
solicited. 


ADDENDUM GENERAL INVESTIGATIVE DIVISION (GID) JCK:pmg 8/5/75 






« 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 


^ ®c w y$f~- y ?f/- 


s«ral Telephone Caapar.y of Cal 
Hi ishire Boulevard 
ta Monica, California SO 4 06 


I t ake thl g ..B anne r Of impressing the thanks of 
the FBI to I I of your company for his out" 

standing assistance to us recently. The exceptional service 
he rendered to our Los iyifsles Office in connection with an 

investigation of an T riant t rn of Cmmmmi cations case was 

greatly appreciated and hllf efforts aided materially ir 
handling a very sensitive situation. 

I war. ted you to know of his outstanding performance 
and I hope you will express our gratitude to him. 


Sincerely yours, 

C. M. Kelley 

Clarence M, Kelley 


1 - Los Angeles (139-414) 

Reurlet 7-31-75 

NOTE: General Investigative Division concurs with the recom- 

mendation that this letter be sent. 


awt : eac (5) . 


JJG 1 2 1975 


-FBI 




DECLASSIFIED BY 60324/ AUC/BAF/STF /bis 
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Date: 7/15/75 


1 

1 

Transmit the following in 



(Type in plaintext or code) 

Vin AIRTEL AIR MAIL - REGISTERED 


1 

(Priority) 


L 


TO: DIR££TOR, FBI 

from: los angee; 


LOS ANGEELES (139-414) 


IOC 

00: New York 


Re Los Angeles teletype to the Bureau dated 7/15/7’5. t 

jv This communication classified " Confidenti al- 1 - 1 — 

due to information furnished by source which, \ 

if disclosed, could jeopardize national 
\ security. IA. 

) \ Enclosed for the Bureau and San F rancisco 

j\Ms one copy for each o f I bentioned 

jn rgf9 re nced_teletype,r J 



** ■■■> ' 

i- ^ vua kji 

n i.p* 

i Ct F #•»«.. — 

~>A. y-xT %v„> Vy 
2 - Bureau (Enel, l) (RM) 

2 - San Francisco ( Enclgjjj^K RM ) 

2 - Los Angeles CLASSIFIED BY 1 357 

EXEMrTFROR-QENERAL DECLA 
JRF: f SO SCHEDULE OF 

v 6 ) - ■' EXEMPTIOJiJ3ATEdORY_?r^: 


Akii/jUl IB 1975 


AUTOMATICALLY declassified on_ 


_ 7 Xpf^lv j3i: L 


-OiLF^F ON BULKY j 


Special Agent in Charge 


mm 





6032 4/AUC /B AU/STP /bis 

FBI 

Date: 

7/15/75 



(Type in plaintext or code) j 

AIR MAIL - REGISTERED | 


' vm'stjmdZimL 


HISS TOR, FBI 

M, LOS ANGELES (139~4l4) 



00: New York 

Re Los Angeles teletype to the Bureau dated 7/15/75* 

This communication classified "ConfidenLlal r* 1 ' 
due to information furnished by source which, ^ \ 
if disclosed, could jeopardize national 
security. 


Enclosed for t 
Is one copy for each of . 
in referenced teletype. 


an F rancisco 
, | mentioned 

Twas furnished 


T7h 3 ° 


\ s' 

- Bureau (Enel. 1) (RM) \ s' 

^2 - San Francisco (Encl^I)(RM) \s' 

2 - L03 Angeles CLASSIFIED BY 1 35 7 - v 

■ 400 *^ EXEMPT FRDtA^EHCHAL DLCLASSIRpATtdN 

JRF: f SO x SCHEDULE OF CXT^UW E 

(6) -.v EXEMPTION CATECOkY^gC^— - - 

\u-s- ' ' AUTQM/vric.*vLLY^eCLASsiriErretuJ^ 


^Ij/jUL 18 1915 


JRF: f so 

(6) 


‘ti-l-osurf oh bulky rawp » 

p rCrC i IT ■ * . fy 1 [T7 C ' Sent . 

Special Aqent in Charge 





( } ) enclosures to. 


to go with Los Angeles . m f ^rtr~Wte r 


. *- Los Angeiss (jig number 


on this envelope 


^ ALL IMFOEmTIClf COfJTAIHED 
TffiPfiii L I -■ t ® t I4SS1F1AI' 
r*ATE 08- m-Z S ft 324/ 





f 


To : 3AC», smn Francisco <1 If -183} 

»•* York ( 13 *-l» 7 )u i~ 


Frcmi Director, FBI (i3<*~4t#I.) 



SORYnitsl, 7/3Q/7j.^ 


sim Franolaoe i« instructed to contact Aeeiat^h united 
States ittomr CAWSAj F. Steal* Langford , Chief, Criminal 
Section, San Fraaelaoe Baited state* Attorney ’ * office. 
Explain to aos a Langford aoerca is a neat wainahle 
informant to ta* FBI mft»$ will act testify . MM Langford 


5lr. Langford' a opinion should be furnished to contact 
Agent* in writing. 

Should AUSA sang ford again defer hi* opinion 
to the oafNBrtmeat , and if he Joaa not desire to personally 
contact the Department himself, San FraaaAaco should 
areaare a LSH ayfcliwing request for f 

Include contact with AOS A Lcw-Chis LAM » (V 
f T ", ^ fcX 'A 

■ Conf tuent-iaL,- ..c-L flsal fled by S§ 21 .~.nafr*M»t"- frog; 

‘SDS, category 


X'ftT- 


Loa Angeles (133-414) (Info.) I 



:lephon: 
.vision 
iborato] 
no ob' 



1 - Mr. Callahan 
1 - Mr. Adams 
1 - Mr. Jenkins 
1 - Each Assistant Director 

1 - Mr. Harward 

July 23, 1975 


Mr. John D.MfLatta 
Chaiirnan . of tin? fioacd 
American Telephone and Telegraph Company 
195 Broadway 

New York, New York 10007 


Dear Mr. definite: 

1 am advised teat information Just developed and confirmed 
discloses a con diti on which permits any fcocsriedgeable $mmm mimg J 
a blue box to Intercept and milter telephiae conversations to and 
from tee San Francisco FBI Office, and other subscribers in flail - 
area. 

This is a most al&xmteg situation and 1 reqpeat the tygtr 
“cooperation of your organization turf Its resources to assess tee 
possibility lor similar conditions where and to take im me d iate 
s corrective action wherever they exist, yu 

It is requited teat, for tee purpose of this effort, liaison 
with tee FBI Laboratory, Washington, D. C. , be established in order 
that I may be kept advised of pertinent results. U-/ 

Sincerely yours, i r, Lj'i n ' 


Clarence M. Kelley 
Director 


WEH:jfm 

(19) 


SEE COVER MEMO 
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r "JS2! V MAIL ROOM l~i/l (TELETYPE UNIT d 



FD-36 


DECLASSIFIED BY 60324/AUC/BAU/STP/blS Date: 7/22/75 

Oil 03-08-2007 

Transmit the following in ,CQ) 


(Type in plaintext or code 

AIR MAIL 




TO: DIRECTOR, FBI W 

(ATTENTION: LAB RADIO ENGINEERING SECTION)/ /j'hX 

FROM: SAC, SAN FRANCISCO (139-188) (P) Jn\r b7c 


SUBJECT: 


IOC 



Re San Francisco tel to Bureau, 7/21/75 

Enclosed fo r +>ie> Bur&au is 1 naokagp r.nrvv 
containing ’’blue box" | 

Details regarding "blue dox" sei; iortb lb rexer&dcea zei. 

"Blue box" being sent to Lab for analysis as to its capabilities^^/ 



t XE M PTTR944-X1D c 

date of s ^ 

ic M rt 

f w , 9. f l ■ 

Bureau v 
(1 - Package) 

2 - New York (139-397) 

2 - Los Angeles (139-414) 

2 - San Francisco 
JEM/dew 
, (9) C-2 

Ijj 

t ■* // - ' v ^ 


Uf 



Special Agent i 


it Printing Office: 1972 — 455-574 










BACK OF PHOTO 









BACK OF PHOTO 





yellow green 


K 


COLOR CONTROL PATCHES 


representative of those inks commonly used in photomechanical reproduction 



BACK OF PHOTO 


be 

b7C 


/J^ ijq/ 




FEDERAL BUREAU OF INVE$TIGAJ®Ml lL 
WASHINGTON, D. C. 20135 

To SAC, Sen Francisco (139-188) August 11, 1975 



REHT' f N0 139-4991 

lab. no. E-3126-QK 




REPORT 
of the 


* 

OETO8-0! 


flFIED BY 6032 4/ AU C /B AW/ STF /b 1 s 
1-09-2007 


— *£L_ LABORATORY a 

FEDERAL IfHlfAU OF INVESTIGATION 
WASHINGTON, D. €. 20535 
San Franciaco (139-188) Adgust 11, 


Re: 


TOC 


FBI FILE NO. 139-4991 
lab. no. E-3126-QK 


b6 

b7C 


Specimens received 7/25/75 

( U ) Q1 One wulfcifrequency signal ganarator known aa a 

"blue beae"ig/ 


(U) 


Results of examination : 

Ql is a black plastic box measuring approximately 
4 Inches by 2 7/8 ir^ts by 1 1/2 inches. Mounted in the 
removable cover pla ns is a twelve character keyboard in 
calculator format witn the digits 1 through 0, * and #. 
Mounted in the end adjacent to the characters *,0 and # 
is a potentiometer, a mini-jack, a red pushbutton switch 
and a toggle switch. The potentiometer la a volume control 
the mini- Jack is for insertion of a mini plug attached to 
the accompanied miniature speaker for acoustic coupling, 
the red pushbutton switch is for the 2600 Ex tone and 
tha toggle switch Is an on-off switch. The speaker (used 
for acoustic coupling) is a miniature 8 ohm speaker. 

Zt has been determined by examination that Ql 
can simulate supervisory and signalling tones which 
correspond to tbic used for celling within the telephone 
toll network. These tones are not the same as the tones 
generated by e subscriber’s pushbutton type telephone set. 


r 



I 


By * c <™*tically coupling the speaker to a 
telephone set which has been dialed into the telephone 
toll network , Q1 can he operated to make long distance 
telephone calls which circumvent normal toll billing 
equipment thus evading the usual toll charges which are 
levied on long distance telephone «m 8 . 

e is retained at the laboratory until 

further notice* Photographs of Q1 will be furnished 
your office under separate cover. 


Page 2 
E-3126-QK 


fr 


RECORDED FEDERAL BUREAU OF INVESTIGATION 
7/28/75 UNITED STATES DEPARTMENT OF JUSTICE 

Laboratory Work Sheet 


To: SAC, San Francisco (139-188) 


ALL INFO^^WN C OBTAINED 

HEBE IN H^HHaSSIFIED 

DATE 08-^^2007 BY 60324/AUC/BAN/STP/bls 



Examination requested by: 
Reference: 

Examination requested: 
Specimens received: 


SAC, San Francisco 
Airtel dated 7/22/75 
Engineering 
7/25/75 


Q1 One "blue box” 





ALL 'IMFORIIA.TI Off CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-09-2007 BY 60324/AUC/BAW/STP/bls 



BLUE BOX 
WORK SHEET GUIDE 


<90/ f= 


Evidence Received : /j] 
Latent Examination: 


: l/j' 


Evidence Returned: 


ihh r 


# TE.— 3 IJlU 




I. Physical Description: 

r' 


© 2>| 



R"Hl\rrrcht 

*wr 


Keyboard Format 
Size & Type: 

( 9 c£c , ^jr»* 

(- 7 ^ 2 ) 

Coupling Method: 

( 2 y.u> . / sj-f- 

OLc i A C- JJL. ^ ^ 

Power Supply: 

a> Jti 

*£tiu £ Lt ^ 



-nt^mc-tc sur, 



# 


II. Test & Measurements 

Frequency Measurements 

Me thod , *9^1 0 A 4 rif Ceu^lc^^ 


700 1 2121 - 

900 1 tfot 

1100 2 Ho** 

2 i A? 

3 <?40 

0 / //3 

4 10* 

5 _%D 

6 //»> 

7 0% 

- 

00 

9 //O^ 



KP //Q C 

1300 4 /?$£ 

1500 7 j49tf 

1700 ST J?0 C 

5 m . 

8 M?A. 

KP /~)OZ^ 

« .ML 

9 m 


o .iW. 

0 



ST J£R±_ 

2600 ZSM- 


Multi frequency Response 

Method ^ Un^tJ ^ 

Key Norn, f X100 Hz Response Key Nom. f X100 Hz Response 

1 7 + 9 

2 7 + 11 

3 9+11 

4 7 + 13 

5 9 + 13 

6 11+13 

7 7 + 15 



2 


* 



Comment : 


COMMUNICATIONS SECTION 


NR 006 NY CODE 


9147PM NITEL SEPTEMBER 2,T6fe£i¥^E Cr ^ 
ro* DIRECTOR t FBI (139-4991) 

AND SAC , SAN FRANCISCO (139-183) 
FROM t SAC, MEW YORK (139-397) 


REBURtAU AIRTEL, AUGUST 20, 1975? SFAIRTEL , AUGUST 26, 


1975: SFREPORT OF SA 
DURING PAST WEEkI 


I AUGUST 18, 1975. m- 

[hAS MADE TELEPHONIC 



HAS ACCESS TO ANOTHER "BLUE BOX 




y a Afro i q ia?b 







* 


t 


PAGE TWO NY US-397 J^O 

NEW YORK OFFICE (NYO) WILL MAINTAIN CONTACT 


I TO DETERMINE ADDITIONAL DATA REGARDING 

"UNDERGROUND PHONE FREAKS. 


CL ASSIFIED- BY 7070 . _ XG PS 2.INDEF1NITE. 


END. 

(U) 



AL C mf QEI'IATI OH C OBTAINED 

HEFEIN IS UNCLASSIFIED Atrt«l 

DATE 08-09-2007 BY 6 0 32 4/AUC /BAU/STP/b 1 3 4 


9 / 9/75 


1 - Mr. Wanna 11 
(Attn : [ 

1 - Mr. Cochran 


b6 

b7C 


roc 

oo«. SF 


To: SAC*, Son Franc! *eo <139-188) 

Saw York (139-397) 

Lo* Angelos (139-414) 

Fro*: Director, FBI (139-49?!) 


la iFalrtol f the Burea u 8/2B/75; San Francisco 
report of SA [ [ dated 8/18/75J and Bureau 

airtol t© Sea Francisco 7/23/75. 


Referenced San Franeiece report will not be 
dlsseninated by the Bureau to the Bepartnent . 

Sm Frasneiac© ts instructed to prepare an 
•■ended report, protecting the seuree 1» the details 
aaction of the report, which will chronologically set 
forth ttaa facts of this investigation. It should also 
he pointed text la the details section that the source 
will not testify. 


It appears that Assistant United States Attorney 
(ADM) F. Steele Langford , San Francisco, has declined 
prosecution in this setter. ADM Langford should again be 
contacted, end, should but state he la declining prosecution 


H BGjpm g yp 


*tG Z% 


-■SEE NOTE PAGE TWO . 


1975 




ia m 


9 A 


3*f 


MAIL ROOM r ~ ~l TELETYPE UNIT CD 




H*w York, and Los Azoles 


art [ 


I his ooifdMi shot&id bo incorporated 
into tho iototls of tho wmmmM roooxt. Hto s oondod 
report ateAi W sufasdttodjjp ' tiovor alrtsl to roach the 
Bureau so later thmm 9 / 23 / 11 . b 


NOTE : Jim Reynolds, Section Chief, General Crimes Section 

Criminal Division, Department of Justice, and Departmental 
Attorney David Kline expressed interest in receiving a 
re port in this mat ter at an early date. Reynolds c ontftCte< 

SA | on 9/4/75 and Kline contacted SA 

Ion the same date. 









2 



b7C 

b7D 


LABORATORY DIVISION ADDENDUM (JC;fch 8/1/75): 

According to information available to the Laboratory from 
sources I I 


It will be recalled, Cochran to Jenkins memorandum 7/24/75, 
recorded receipt of a call from Joseph Dougherty, DferCctor of Corporate 
Security, AT & T, in which he stated AT&T planned to reissue prior 
instructions concerning this matter. Dougherty's attitude concerning 
this call was rather "Ho-hum" and appeared calculated to down play 
the gravity of the situation as well as determine if we were serious about 
a letter to AT&T Chairman of the Board John D. deButts. (The letter 
expressing the Director’s concern to deButts and requesting establish- 
ment of liaison was sent 7/24/75) In addition, the USIB Security 
Committee has been briefed and advised we are pursuing the matter 
with AT&T. 

In view of the fact that ! [ 

the Laboratory with whom prior Assistant Directors have had cordial 
relations, it is recom mended Assistant Director Cochran be authorized 
to c ontact! [for t he purpose of arranging a conference with 

him | | at his convenience. If approved, the conference, 

to be attended by Section Chief Harward, Radio Engineering S ection, 
would serve to reestablish our relationship with 1 | establish 

technical liaison in this matter, and, hopefully, gain a better insight 
into the problems involved in insuring this situation is corrected. 



- 3 - 


IS UNCLASSIFIED 
18-09-2007 BY 60324/AUC/BAW/STP/bls 


Transmit the following i 


Date: 8/18/75 


(Type in plaintext or code) 

AIR MAIL 


TO: DIRECTOR, FBI (139-4991) 

FREM: SAC, SAN FMCISCO (139-188) (P) 


ReBuAirtels 7/23/75 and 8/5/75. 


Enclosed are 3 copies of a report by SA[ 
[concerning the above-captioned case. 


&/ 37 - 


i - nS*? 

1 - San Francisco 

DGM/dew 

( 3 ) 

C-2 


40 20 l975 







SF 139-188 
DGM/ dew 

i.: 
3d 7 1 

ADMINISTRATIVE; 

Source is 1 | referred to throughout the 

Administrative Section. Cu 

The New York, Los Angeles, and San Francisco 
Divisions conducted the following investigations.^ 


B 

COVER PAGE 














M 139-397 

HRL:crh 

(5) 


that activate the auto verifying system. Telephones using 
this system use three digit codes which begin with the digit 
zero (0) or one (1). 


knowledge 






i I 


1 

LA 139-414 
WHS : met 


ADMINISTRATIVE 

be 

b7C 

mho fni i nwi ng investigation was conducted by b2 

SA| |at Los Angeles, California on b7D 

June 36, 1973: 


j (advised the following telephone 

numbers are subscribed to by Bilingual Educational Services, 
1603 Hope Street, South Pasadena, California, established 
February 27, 1S75: 

(213) 682-1414 

(213) 682-3165 

(213) 441-1235 


K 


LA 139-414 
WHS: met 


ADMIN ISTRAT IVE 


The following in vestigation was 
Supervisor! [at Los Angeles, 
July 14,. 19731 


Supervisor 


. C 

isor 1_ 


| telephon 


conducted by 
California on 


ically contact* 
n of July 14, : 







UNITED STATES GOV«v T MENT 

Memorandum 


SAC, SAN FRANCISCO (139-188) (P) date: 7/15/75 


On Sunday, 7/13/75, a t I was assigned 

telephone complaint dut y on the 4 to 12 midnight shift. 
Shortly after 4 p.m., S/ j [ was furnished an NCIC 

tpl pf.vr)p rpr.p ivpd fmm the Bureau indicating tha t one 

a Bureau Fugitive (BUFILE j 

was possiDiy in custody of the Santa Cruz Sheriff' s 
Office, Santa Cruz, Ca li fnmi a. The teletype indicated 
that inquiry regarding had been made by that 

Sheriff's Office. 1 


At approximately 4:30 p.m., SA | (called 
the Santa Cruz Sheriff's Office, at which time a man 
answered. He was told that inquiry was being made concerning 
an NCIC in quiry they had made earlier that day regarding 
| | He immediately indicated that he was knowledgeable 

of the incident, stated that the o fficer making the inquiry 
had been in error, and referred SA j | to one of the 

dispatchers, a female. She advised that the Santa Cruz 
Sheriff's Office had received a telegram from a Dallas 
Police agency requesting that Subject be picked up. The 
officer assigned the matter at Sa nta Cruz had made the 
NCIC inquiry. She further stated | (was, in fact, 
not in custody and that the officer was out attempting to 
locate him. She stated that if they located him they would 
contact FBI, San Francisc o, and the SRA, Santa Cruz. She 
was informed by SA [that he would be on duty until 

midnight. I 1 


Jt/J/dew, 

( 2 ) / 


Buy U.S. Savings Bonds Regularly on th 





U^'ED STATES DEPARTMENT Oi^JSTICE 
FEDERAL BUREAU OF INVESTIGATION 


DECLASSIFIED BY 60324/AUC/BAF/STP/bls 
OH 08-09-2007 

Copy to: 


Office: SAN FRANCISCO, CALIFORNIA 


Bureau File #: 139*"^991 


Character: 

INTERCEPTION OF COMMUNICATIONS 

Synopsis: 

FBI Laboratory examined a "blue box" and determined it can 
simulate supervisory and signalling tones and can be operated 
to make long distance te 
toll billing equipment. 

Investigation to locate 

•: u j -p- 

DETAILS ; AT SAN FRANCISCO. CALIFORNIA 

The FBI Laboratory advised as follows: 






REPORT 
of the 


2^— LABORATORY » 

FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D C. 2 ©S3S 

SAC, San Francisco (139-188) August 11, 1975 


FBI FILE NO, 139-4991 
LAB. NO. E-3126-QK 

be 

b?C 


imens received 7/25/75 

Ql One multifrequency signal generator known as a 

’’blue box” 


(U) 


Results of examination: 

Ql is a black plastic box measuring approximately 
,4 inches by 2 7/8 inches by 1 1/2 inches. Mounted in the / 
removable cover plate is a twelve character keyboard in / 
calculator format with the digits 1 through 0, * and #. 
Mounted in the end adjacent to the characters *,0 and # 
is a potentiometer, a mini-jack, a red pushbutton switch 
and a toggle switch. The potentiometer is a volume control 
the mini- jack is for insertion of a mini plug attached to 
the accompanied miniature speaker for acoustic coupling, 
the red pushbutton switch is for the 2600 Hz tone and 
the toggle switch is an on-off switch. The speaker (used 
for acoustic coupling) is a miniature 8 ohm speaker. 

It has been determined by examination that Ql 
can simulate supervisory and signalling tones which 
correspond to those used for calling within the telephone 
toll network. These tones are not the same, as the tones 
generated by a subscriber's pushbutton typfeuSel r ep.bbhe' ; ^n&, 


\ 


2 





By acoustically coupling the speaker to a 
telephone set which has been dialed into the telephone 
toll network, 01 can be operated to make long distance 
telephone calls which circumvent normal toll billing 
equipment thus evading the usual toll charges which 
levied on long distance telephone calls. 

Q1 is being retained at the Laboratory until 1 
further notice. Photographs of Q1 will be furnished j 
your office under separate cover. I 


Page 2 
E-3126-QK 


3 






FD-302 (Rev. 11-27-70) 


^DERAL BUREAU OF INVESTlGA-^^l 



It is possible to gain access into the automat i< 
monitoring equipment through use of a "blue box" that has 
been modified in any manner. 



This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is 1< 
your agency, it and its contents are not to be distributed outside your agency. 





NY 139-397 


Jhone Company, 


the Indices of the New York Otfl£fl 

^ | also known as| 

1 with negative rosu Its. 


|was involved with "phone freaks « | 

described the phone freaks 1 ' as persons who used various 
electronic devices to avoid paying telephone toll charge 

Indices of the NYQ further reflected that I 


the Technological American Party (TAP). The October IS, ls*7o 
Issue of TAP which is identified therein as "published for 
Informational purposes only by the Technological American 
Party (TAP)". This issue of TAP describes itself as the news- 
letter of the "phone phreaks. The latest development on how 
to rip the phono company are explored every issue, usually 10 
per year. The technology involved runs from advanced to 
beginner and many Ideas'are submitted by and for non-technolog 
ical people." 

The 1973-1974 telephone directory lists! I 


York City Department of Health 


Re cords of 






Date: 


8 / 26/76 



Enclosed for Bureau are two copies of a letter 
to the USA, San Francisco, dated 8/26/75, relative to the 
above- captioned matter. Enclosed for Los Angeles and New York 

one copy each of above letter. 

ADMINISTRATIVE: 


// 


AUSA F. STEELE LANGFORD, Chief, Criminal Division, 
USA's Office, San Francisco, advised that because of pressing 
matters he would presently be unable to confirm his opinion in 
writing but would consider the usual prompt confirmation by 
the FBI as tantamount to one by hinjg^. jq,- ^ 

v ^ / • , 

CLASSIFIED B"\7087 * " 

EXEMPT FROM GENERAL DECLASSIFICATION 
SCHEDULE OF EXmJTIVE ORDER 11652 
EXEMPTION CATEGORY 2 

AUTOMATICALLY DECLASSIFIED ON INDEFINITE 

(2J - Bureau (Enel. 2) 1 1> ' ‘ 

1 - Los Angeles (139-414) (Encl.NL) 

1 - New York (139-397) (Enel. 1) 

2 - San Francisco 


SEP 9 1975 


DCM/dew 
(6) C-2 




(,010 



\Npprovj^d: ^ ifb ^ N 








UNITED 1 



In Reply, Please Refer to 
File No. 

SF 139-188 


n 4 ^ ^ 

^I’ATES DEPARTMENT OF JUS'^E 


J 


FEDERAL BUREAU OF INVESTIGATION 


450 Golden Gate Avenue 
Box 36015 

San Francisco, California 94102 
August 26, 1975 


1 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-09-2007 BY 60324/AUC/BAW/STF/bl3 

Mr* James L. Browning, Jr. 

United States Attorney- 
Northern District of California 
Federal Building 
450 Golden Gate Avenue 
Box 36055 

San Francisco, California 94102 
Attention: 

Mr. F. Steele Langford 
Assistant United States Attorney 

be 

Dear Mr. Browning: bis 

This will confirm the conversation today between 
Assistant United States Attorney F. Steele Lan gford of your 
office and Special Agent | | Federal Bureau 

of Investigation, concerning an Interception of Communications 
matter. 


Relative thereto, Mr. Langford said that since there 
are no witnesses, there can be no prosecution and that any 
electronic device or evidence which the FBI has in its possession 
may be disposed of as it sees fit as long as the recipient does 
not use it. 


Very truly yours, 


1 

2 


- Addressee 

- Bureau (139-4991) 

- LA (139-414) 

- NY (139-397) 

- SF (139-18 8) r*. 


DGM/dew 



CHARLES VI. BATES 
Special Agent in Charge 


5NCLQSU,RK_ 


6 0 324/AUC /B ATI/ 5TP /b 1 s 


*ts ua-t la Cull 


i 1 s 4 Op I*j Urtuyu JULY 17 I AXV 

iu birttCM (1C>- ,; XT > ) (100-4771^6 ) 
*c« Yu«a (13*-J:s>7) 

U ) oa« i*h awcilcq a 3 s> - 1 as ) 

mu i‘j LUS awCLLc.S (1-39-414)1 


COMF1 Dl. '^pt * - ^ J 


IM W I A L 


,'i is i: - 

■iHCTOf 0 1; ...:/ 









IIPil FdlHti ACK FUH ItfO ANJ CLK 



AIL IHFOKHATIOH CUHTAIHED 
HEREIN IS UNCLASSIFIED 

DATE 08-09-2007 BY 60324/ AUC/BAW/STP/bls 


1 - Mr. Callahan 
1 - Mr. Adams 
1 - Mr. Jenkins 
1 - Mr. Cochran 
1 - Mr. Harward 
1 - Each Assistant Di 


I want you to know how very much X appreciate the 
arm reception you and your associates afforded Assistant 
tree tor Jay Cochran and Section Chief ’William Til. Harvard — 
: our Laboratory during their recent visit 

Mr. Cochran advises ms your people were most 
irdiaij helpful and informative. He was gratified with the 
)mplete cooperation rffni mrod vml? as mmr osrifid with the 

indication and competence! jVvo consider 

>ur continued support of the FBI in areas of mutual scientific 
forest of inestimable value and I wanted you fca fe&aw I sxiy 


SEP 8 1975 


'*** OCT 8 m 


Clarence " Kelley 
Clarence K. Kelley 
Director 



DTE: See memo V7„ E. Harward to Mr, Cochi 










F B I 



Transmit the following in _ 


Via AIRTEL 


Date: 9/18* 


(Type in plaintext or code ) 


AIRMAIL 

(Priority) 



DIRECTOR, FBI (139-4991) 

SAC, SAM FRANCISCO (139-188) (P) 


00: SAN FRANCISCO ^ 

Re Bureau airtel 9/9/75 and San Francisco telcall 
9/11/75. b 

b 

Enclosed for the Bureau are four copies of an I JIM b 
dated 9/18/75 relative to the above captioned Subjects. b 

Enclosed for Los Angeles and New York, one copy !/ 
each of LHM dated 9/18/75. 

In re San Francisco telcall to Bureau on 9/11/75, 
it was resolved that the best way to set forth the chronol- 
ogical events pertaining to this matter would be in the form 
of an LHM. j 

(goto L et) 

ADMINISTRATIVE : Q f 


— : & ■ ^' ? 7r 

The Source referred to in the LHM is 


J^^Lpefreau (Encs. 4/ 

^^^Los Angeles (139-414) (Enc. 1) 
2 - New York (139-397) (Enc. 1) 

2 - San Francisco \ . 

DGM/las CONFIDENTIAL 


v**® 5 * /y f ///• 

.4) (Enc. 1) . , 5/ 

(V-nr- 1 \ 


3 ) J>n 

•mCl fok 


CONFIDENTIAL 
Classified by 7087 

Exempt /rto General Declassification 
Schedu/e o)L Executive Order 1165 2 
Exemption Category 2 

AutoofaticallyvDecIassified on Indef init 


Special Agent m Charge 





LEADS 


NEW YORK AND LOS ANGELES . Will continue debriefing of 
Informant whenever po s si bl e . 





• i\ 
( 'V' v> i; ^ 



. 20NEXDENTIAL 
Has siTtedJyy 7087 

Exempt from£§neral Declassification 
schedule of Execiiti^^Q^er 11652 
-Exempt ion^Cafedgoi^ 2 

Automatically Declassified on lhd-efjrti t e 


This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency. 






|nas the capaoility to signal into telephone company compu 

tones that automatically switch onto monitoring circuits used 
by the telephone company employe es to determine if a desired 
telephone line is in operation. I 







I— — 

| the "phone freak" underg 

manufacturing and selling 
ese boxes duplicate the ton 
ed in pay telephones. Thro 
uals are able to make lon£ 

red boxes 1 in large quantit 
es generated by coins being < 
ugh the use of these boxes, 
distance calls without deoos 





The Source who rumished the aforesaid information 
will not testify concerning it. 

On July 15, 1975, Special Agent 1 of 

the San Francisco Office of the FBI, prepared a memorandum 
concerning a telephone call he made to the Santa Cruz, Calif- 
ornia Sheriff's Office, which read as follows: 

"On Sunday, 7/13/75, Sa | 1 was assigned 

telephone compla int dut y on the 4 to 12 midnight shift. Short 
after 4 p.m. , SAl Iwas furnished an NCIC teletype received 


C 










b6 

b7C 

b7D 


<u> 


(U> 


from the Bureau indicating that one | 1 a 

Bureau Fugitive was possibly in custody of the Santa Cruz 
Sheriff's Office, Santa Cruz . Californ ia. The teletype indi- 
cated that inquiry regarding pad been made by that 
Sheriff s Office . 

"At approximately 4:30 p.m., SA l 
S anta Cruz Sheriff’s Office, at which time 


[called the 

man answered. 


of the 
king the inquiry had 
1 to one of the dispatchers, 


inquiry they had made earlier that day regarding]” 

He immediately indicated that he was knowleageabli 
incident, stated that the officex_ma 
been in error, and referred SA| , 

a female. She advised that the oanta Cruz Sheriff's Office . 
had received a telegram from a Dallas Police agency requesting 
that Subject be picked up. The officer assigned the matter at 
Santa Cr uz had made the NCIC inquiry. She further stated 

Jwas, in fact, not in custody and that the officer was 
— n She stated that if they located 

Fran cisco, and the SRA, Santa 
that he would be on duty 


but attempting to locate him. 
him they would contact FBI, S. 
Cruz. She was informed by SAl 
unt 11 midnight • 


On September 15, 1975, the facts of this matter 
were discussed with Assistant United States Attorney F. Steele 
Langford, Chief, Criminal Division, U.S. Attorney's Office, 

San Francisco, who stated t hat, s±oca i-Bp-tp arp no m-tuas-sas,. 

he is decl ining prosecution | I 

[Further, any electronic device which the FBI has 
in its possession may be disposed of as it sees fit as long 
as the recipient does not use it. 


An examination was made 


? 


the FBI Laboratory of the 
et forth as follows: yu 


5 — 




of the 




FEDERAL BUREAU OF INVa^GATION 
WASHINGTON, D. C. sfs35 


r ° : SAC, San Francisco (139-188) 


August 11, 1975 



FBI FILE NO. 139-4991 
LAB. NO. E-3126-QK 


Specimens received 7/25/75 

Ql One imiltifrequency signal generator known as a 

"blue box" 


Results of examination: 

Ql is a black plastic box measuring approximately 
4 inches by 2 7/3 inches by 1 1/2 inches. Mounted in the 
removable cover plate is a twelve character keyboard in 
calculator format with the digits 1 through 0, * and #. 
Mounted in the end adjacent to the characters *,0 and # 
is a potentiometer, a mini-jack, a red pushbutton switch 
and a toggle switch. The potentiometer is a volume control, 
the mini- jack is for insertion of a mini plug attached to 
the accompanied miniature speaker for acoustic coupling, 
the red pushbutton switch is for the 2600 Hz tone and 
the toggle switch is an on-off switch. The speaker (used 
for acoustic coupling) is a miniature 8 ohm speaker. 

It has been determined by examination that Ql 
can simulate supervisory and signalling tones which 
correspond to those used for calling within the telephone 
toll network. These tones are not the same as the tones 
generated by a subscriber's pushbutton type.celepbone Xr aMet, 




6 
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% 


# 


By acoustically coupling the speaker to a 
telephone set which has been dialed into the telephone 
toll network, Q1 can be operated to make long distance 
telephone calls V7hich circTtnvent normal toll billing 
equipment thus evading the usual toll charges which are 
levied on long distance telephone calls. 

Q1 is being retained at the Laboratory until 
further notice. Photographs of Q1 will be furnished 
your office under separate cover. 


(UJ 


Page 2 
E-3126-QK 
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tsm: # ~ 

UNITED STATES (WVERNMENT 

Memorandum 


to Mr. Cochran V 


from W. E. Harward 



1 - Mr, Callahan 
1 - Mr. Adams 
1 - Mr. Jenkins 
date: September 3, 1975 
1 - Mr. Cochran 
1 - Mr. Harward 
1 - Each Assistant 
Director 



Rememos W. E. Harward to Mr. Cochran 7/ 22/75 and 7/23/75. 
memo Jay Cochran to Mr. Jenkins 7/24/75 and memo | 
to Mr. Wannall 7/29/75 with Laboratory addendum, yi / 


Information developed and confirmed in July 1975 that telephone 
calls to our San Francisco office could be intercepted by use of a "Blue 
Box" toll fraud device. All offices alerted by teletype and letter to 
Mr. deButts, Chairman of Board, American Telephone and Telegraph 
(AT&T) sent 7/23/75. Reply 7/31/75 advised San Francisco condition 
eliminated and expeditious review of security features throughout the 
system being conducted. Mr. Cochran of Laboratory to be advised of 


He indicated confidentially thatl 


- 1 ' , V .T 119, 


/c / 

15 SEB. JHTT75 


frt-rr 

I rQy 


TTCWTINUED - OVER 


dGZ JJ W* 




T 


Me morandum to Mr , Cochr 
RE: 


RECOMMENDATIONS : 


1. That attached letter of app reciation be sent 


2. That the Laboratory maintai n 

S ecurity of telephone switching systems with 
authority to travel as required for this purpose, y. 


3. That upon receipt of final determinations as to current 
busy verification procedure and vulnerabilities the Laboratory be 
authorized to present these findings to the Technical Countermeasures 
Subcommittee of the Security Committee of the United States 
Intelligence Board, (USIB). 

/' •: «t< 


Background - Re 7/22/75 memo W. E. Harward to Mr. 

Cochran recommended teletype to all SACs and letter 7/23/75 to 
Mr. John D. deButts, Chairman AT&T, based on results of investigation 
disclosing that a ’Blue Box" could be used to intercept and monitor 
telephone calls of our San Francisco office. Memo 7/23/75 recommended 
information be furnished to the Security Committee (USIB). This was 
done 7/25/75. ^ 

Memo 7/24/75 J. Cochran to Mr. Jenkins reported telephone 
contact by Mr. Joseph Doherty, Director of Corporate Security, AT&T, 
with Mr. Cochran advising that San Francisco area busy verification 
procedures had been corrected and instructions reissued to AT&T 
companies, (jy. 


- 2 - 



Me morandum to 
RE: 


By memo 7/29/751 


known through| jPFIAB, the Whitt 

desire to cooperate fully wi th the FBI in this matter. [ 


Ito Mr. Wannall it is 


[ had made it 

FIAB, the White House, his 




I | Laboratory addendum 

8/1/75 recommended Assistant Direct or J. Cochran and Sectio n Chief 
W. E. Harward arrange a conference 1 I to 

establish technical l iaison in this matter and to r eestablish prior 
Laboratory contacts | ~] 

1 [ personally 

met with Assistant Director J. Cochran and Section Chief W. E. 
Harward ] 1 He expressed 

his high regard for the FBI a nd his desire to fully ex plore the ,r Blue 
Box TT situ ation. r f urther extended an offer j 

I Ivhen needed by our Laboratory. \jj *- — ■ — * 



I I Results of other 

discussions are being made known to interested personnel or Division 
by separate memo or personal contact, 


- 3 - 










Airtel 


MIATIOH COFTAIHEdIF 
3 UNCLASSIFIED 

39-2007 BY 6 0 3 2 4/ AUC /E ATJ / 3TP /b 1 s 


9/30/75 

To: SACs, Nsw York (139-397) 

San Francisco (139- IS 8} 

Los Angeles (139-414) 


From: Director, FBI (139-4991) 


2 

:b6 


00: SF 


il 


1 - Mr. 1 

fennat 1 

(Attn: [ 


1 - Mr. ( 

’nchran 

(Attn : 



ReBuairtel to New York, 9/18/75, and 
San Francisco airtsl to Bureau, 9/18/75. 


1 

i 


The LHM enclosed with referenced San Francisco \ 
airtel has been disseminated to the Department. 

Departmental Attorney David Kline, after 
reviewing this matter, desired to know whether any of the ! 
security departments of the t e lepho nm_cmi^l^JLJiiVO Ive d 
are actively pursuing investigation! 

| |in order to establish 

Fraud by Hire investigations. 


New York, Los Angeles, and San Francisco are 
instructed to contact the Security Department of the 
telephone company in their respective areas to determine 
whether an active investigation, as described, is being 
pursued. !o inference should be made by contacting Agents 
which would indicate such an investigation is desired by 
the FBI. 


Bach office should report results of these 
contacts separately in LHM form by cover airtel. 


HBG : pmg 
(10) 


ST lose , ^ <7 

we® 


15 OCT 1 1975 


f , 



_ MAIL ROOM TELETYPE UNIT 






F B I 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 






In Reply, Please Refer to 
File No. 


UNITiWSTATE'5 DiSS’ARTMENT OF JUWCE 



FEDERAL -BUREAU OF INVESTIGATION 

Mew York:, New York 10021 
October 2 , • 1975 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-09-2007 BY 60324/ATJC/BAU/STP/blS 


b6 

b7C 


advised that his office closely followed the Illegal 
activities of persons who used "blue boxes" and other 
devices to use telephone company facilities without 
paying. 

I Inote d that his office monitored the 

activi ties ofl Iwho is active in the telephone 

freaks | ~ S tated that his 

office followed in a general wav the activities 1 1 

I but did not have him under 
investigation on specific fraud by wire charges. He 
stated that he knew about the past activities of | I 

I but had no 

information regarding his recent activities. 

1 I did not know anything about j 

| (Phonetic) . 


i 


/. -/-•/- 
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UNITED STATES GOVERNMENT ' DECLASSIFIED BY 603WAUC/BA 
OH 10-19-2007 


Memorandum 


Mr. Gallagher jF$! 



DATE: 9/4/75 

1 - Mr. Gallaahe 
1 - 

1 -\ 

1 - Mr. Cochran 
1 - Mr. Mintz 
1 - Mr. Wannal l 

1 - I 1 1 


PURPOSE: To recommend that 



| The Legal Counsel Divi sion and t 

Division interpose no obiection I 


, | provided 

i General Investigative Division 
ffice to contact Assistant 
United States Attorney (AUSA) F. Steele Langford, Chief, 
Criminal Section, San Francisco, Cali fornia, to determine 
whether AUSA Langford would authorize I I 

| AUSA Langford advised t hat since 

' €QNFID^ ¥~&L 


!. / t ,|plassif iedMwL9V2 _ 

y 'Exempt 2 

Datepf^^classific^tion indefinite 


JCK:pmgV 

(8) 


CONTINUED - OVER 


WO iXJ t N ? > NV 













Alrt al to SAC*. Keg York. San Francisco # and Los Angeles* 
BE; 1 


b7C 

b7D 


since they are reportedly fa nos session of technl^jes 
which should be neutralized as soon as possible. OL^ 

th» >1 rh mild bo apprised If it Tmcmm® , 

(U) ■ necessary p- 

Confident la 1, classified by§922, ezeept "" 
froa <308, Cat agory 2 t data of de^aakftc*^ 





UNITED STATES DEPARTMENT OF JUSTICE 



In Reply, Please Refer to 
File No. 


FEDERAL BUREAU OF INVESTIGATION 

Los Angeles, California 
October 6, 1975 


Los Angeles Office, Pacific TelegJjone and Telegraph. 
CnT n-nanv- stated trhat ha floag nnt ar -.tnve f-j le \ 


<L.on I 

f |stated that lie is aware of the 

activities of ail of the above individuals and is 


vitally interested in determining whether these 
individuals are involved in using telephone facilities 
for fraudulent purposes. | |advised that until 

these individuals locate m Los Angeles and begin to 
utilize telephone company facilities, he will not 
have an active file on any of them. 


ALL INF0P1IATI0N CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-04-2007 BY 60324/AUC/E 


This document contains neither recommendations nor 
conclusions of the FBI. It is the property of the 
FBI and is loaned to your agency; it and its contend 
are not to be distribuh^^jyj^de your agency 1 | f 




ReBuairtel to receiving offices, 9/18/75. 

For information of San Francisco sad Los Angeles, 
the '’blue box’* in referenced esse is being forwarded to New 
York instant date. 

New York should maintain the "blue box" for future 
use as instructed is referenced airtel . 


1 - San Frauds©© (139-188) 
1 - Los Angeles (139-414) 





Date: 10/14/75 







UNKD STATER JJEEARTMENT OFWSTICE 



In Reply, Please Refer to 
File No. 


FEDERAL BUREAU OF INVESTIGATION 

San Francisco, California 
October 14, 1975 


be 

b7C 

b7I 


1 I Pacific Telephone 

Company, San Jose, California, on October 10, 1975, advised 
that his office Is not taking an v further investigative action 
relative to |or any other 

individuals . 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 10-04-2007 BY 60324/AUC/BAN/STP/Bls 


This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to your 
agency; it and its contents are not to be distributed outside 
your agency, nor duplicated within your agency. 




ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 10-04-2007 BY 60324/AUC/BA¥/3TP/bls 


Tor SAC*, Sen trmn cisco <Ut-lS*0 
Yori (139-3*7) 
Angeles (139-414) 

Fro®: Director, FBI <134-4^) 



IOC 

00 i SF 


Mail rtel to He* York, 9/1S/75. 

/ 

Fd* the liilnafttiort cf receiving offices, the 
Bmpmrtwmt cobHruis to wtlntain aw interest In this wetter. 

San Francisco should finely suhwlt letterhead 
wmmmm&mt ^ aower slttei, reporting results of effort s 
to ^underground ' hone fnrict ' pursuant to 

Instruction* set forth in reftaslrtel, 9/IS/75. These 
coMPwicttionii should he captioned as above, with 
protection afforded to source, and relate exclusively to 
investigation regarding penetration of ’’ohsne freaks.'* 

Consideration should be given to potential 
reeacutloe for violations of Fraud by Hire Statutes 
should this h o cwia apparent. 


HBG: omg\^ 
( 10 ) 


#V V 


ELETYPE UNIT C 




Reference is made to a pztvioos ssemoranduia dated 
July 2 , 1975 , captioned "Alleged Interception o£ Telephone 
Call of the Federal Bureau of Investigation Field Office, 
Interception of Conmuni cat ions . 

For your information, attached are two copies of 
a letterhead memorandum disclosing investigation in the 
captioned matter with resultant contact with the Office of 
the United States Attorney, San Francisco, California, 
in which prosecution was declined: 


NOTE : Original and one copy forwarded to Criminal Division 

by 0-6 (D), same date. 



This document contains neither 
recommendations nor conclusions of 
the FBI. Tt i'- the property of 
the FBI and is loaned to your agency; 
it and its contents are not to be 
distributed outside your agency. 




ROOM I I TELETYPE UNIT I I 


i 



ALL INFORMATION CONTAINED Ail'tel 

HEREIN IS UNCLASSIFIED 

DATE 10-04-2007 BY 60324/ AUC/BAN/3TP /bis 


I 


<.* 4 / 24/75 




$ 


0 X 


SACb , Salt Lake City 

San Francisco (139-188) (Enclosures 2) 


From: Director, FBI (139-4991) 


1 -1 
1 
1 


iiTOic^piTaiN of cowamiemwE 

OO: SAN FRANCISCO 


Mr . Co chran 
(Attn : I 


Re Balt Lake City letter to Bureau. 12/12/75. caption ed 


Enclosed for San Francisco are two copies of referenced 
letter, ii/ 

For the information of the Salt Lake City Office, 

San Francisco is currently conducting investigation into thd 
captioned matter to develop information concerning "underground 
phone freaks" who have developed techniques to intercept 
teleph on e of ft BiftBdlgd. "blue J 

Mb manufactured IliOnn E IZEI a lO^^ZlI 1_ 


In the future, Salt Lake City should endeavor to retain 
possession of "blue boxes” upon termination of court proceedings > i 
for forwarding to the Lab^RQ;^ry^,_^Mdio Engineer d^gr^ect ion. Qt| 


Salt Lake Cit^-is instructed 


to obtain from him complete details concerning^ 


K ZT: HBGtnlc uC 

Comp, Syst. . (8) / /' U 

MAILED 8 




Fi!..& Com. 

DEC 2 4 1975 




!n'^ C ’ i0 lZZ 

III 
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Airtel to 




:cember 18, 19 75 


GENERAL INVESTIGATIVE DIVISION b7D 

Attached teletype discloses newspaper item, dated 
12/17/75, reported the arrest of actor Bob Cummings at 
Seattle, Washington, after police raided apartment 
building in search of a "blue box." Our Seattle Division 
has been instructed to contact Seattle Police Department, 
local telephone company, and Cummings to ascertain from 
whom Cummings purchased "blue box." San Francisco Division 
also pointed out to Seattle Division potential Fraud by Wire 
violation exists insofar as Cummings is concerned. 

This is the IOC matter which concerns the interceptio n 
j of a telephonic conversatio n! 

I | "underground phone freaks" have 

developed a method to intercept telephonic conversations 
through the use of a "blue box." Although prosecution of 
j was declined with regard to the IOC violation by 

the Chief Criminal AUSA at San Francisco, investigation 




00: SAN FRANCISCO 


RE SAN FRANCISCO TELCALL TO BUREAU, DECEMBER 18, 1975. 

"SAN FRANCISCO EXAMINER", DECEMBER 17, 1975, CARRIED 
STORY THAT BOB CUMMINGS, ACTOR, WAS ARRESTED IN SEATTLE AFTER 
POLICE RAIDED AN APARTMENT BUILDI G IN SEARCH OF A "BLUE BOX." 

SEATTLE CONTACT POLICE DEPARTMENT, TELEPHONE COMPANY FOR 
INFORMATION AS TO IDENTITY OF "PHONE FREAKS" INVOLVED, ESPECIALLY 






PAGE TWO, of 130-iso / 

WXCLAl IO w EXJ.SXS, A® BECAUSE of nju> hi UlfNEWCE , BUREAU SiiuULJ 
BE KEPT ADWXStt) OF DE VELOPi-iE «T S. 

Eii) 

DL A FBI ho CL it i KO 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 10-04-2007 BY 60324/ AUC/BAU/STP/bls 


To: SACs, Seattle (139-163) 

San Francises (U9-18S) 

Frew: Director , FM #13t^4991) - 


1 - Mr. Cochran 


WSaCKFTlOfc US CUMiABJIICATIUSS 
OO: SAJI FUAMCISCU 

heButelcal to Seattle, 12/19/73 and Seattle teletype 
to Bureau, 12/19/75. 

This will coal Ira reButelcal in which Seattle was 
instructed to present the potential Fraud by Wire violation 
concerning Sou Cunnings to the B. S. Attorney, Seattle, 
for his proeecut ive cons i carat Km and to conduct interview of 
Cummings to deter* ins now he case into possession of fT olue 
boot.” 

*e Seattle teletype infers* ol AUM Bruce Carter’s 
declination of Qmmimm and that Cummings will sake no 
•UtwMt at this time . Seattle should follow local 
prosecution of Ceweisgs. Advise the Bureau and San Francisco 
of disposition of natter by local authorities . 

Should information be developed by local authorities 
ao to the identification of the manufacturer of this 'blue 
beat,” Seattle should promptly advise the Bureau and 
San Francisco. 

o <> v> " ) 

HBG:caw < 

( 8 ) 


iEt'dtN 9197^A 


TELETYPE UNIT CHJ 




FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATIONS SECTION 


KNR 00 1 SEXTAIN 
URS£tffl2- 19-75 JKS 


DIRECTOR <139-4991) 



ADC, LOS ANGELAS <139-4 14) 

ALL INFO FIXATION COHTAIBED 

SAN FRAffClSCO (139-188) herein is unclassified 

DATE 10-04-2007 BY' 60324/AT 

SEATTLE (139-162) 


SAN FRANCISCO, 

RE SAN FRANCISCO ftl TO BUREAU, DECEMBER 18,1975, 


ON DECEMBER 19, 1975, 


GENERAL ASSIGNMENTS 


SECTION, SEATTLE POLICE DEPARTMENT, SEATTLE, WASHINGTON, ADVISED BOB 
CUMMINGS, AGE 65, UQTOR, WAS ARRESTED IN HIS APARTMENT LOCATED AT 
881 OVER BUILDING, SEATTLE, THE MORNING OF DECEMBER 16 1975. 

| ] ST ATED SEATTLE POLICE OFFICERS HAD A SEARCH WARRANT FOR 

CUMMINGS APARTMENT TO LOCATE A DEVICE BEING USED TO DEFRAUD THE 
TELEPHONE COMPANY BUT WHEN OFFICERS ENTERED CUMMING’S APARTMENT, 
AFTER BEING LET IN BY TWELVE YEAR OLD CHILD, CUMMINGS WAS IN HIS 
TELEPHONE WITH THE TELEPHONE RECEIVER IN ONE HAND AND THE "BLUE BOX" 
IN THE OTHER, POLICE IDENTIFIED THEMSELVES AND SPOKE WITH PARTY IN 
VAN NYES, CALIFORNIA, ON THE OTHER END OF TELEPHONE. CUMMINGS 


DECLINED TO FURNISH POLICE ANY INFORMATION REGARDING WHERE HE HA 
END PAGE ONE mt /S? ' £ 

v:M~ 


it affft 





END PAGE TWO 







' ** ’w-* * 

PAGE THREE SE 139-162 

CUMMINGS AS A "PHONE FREAK" SINCE CUfcfctNGS WAS APPARENTLY USING THE 
DEVICE TO CONDUCT HIS BUSINESS AND MAKE PERSONAL CONTACTS. THE DEVICE 
WAS DESCRIBES AS A BATTERY OPERATED BOX WITH THE APPEARANCE OF A 
SMALL POCKET ELECTRONIC CALCULATOR. ATTACHED TO IT WAS A SPEAKER 
WHICH WAS MADE TO BE HELD OVER THE TELEPHONE RECEIVER. 

CUMMINGS IS PRESENTLY APPEARING AT THE CIRQUE DINNER THEATER IN 
SEATTLE THROUGH DECEMBER 29, 1975, IN A PLAY CALLED "NO HARD 
FEELINGS". 

CUMMINGS IS NOT BEING INTERVIEWED IN VIEW OF HIS LACK OF 
COOPERATION WITH SEATTLE POLICE AND SINCE SUBJECTS* NAMES DO NOT 
APPEAR IN HIS TELEPHONE -ADDRESS BOOK. 

NO FURTHER INVESTIGATION BEING CONDUCTED. 

END 


TKR FBIHQ 



FROM SEATTLE ( 139- IS?) (RUC) IP 


|OC ; 00: ?A M FRANCISCO . 


RE SEATTLE TELETYPE TO BUREAU DATED DECEMBER 19, 1975 
ON DECEMBER 19 , 1975, BRUCE CARTER, AUSA, SEATTLE, 
WASHINGTON, ADVISED HE WOULD DECLINE PROSECUTION IN MATTER 
INVOLVING n LUE BOX If! POSSESSION OF *.CTOR BOB CUMMINGS IN VI EV 
OF PENDING LOCAL PROSECUTION. CARTE 0 STATED CUMMINGS HAS BEEN 
ADVISED BY HIS ATTORNEY TO MAKE NO STATEMENTS CONCERNING THE USE 
OF THE BLUE BOX AND THAT ANY INTERVIEW OF CUMMINGS SHOULD ONLY 
BE CONDUCTED FOLLOWING DISPOSITION OF LOCAL CASE. 

SEATTLE TAKING NO FURTHER AC TWIN AT THIS TIME UACB . 

END 

ttc 8 
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rtfitiAL BUREAU OF INVESTIGATION 

COMMUNICATIONS SECTION 












MILWAUKEE IS REQUESTED TO RECORD TH r INTERVIEW OF 
6ND SUBMIT COPIES TO THE BUREAU, LOS ANOELFS, N! 
YO ft K A S' D SA N F ft A NCI SC 0 . 

THIS INFORMATION IS BEING BROUGHT TO THE ATTENTIO 
OF THE BUREAU FOR WHATEVER ACTION M*Y -3f DEEMED fiPPROP] 
INFORMATION COPIES OF THIS NITEL 6 RE BEING FURNISHED 
TO MILWAUKEE, MEy YORK AND Sa N FRANCISCO IN VIEu OF TH! 
RESPECTIVE INTEREST. A COPY OF REFERENCED LKM IS 3EIN! 


SUBMITTED TO MILWAUKEE WITH THIS AIR MaIL COMMijNICaTIO 



Airtel 


ALL INFORMATION CONTAINED 
HEBEIN IS UNCLASSIFIED 

DATE 10-04-2007 BY 60324/ AUC/BAW/STP/bls 


TO: SAC*, Milwaukee (139-13*) 

San Francisco (139-188) 


FROM: Dirac tor, FBI (139-4991) 



IOC 

OO: SAN FRANCISCO 

R* Los Angelas alrtel to Bureau, 12/4/75, Bureau 
alrtal to Milwaukee, 12/4/75, and Milwaukee alrtal to Bureau 
dated 12/22/75. 

Letterhead memorandum enclosed for the Bureau in 
referenced Milwaukee airtel Is not being disseminated by the 
Bureau. Milwaukee is Instructed to submit amended cage a for 
thia LHM which will incorporate a transcription of | 
taped interview, or, at least, a summary of the interview. 

Since the taped Interview was originally recorded 
in California, sufficient details should be provided to the 
San Francisco Office in the event San Francisco may desire 
further inquiries be made concerning the interview. 




Drf’uPJtATIOII C^fctlHED 
EIM 13 OTCLASsSRd 
T. 10-04-2007 BY 60324/ AUC/BAW/STP /bis 


m 

mj&Gtf MI PLAIN 


ifiFKA. >A0 OF ! NVfSTIGATION 

COMMUNICATIONS SECTION 


6* 00PM NITEL DECEMBER 1 1 , 1975 DDS, 
TO t DIRECTOR (1394$*)' 
t LOS ANGELES <139-4 14) 

NEW YORK <139-397) 

SAN FRANCISCO ( 139-188) 


FROM * MILWAUKEE (139-138) 


00* SAN FRANCISCO. 

Alt'- 

v RE LOS ANGELES TELETYPE TO BUREAU, DECEMBER 3, 1975; AND 

BUREAU AIRTEL TO MILWAUKEE, DECEMBER 4 , 1975. 

FOR INFORMATION OF BUREAU AND OTHER OFFICES, RADIO STATION 
WORT - FM, 889.7, GRANTED LICENSE BY FCC TO BEGIN BROADCASTING 
IN MADISON, WISCONSIN, DECEMBER 1, 1975. STATION IS AN ALTERNATE 
TO CONVENTIONAL RADIO STATIONS. THERE ARE NO SPONSORS AND NO 
ADVERTISEMENTS ON THE AIR. THE LIFE OF THE STATION DEPENDS 
ENTIRELY ON THE LABORS OF DOZENS OF VOLUNTEERS, DONATIONS, AND 
SUBSCRIPTION TO A PROGRAM GUIDE CALLED, "BACK PORCH RADIO". 

IN VOLUME I, NUMBER THREE ON PAGE THREE, PROGRAM GUIDE SETS 
OUT THE FOLLOWING* / / 7 /'/ / if) 

| — — | INTERVIEWED MONDAY, DECEMBER 

15 , 1975. I IlS ONE OF THE MYSTICAL NOW NEAR L ' 


PHONE FREAKS. HE COULD CALL ALL OVER THE WORUD 
E m PAGE 0 NE 


62 OEcte m 




IS INTERVIEWED BY 


AT ONE POINT HE MAKES A PHONE 


CALL THAT COVERS 102 , 0 00 MILES OR SO. THE INTERVIEW IS ALL 
OVER THE PHONE , OF COURSE. A VERY GOOD TAPE." 

A PRETEXT CALL TO WORT ON DECEMBER 11, 1975, UNDER THE 
GUISE OF ~ ~~ [DETERMINED THE FOLLOWING : 

THE STATION WILL NOT TALK TO I L IVE ON DECEMBER 


THE STATION WILL NOT TALK TO | [.IVE ON D 

15 , 1975. THE IDENTITY OF | | IS UNKNOWN TO THE 

STATION. IT WILL AIR A TAPE RECORDING THAT TOOK PLACE IN 
CALIFORNIA SOME TIME AGO. ON DECEMBER 1 1 , 1975,1 


ADVISED THE SOURCE OF THEIR 


INFORMATION IN REFERENCED TELETYPE WAS [ 
PERSON I tt) I GATED THAT I _ Iwil 


WILL SPEAK LIVE ON DECEMBER 


15, 1975. I |I NT ENDS TO TAPE PROGRAM. 

SAN FRANCISCO IS TO ADVISE MILWAUKEE IF THEY HAVE COPIES OF 
ABOVE DESCRIBED TAPE. IN VIEW OF ABOVE, ADVISE MILWAUKEE IF 
SAN FRANCISCO DESIRES TO TAPE PROGRAM. 


ALL IMFOPIIATIOH COHTAIHED 
HEREIN IS UNCLASSIFIED 

DATE 10-04-2007 BY 6032 4/AUC /BAN/ STP /to 1 s 


f 


Asst IT- 


MR 029 SF PLAINTEXT f 

9:16 P M NITEL 12/11/75 CJC 
TO: DIRECTOR, FBI (139-4W0 

“"MILWAUKEE (139-13S) 

FROM: SAN FRANCISCO (139-1SF) 

| ET AL. IOC. OOtSF. 


Gen. Inv. f/ 


RE MILWAUKEE TELETYPE DECEMBER 11, 1975. 

SAN FRANCISCO DOES NOT HAVE COPIES OF TAPF CONTAINING 
INTERVIEW OF SUBJECT. 

MILWAUKEE WILL TAPE INTERVIEW AS PER BUREAU AIRTEL. 





ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 10-04-2007 BY 60324/AUC/BAW/STP/bls 


F B I 

Date: 1/2/76 


Transmit the following 1 
AIRTEL 


( Type in plaintext or code) 

AIRMAIL 



DIRECTOR, FBI (139-4991) 

(Attn: Substantive Desk and Radio 

Engineering Section) 


FROMf 


subj: 




ADIC, LOS ANGELES (139-414) 


TOC 

00: San Francisco 


Re Los Angeles airtel to Bureau dated 12/18/75 L 
and Milwaukee airtel to Bureau dated 12/22/75. 

Enclosed to Bureau are six, for Milwaukee, New 
York and San Francisco is one copy of a letterhead memorandum 
(LHM) reflecting investigation at Los Angeles. 


<?- 


c. j 




6 ) 


Bureai 
Milwaukee (139-138) 


ty 

(Enc. 


1 ) 


REC27 / 39 -¥ 99 /~ 

6 JAN Mfws 



Approved: 


Special Agent in Charge 


Sent 


M Per 




■ ■ ffgj 


in Reply, Please Refer 
Pile Ao. 


JI^ED STATES ENT O^ISTi 

FEDERAL BUREAU OF INVESTIGATION 

Los Angeles, California 
January 2, 1976 


ALL IIJFORIIATI ON CONTAINED 
HEREIN IS UNCLASSIFIED 

**17 BY 60324/AUC/BAW/STP/bls 



furnishe d a copy of the December issue, dumber yi of "Tap . " 

I stated that "Tap" is an underground newsletter for 
phone freaks. "Tap" issues deal with methods fo r cir- 
cumventing telephone industry systems .[ Istated - 

that past issues have concerned Blue Boxes, Blue Box plans. 
Red Boxes, Cheese Boxes, credit card calls, automatic 
phone tap and the most recent issue concerns the Black Box. 


This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
you agency; it and its contents are not^to be distributed 
outside your agency. / 3 c / ~ 
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SB 


12/4/75 


To: SAC a, ..lilwaskee 

San Francisco (IS 188) 


From: Director, FBI (139-4991) 

7L 


IOC 
OO: SF 


ReLAaitel to Bureau 12/4/75. 

Milwaukee is instructed to submit five (5) copies of an LHM / 
toe Bureau which will reflect toe investigation requested by Los Angles 
to® referenced eoeuMnicatlo*. As requested, copies should also be 
furnished to New York (139-397), Sam Francisco, and Los Angeles. 

This matter should be afforded prompt attention. 


■ Mr. W annalL 
(Attn: | 


- Mr. Co 
(Attn: I" - 


jL INFORMATION CONTAINED 

:E£IW 13 UNCLASSIFIED 

iTE 10-04-2007 BY 60324/AUC/BA¥/STP/bls 


/3f- f/7 



HBG:cjl (8) 





From*. Director, F»I (139-4991) 




Rsfiualrtel to Hew York, 9/18/75. 


Mew York Division, by cover eirtel, should 
provide the Bureau and Sen Francisco, in LHM fore, details 
of inve atlaetlon conducted to pen etrate 
freaks" | |( phonetic) . Any ir»l| 

developed concerning organisation knows as "TAP" 
also be included in this LHM. 





% 


ALL INFOEHi^piM CONTAINED \ <? 

HEREIN IS UNCLASSIFIED | 

DATE 10-04-2007 BY 60324/ AUC /BAT 


12/22/75 


(Type in plaintext or code) 

AIR MAIL - REGISTERED 


DIRECTOR, FBI (139-5-991) 

SAC, MILWAUKEE (139-138) (RUC) 




00: SAN FRANCISCO 


Re Los Angeles teletype to Bureau, dated 13/3/ 
and Bureau air tel to Milwaukee, dated 12/4/7 5 « 


Enclosed for the Bureau, Los Angeles, New Ycj 
and San. Francis co is one tape each of the interview 


Wisconsin, on i; 


sco is one cape eaeu ox i,i;e j.p.uerview » 

Jbroadcast by* V/ORT-FM-39.7 at Madison,/ 
12/15/75* Also onolnsAii tV>t» Ban Frar/i 


r,ruz f'C', n\- of on FTl-jOC of SAsT 
Also enclosed 


copies of an 
offices. 


or the Bureau are five 
HM and two copies each for other receiving 








1 



In Reply, Please Refer to 
File No. 



brrTED STATES DEPARTMENT OF JUSTICE 


federal bureau of investigation 
Milwaukee, Wisconsin 
December 22, 1975 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-04-2007 BY 60324/ AUC/BAN/STF/blS 


b6 

b7C 


■jQn-JQac ember 3, 1975, 1 

I of the General Telephone . Company. 


“advised he was informed fcy|_ 


| of .....the— General Telephone Company, Madison, 
That [is to give a live interview 

w "" " ’ Madison, 


Wisconsin, 

via telephone ori WUKT-FM-89.7, megahertz, 

Wi soon si n , December 15, 1975, at 9:00 p.m. regarding 
exploits in using "blue box." 


In Volume I, number 3 of the program guide 
for W0RT-FM-89.7 sets out the following: 

Radio station WORT-FM- 89.7 was granted a 
license by the Federal Communications Commission (FCC) 
to begin broadcast in Madison, Wisconsin, on December 1, 
1975. The station is an alternate to conventional 
radio station. There are no sponsers and no advertisement 
on the air. The life of the station depends entirely 
on the labors of dozens of volunteers, donations and 
subscriptions to a program guide called "Black Porch 
Radio. " 


The Volume I, number 3 on page 3 of the 
program guide sets forth the following: 


This document contains neither recommendations 
nor conclusions of the FBI. It is the property of the 
FBI and is loaned to your agency; it and its contents 
are not to be distributed outside your agerjpy. 


/m-tWhln 
EmsuBi X 



he 

hie 


Monday, December 15, 
mystical now nearly extinct— pram 




interview 
s one of the 
reaks. He 


could call all nvp>r thp worl d for free. He is 

interviewed by ] | At one point he 

makes a phone call that covers 102,000 miles or 
so. The interview is all over the phone, of course. 
A very good tape." 


On December 15, 1975, Agents of the 
Federal Bure au of Investigati on listened to the 
interview of | 1 Although the program 

did not announce that it was a taped program, from 
listening to excerpts it became apparent that 
WORT was transmitting a taped interview, that the 
tape was made by a California radio station. 


2 






F B I 


ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 

DATE 10-04-2007 BY 60324/AUC/BAN/STP/bls 


Dcue: 12/22/75 



The above /tape and. LHM being furnished per reque 
of Buroau - (\ : 

T'dp Anant s tfho l istened, to the taped i ritrtrvie>» < 

of I Iv ors SAj |and / 

1 -S 

2 - Bureau (Enc./6v ■ 

2 - Los Angeles (Enc. >3*5 (RM) ( 139— ) +l iv ) 

2 - New York (139-33^ (Enc. 3 ; ( RM ) -IB DEC 27 1975 

2 - San Francisco' (239-183) (Enc, 4) (RM.) 

1 - Milwaukee . , r a/J' » TT" - 

AJT/lmk Khj - •- ^ y x >: _ 







ENCLOSURE TO BUREAU FROM MILWAUKEE 
Buflle 139-4991 
Mime 139-138 

Milwaukee airtel to Bureau, 12/22// 


on this envelope 


ALL IHFOKMATIOH COHTAIHED 
- HERE IB - IS UNCLASSIFIED 
DATE 10-04-2Q07 BY 6 0 3 2 4/ AUC /BAN/ STP /b 1 ; 



AMPEX 


I MIL POLYESTER 


900 FEET 


FIVE INCH REEL 


PROFESSIONAL 





■ - ' 

5 , V* H ** J 'i 


iMDiSoM, il5 




, . AI,t, INFORMATION C ■■AIMED 
IS TOJCLASsSBl' 

~I)ATE 10-04-2007 BY 60324/ATJC/BAW/J 


Date: l/io/76 



k DIRECTOR, FBI (13 9-4991) 

■</ SAC, MILWAUKEE (13 9-138) -HUC 



00: San Francisco \ 

lie air tel to Butfeau, 12/22/75; and 

Bureau arir.tel to Milwaukee, 12/30/75. 

'Enclosed' for the Bureau are 5 Copies, and for each 
receiving office 2 copies each of an amended LHM per Bureau 
instruct ions- ia referenced airtel to Milwaukee, dated 12/30/ 
wh ich set ou t that Milwaukee should incorporate a transcript 
of | taped interview in its LHM dated 12/22/75. 

Tape of the in ter view transcribed herein was made 


PEC-6S j — ( jj 


, ,,o^\ J 

- 

^-•Bureau (She Is 5) (AM ) 

2-tLos Angeles (13 9-414) (Ends 2) (AM) 

2 -New York (13 9-3 97) (Ends 2) (AM) 

2 -San Francisco (13 9-188) (Ends 2) (AM) 
1 -Milwaukee 


9 JAN 21 1976 



y> 





STAGES DEPARTMENT OF TOSTICE 
FEDERAL BUREAU OF INVESTIGATION 
Milwaukee , Wisconsin 
January 16, 1976 


ALL IMFOPJIATHOT CONTAINED 
HEREIN IS UNCLASSIFIED. 

DATE 10-04-2007 BY 60324/AUC/BAW/STF/bls 


On December 3, 1975, | 

General Tele-Phone Cnmnanv I .ns Anir 

informed by | 

Company, Madison , Wisconsin, thatT” 
a live interview via telephone on 


I of the 

s_. California , advised he was 
I of the Genera l Telephone 
I is to give 
i’-i'M-by . 7 , megahertz , 


Madison . Wisconsin , on December 15, 1975 at 9:00 PM regarding 
exploits in using the "blue box". 

In Volume I, number 3 of the program guide for WORT-FM-89.7 , it 
sets out the following: 

Radio station WORT-FM-89.7 was granted a license by the Federal 
Communications Commission (FCC) to begin broadcast in Madison, 
Wisconsin on December 1, 1975. The station is an alternate to a 
conventional radio station. There are no sponsors and no 
advertisements on the air. The life of the station depends entirely 
on the labors of dozens of volunteers, donations and subscriptions 
to a program guide called "Black Porch Radio". 

Volume I, number 3, page 3 of the program guide sets forth: 

I interview, Monday, December 15, 1975. 

[is one of the mystical now nearly extinct phone freaks. He 
could call all o ver the world for free. He is interviewed by 
1 At one point he mates a phone call that covers 
102,000 miles or so. The interview is all over the phone, of 
course. A very good tape." 

On December 15, 1975, Agents of the Federal B ureau of Investigation 
listened to the interview of | | Although the program 

did not announce that it v;as a taped program, from listening to 
excerpts it became apparent that WORT was transmitting a taped 
intei’view, and that the tape was made by a California radio station. 
This interview was recorded by the above Agents and is transcribed 
verbatim as follows: 

This documents contains neither recommendations nor 
conclusions of the FBI. It is the property of the 
FBI and is loaned to your agency; it and its contents 
are not to be distributed outside your,, age ncy. 


ENCLC 




FD-36 (Rev. 2-14-74) 


ALL INFORMATION C OBTAINED 
HEREIN IS UNCLASSIFIED 

DATE 10-11-2007 BY 6 0 3 24/AUC /E AW/ STP /ti 1 s 


F B I 

Date: 1/13/76 


Transmit t.he following in 

AIRTEL 


(Type in plaintext or code) 

AIR MAIL 


be 

- -b7C • 


TO 

FROM : 
SUBJECT : 


DIRECTOR, FBI (139-4991) 
SAC, SALT LAp CITY[j 


J(RUC) 


INTERCEPTION OF COMMUNICATIONS 
(00: SF) 

(SF 139-188) 


fkAuD BV WIRE 
(00: SV) 


Re Bureau airtel to Salt Lake City dated 12/24/75. 


For the information of the Bureau, Salt Lake City 
did endeavor to obtain the "blue box” involved in this case 
which was being utilized by the subjects. The Mountain Bell 
Telephone Security Office at Salt Lake City, Utah, did, 
however, make a specific request of the United States Attorney 
Office at Salt Lake City in order to secure for them the 
"blue box" utilized by the subjects at Salt Lake City for 
training and research purposes. This request was granted 
by the United States Attorney's Office at Salt Lake City, 
and in view of the fact they now have one such "blue box" 
for Mountain Bell Telephone Company, wherein no other ones 
were apparently previously obtained, Salt Lake City will be 
in a position to counter any such move in the future and 
forward "blue boxes" secured to the FBI JLaboratpry , Radio 
Engineering Section. 


h/l 


L2 


- Bureau 
2 - San Francisco (139-188 
1 - Salt Lake City 


:ured to the FBI ^Laboratory , 

f — ¥?9f, *r 


(5) 




i / 


\aproved: 

5 5 feb 

as.; * ■pmm- 


! Agent in Charge 













In view of the fact there is no investigation to 
conducted at Salt Lake City at this time, and because 
[ can provide no other significant details, this case 
considered RUC at Salt Lake City. 



r 


- • • 


• 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 10-11-200? BY 60324/ AUC/BAW/STP /bis 

FBI 

Date-. 1/21/76 




AIRTEL 

Vii» 

(Type 

in plaintext or code) 

(Precedence) ! 


TO: DIRECTOR, FBI (139-4991) 

FROM: SAC, NEW YORK (139-397) (P) 

SUBJECT : 

(00:SF) 

ReBuairtel to New York, dated 1/16/76, 

Enclosed herewith for the Bureau are six copies 
of a Letterhead Memorandum reflecting the results of an 
investigation conducted at New York. 

One copy of the LHM is being furnished to the 
Office of Origin, San Francisco. 

It is to be noted that the source 'a connection 








ft! 


united states dep^tmkxt of justice 


New York, New York 
January 21, 1976 



A confidential source, who : 
Information in the oast, advised that 


The source advised that,_,h.a .hfLS_no information 

concerning! . |or the publi- 

cation of the Technological American Party (TAP) . 

« | New York Tele- 

phone Company, 109$ Avenue of the Americas, New York, New 
York (NY), advised that his office closely followed the 
illegal activities of persons known to have used "Blue 
Boxes'* and other de vices to use telephone company facili- 
ties without payingj | described a "Blue Box" as 

a device that permTctea. a person to make phone calls, usually 
long distance, without paying the telephone company. 


| | stated that the Legal Department of 

the NY Telephone Company had advised his office that the 
publication of "TAP" was considered legal by the New York 
State Attorney General's Office. 

The publication "TAP" described the use of 
illegal devices, whereby, a person could make telephone 
calls without payment. 


ENCLOSUR! 




r 




41 





1 I stated that the description of using 

illegal devices without urging their use was not a crime . 
According to the New York State Attorney General's Office, 
the publication of h TAP m is protected by the Free Speech 
Amendment of the Constitution. 


, C 1 

i — 1 described 

I 1 

1 |as a person involved with the "phon 

ie freaks '“I 


The indices of the New York Office reflected 

that one! | 

L_ ~ „ "^~ ZZZ I fhe October 19, 

issue of "TAP” described itself as the newsletter of 
the "phone phreaks. The latest developments on how to 
rip the phone company are explored every issue, usually 
ten per year. The technology involved runs from ad- 
vanced to beginner and many ideas are submitted by and 
for non-technological people.". 

The 1 , 97 3 - 1 . 4 - Telephone D irecto ry Us tg l~ „ 




b6 

b7C 


The records of the New XoriL_£ltv Department 
of Health reflect that I 1 


2 






7FEB2 1976 




b7C 

b7D 


PAGE TWO (LA }39-414) 



appropriate ACTION. 

LOS ANGE LES WILL FURNISH APPROPRIATE FOLLOW UP COMMUNICATIONS. 

states he does not desire to testify or to be identified. 

END 




NR 002 SF CODE 








t A gencies are being instructed c 
I and will be handling- installat 



ana other undergrouna phone freaks have developed 
method to intercept telephonic conversations throua 
use of a "blue box." Although prosecution of | 
was declined with regard to the Interception of 
Communications violation by the Chief Criminal AUSA 
at San Francisco, investigation has continued to 
penetrate "underground phone freaks." 



matter is receiving continuous investigative attent 


1 - Mr. Callahan 
1 - Mr. Adams 


Mr. Cochran 
Mr . Mintz 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-11-2007 BY' 60324/ AUC/BAW/STP/b 







m 024 SF'VCODF 


kwrai mmemj Of ffimimrm 

COlWWIfCATIONS SECTION 


FL 1/2 7/N6 CHL 


DIRECTOR, FBI -• < 1 39 *- 

ABIC, LOS ANGELES (139-4144"* 

C AC, SAN EPANCTSCO E 139-1 SP) 

S UR ST A NT I VE DESK and $£${0 FMGINEERINfcSECTION 


£T AL, IOC, 00: 
", JANUARY IS, 19 76, 


PE LOS ANGELES T#$$TPF TO 


ON JANUARY 07, 1976, A MEETING WAS HELD WITH REPRESENT ATI 
FROM PACIFIC TELEPHONE AND TELEGRAPH COMPANY, SECURITY OFFICE, 
AND AUSA, FLOYD "AWSON. AT THE MEETING IT WAS DECIDED THAT 
PACIFIC TELEPHONE WOULD MEET WITH THEI° LEGAL DEPARTMENT IN 
ORDER TO DETERMINE THE BEST AVENUES OF APPROACH *E INSTANT 



MATTER. ONCE A DISPOSITION HAS REEN 
DEPARTMENT a SECOND MEETING WILL BE S 


CACHED BY THEIR LEGAL 


SAN FRANCISCO IS INSTITUTING ON 

SURVEILLANCE? ON I 



'MARY PS, 1976 SPOT 


AN EFFORT TO DETERMINE SUBJECT’S ACTIVITIES AND 


SUBJECT ’ S ACTIVITIES AND / 


ALL INFORMATION CONTAINED 
HEREIN 15. UNCLASSIFIED 

DATE 10-11-2007 BY 603 24/AUC/BAW/ 3TP /b 1 s 


“■FEB 6 197$ 



G&rf) ■ OW-0 

,K ~ 3%Bj 31978! 





,L IWP0PMATI01I CQHTAIHED 

:rexh is unclassified 

lTE 10-11-2007 BY 60324/A 


rCOEKAL WihVvv. 

COMMUNiCAllONS mm 
wMi^OW-v 

b13 TELETYPE 


» 009 LA CODE 
J :55PM URGENT 1-30-76 TffW 
TO, DIRECTOR (i39-49*|>5 

SAN FRANCISCO (139-188) 

FROM: LOS ANGELES (139-414) (P ) Ou 

ATTN: SUBSTANTf*S-,£ESK AND RADIO ENGINEERING SECTION 


DO : SAN FRANCISCO . 

RE LOS ANGELES TELCALLS TO SaN FRANCISCO JANUARY i>8. 


, Assoc. Dir. 

' Dep.-A-D.-Adm. 
• Dep.-A.D.-Inv,_ 
t - Asst. Dir.: 

j Admin. 

f Comp. Syst. _ 

< Ext. Affairs 

Piles & Com./ 
Gen. Inv. _LL 

Ident L 

• _ Inspection 

f)r Intel!. _2 

\\ Laboratory NL 

. Plan. & BVai, 


Legal Coun. 

Telephone Ran. 
Director Sac’y 


2»» AND 30, [976. 




PAGE TWO <LA 139-414) 











INFO AVAILABLE. 


LOS ANGELES WILL FORWARD APPROPRIATE FD 302S. 

END 

W-HftTTKT TOtf-EX A C T L ' Y NE EP-4UZEiM»#Tgl] R fmmTTmf:- BQ-ES- I T SAT 


‘TO. -THE DI ROTOR • 

THEIS IS A WAG CARD A.NELJL ULD-N-T-^ NOW WHaT 




RE LOS ANGELES TEL TO DIRECTOR, JANUARY JO, 1976. 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 





ACTIVITIES WHILE THERE UNKNOWN. BASED UPON CURRENT ACTIVITIES 


THERE IS NOHINDICATION THAT|^ 
HIS USUAL ACTIVITIES. 


HAS BEEN "SPOOKED" OR CHANGED 


LOCAL REPRESENTATIVES OF PACIFIC TELEPHONE AND TELEGRAPH 
CPT&P ADVISED THAT |~ 1 



PT<SI WILL ADVISE ANY 


POSITIVE INFORMATION. 


SAN FRANCISCO WILL UPON RECEIPT OF POSITIVE INFORMATION 

from pt&t that illegal activities are being conducted, take 

APPROPRIATE ACTION TO VERIFY I LvOLVEMENT. 






INFORMATION HAS SINCE BEEN VERIFIED B Y SAN FRANCISCO. 


INASMUCH AS SAN FRANCISCO HAS NO SOURCES WHO ARE PHONE 



INVOLVED WITH PHONE FREAKING IN THE SAN FRANCISCO AREA. 




ALL INFORHATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-11-2007 BY 60324MLTC/BAW/STP/bls 












PAGE THREE 


• * 


SHOULD CONTAC BE NECESSARY BY SOURCE 



LOS ANGELES IS REQUESTED TO FURNISH SAN FRANCISCO WITH 


b7C 

b7D 


IN REFERENCED SA FRANCISCO TELEPHONE CALL TO BUREAU, 
PERMISSION WAS OBTAINED FROM BUREAU SUPERVISOR | 

for! 


LOS ANGLES IS 

REQUESTED TO CONTACT SOURCE AND MAKE NECESSARY ARRANGEMENTS. 
END 


SJP FBIHQ 
PLS HOLD 


c 





ALL IKFU^P'TO]'! CGHTAIHED 


UNITED STATES GOTORNMENT 


DIRECTOR, FBI (139-4991) 


date: 2/17/76 


SEATTLE (139-162) (P) 


INTERCEPTION OF COMMUNICATIONS 
00: SAN FRANCISCO 


Re Bureau airtel to Seattle, dated 12/22/75. 


On February 10, 1976, | | Security 

Office, Pacific Northwest Bell Telephone Company, Seattle, 
Washington, advised that the trial of BOB CUMMINGS has been 
set for March 1, 1976 in Superior Court, King County, Seattle, 
Washington. CUMMINGS has been charged with one count of fraud 
in obtaining telephone service and one count of possession of 
an illegal device, both gross misdemeanors. 


I |stated he has been unable to develop any 

information as to the identification of the manufacturer of 
the blue box being used by CUMMINGS. 


SEATTLE DIVISION 


At Seattle, Washington 


Will follow and report local prosecution against 


2 - Bureau (139-4991) 

2 - San Francisco (139rA88ji 
2 - Seattle (139-162) 

TASH : ecf 

( 6 ) 


Buy U.S. Savings Bonds Regularly on the Payroll Savings Plah 


M 




CC: CEKErax, iffy. 


? [ At BUREAU OF (N.' cl RATION 

QMMUNICATIONS SECTION 


KR P103 LA CODE 


HEREIN IS '^CLASSIFIED 

DATE 10-11-2007 BY 6 0 32 4/AUC /BATJ/STP/b 1 3 


l? 10PM yRG ENT Z-j>3-76 NjZ 

TO DIRECTOR 039-4991) J? 

SAN 1 FRA MCI SCO (i39-i88> cJT 
FROM LOS ANGELES U39-414) (P) 

ATTN: SUBSTANTIVE DESK AND RADIO ENGINEERING SECTION. 

^ ^ 

ET AL , 10 C , 00 : SA N FRANSrSCO . 

RE SAN FRANCISCO SJlTELS TO BUREAU AND LOS ANGELES, 

FEBRUARY 10, 1976, FEBRUARY 19 , 1976; AND LOS ANGELES TEL CALL 

TO SAN FRANCISCO FEBRUARY p 3 , j976. 



SA N FRANCISCO 


SOURCE HAS 3EFN INSTRUCTED TO CONTACT 

| AS PER REFERENCED TELETYPE, 


Dep.-A.D.-Adm. 
Dep.-A.D.-Inv._ 
Asst. Dir.: 

Comp. Svst, 
Ext. 4J| 

Fites m, 
—Gen. Inv.’HOK 
Ident. - . L_< 

Inspection 

In toll. ftp. 
Lab vra tor/ Li 
Plan. & OiJiL 

Spec. inv. 

Train, ig 

Legal Coun. — 
Telephone Km. 
Direct- >r Sec'y . 



/ 


FEBRUARY 10, 1976. | 

it is requested san fran! 


Co' MAKE 4 s?RA ngements To 


FEBRUARY g6, 1976. 


? V MAR 41976 




ALL INFORMATION CONTAINED 
HEBE IN IS UNCLASSIFIED 

DATE 10-11-2007 BY 6 0 32 4/AUC /BAW / STP /b 1 3 


Atrtel 


2/20/76 


To: SAC, San Francisco (139-188) 


rtc C 39 


From: Director, FBI (139-4991) 


? 


~W~~KL 

IOC 

00: SF 


Re San Francisco teletype to Bureau , 2/ .19/7 6, 
and Butelcal to San Francisco, 2/20/76. 


This will confirm reButelcal in which you were 
advi sed a search of Bure a.u_, JLrid l£.a.a_.£Q£..jai?y record identical 
with) I was made on 

2/20/76 with negative results. 


NOTE : ReButelca l was placed by SA 


Field Supervisor 


on 2/20/767 


HBG: 


I 




FEDERAL BUREAU OF INVESlibATIOM 

) COMMUNICIPNS ACTION 

FEB 19 1976, 

THEI^* 



f MS u0L SF CODE/ | 1 Sn ^ 

XX 10 ^U A L URGENT L/iO/76 MCC 7 FT 

V Spec. lnv>=±L. 

TO DIRECTOR (13 0-4001) Training 

Y ALL INFORMATION CONTAINED Legal Coun. 

! ' , . , c a 7,„. HEREIN IS UNCLASSIFIED Telephone Ran. _ 

— " LUb A«Uh,Ltb CIOS' •‘U DATE 10-11-2007 BY 60324/AUC/BAW/STP /bis IHreefcor Wy — 

|; FROM SAM FRANCISCO C130-ISB) <p> g 

f AT T M SUBSTANTIVE DESK A ND RADIO ENGINEERING SECTION - 

|| ET AL. IOC, 00 SAN FRANCISCO 

J RE LOS ANGELES TELETYPE TO BUREAU, DATED FEBRUARY IB, 107^1 

f REFERENCED LOS ANGELES TELETYPE INCORRECTLY ^SETS FORTH / / y \ 

; INFORMATION INDICATING PACIFIC TELEPHONE AND TEfegGRAPH " j7 ' j 
I COMPANY (PTtOr) HAS BEEN SUCCESSFUL IN DETERMINING THAT IS, 

| "PHONE FREAKING" ! - | SAN FR AN C/SCO 

| HAS DETERMINED FROM PT-*QT THAT PERSON OR PERSONS UNKNOWN ON 

| FEBRUARY 13, 1076 USED A BLUE BOX ON THE PAY TELEPHONE LOCATED 

jr IN THE VICINITY OF PEOPLE’S COMPUTER COMPANY. INVESTIGATION f 

| ; CONTINUING TO DETERMINE ^TENT OF INFORMATION, AVAlL^LE^TO ^ 

[ pw regarding this matter?^ saS^^Icisco^^ in^S^ession 0 O ^7^ 

I a ^ 

\ INFORMATION THAT IS ACTIVELY "phone FREAKING". LOS ANGELES*^-* ^ 

THEREFORE, REQUESTED TO PROCEED WITH PLANS | | 

\ | [ as OUTLINED IN SAN FRANCISCO 

l TELETYPE T^^LJteEAU AND LOS ANGELES, DATED FEBRUARY 10, 1076. , 




INFORMATION THAT 


MM' — 

hl&G(0(p 









DATE PROCESSING SECTION, FBIHQ, HAS e-XPRESSED A WILLINGNESS 10 
COOPERATE 'WITH THE BUREAU [ 


SAN FRANCISCO INDICES NEGATIVE CONCERNING | | 

| SAN FRANCISCO WILL CONTINUE TO MAINTAIN CONTACT 
REGARDING THIS MATTER, UACs. 

THE BUREAU IS REQUESTED TO CONDUCT AN INDICES SEARCH 



IN AN ATTEMPT TO DETERMlNEj |NOCTURNAL ACTIVITIES, 

A PHYSICAL SURVEILLANCE WAS CONDUCTED FEBRUARY IB, 1 076 - 
FEBRUARY ID, 1076, WITH NEGATIVE RESULTS. 

INVESTIGATION CONTINUING TO DETERMINE SUBJECT'S ACTIVITIES 


AND CONTACTS, 









NR 007 SF COSE 


of mvest (N ation I 

communications section 

FEB 2 7 19-*^ 

TELETYPE \~ 


NIT EL 0/47776 MCC 


DIRECTOR, FBI CW-W2U 
SAC, LOS ANGELIS C13D-4H) 

SAC, SAN FRANCISCO <lSS-lod) (p) 



I dent! 

Inspection 

Intel!. 

Laboratory 

Plan. & Eval. _ 

Spee. lnv. 

Training 

Legal Court - , . 

Telephone Km. _ 
Direetjjjs-dSec’y _ 


ATTENTION: SUBSTANTIVE DESK AND RADI 


engineering section 


I I ET AL, IOC, 00 : SAN FRANCISCO. y / 

INVESTIGATION HAS DETERMINED THAT on FEBRUARY 00, 1070,^**^ 
INDIVIDUAL WHO IDENTIFIED HIMSELF AS DURING r- - 

TWO OF NUMEROUS ATTEMPTED AND COMPLETED "BLUE BOX* ASSISTED 

TELEPHONE CALLS FROM PAY TELEPHONE BEARING NUMBER 413-307-D460, 1 

LOCATED AT i 033 MEN ALTO, MENLO PARK, CALIFORNIA. 

ONE OF THESE CALLS DIRECTED TO YOJS EXCHANGE SECRETARY, 
MOUNTAIN VIEW, CALIFORNIA, WHERE IT HAS BEEN DETERMINED THAT 

HAS CONTRACTED FOR ANSWERING SERVICES*-'- INVESTIGATION 

' ~ I- 

CONTINUING TO DETERMINE DETAILS OF TIME PERIOD IN QUESTION. 

OTHER COMPLETED CALLS DIRECTED 10 ^ 
WHICH PRECLUDE FURTHER INVESTIGATION UNTIL PRESENTATION Tu 
AUSA. 

SPECIAL AGENT OF SAN FRANCISCO DIVISION PHYSiSftLL ^ 

OBSERVED INDIVIDUAL IN INSTANT PHONE SOOTH DURING PERTINENT 









E 



SF 13 9-158 PAGE TWO 

PERIOD WHOM HE SUBSEQUENTLY POSITIVELY IDENTIFIED AS 



COMPLETE COOPERATION BE ABOVE HAS SEEN GIVEN BY REPRE- 
SS 

SEN TAT IVES OF THE SECURITY OFFICE FOR PACIFIC TELEPHONE AND 
TELEGRAPH COMPANY. 



INVESTIGATION NEGATIVE TO DATE IN ATTEMPTS TO DETER- 
MINE EXTENT OF SUBJECT’S COMPUTER ASSESSING DATA OR WHERE 
DATA STORED. 

END 


a- 



LL INFORMATION CONTAINED 
ERE IN IS UNCLASSIFIED 
ATE 10-11-2007 BY 60324/, 


f «« ERAL CtJRtAU OF INVtiT (CATION 

pQMMUNjCATIONS SECTION 

FFR24t9-/fir^ 

‘STP/bis - _ y^SlMr^ 

rELErmT 


MITEL V-R4-76 CkS 


RA NCI SCO (139-188) 
ANGELES (139-414) (P ) 



I 


ATTN; SUBSTANTIVE DESK A ND RADIO ENGINEERING SECTION. 


ET AL , IOC , 0' 


SAN FRANCISCO . 


RE LOS ANGELES AIRTEL TO BUREAU, JANUARY r3, 1976; 
SAN FRANCISCO NITEL TO BUREAU, FEBRUARY 1976. 

ON FEBRUARY ^3, {976,1 

U GENERAL TELEPHONE WiWTTT , ADVISE!) HE OBTaTTHT D 
COMPUTER PRINT -OUT, WHICH WAS SENT TO 3 UP FA U AND SAN 


FRANCISCO IN REFERENCED AIRTEL FROM ~~~~ 

1 NEW YORK TELEPHONE A ND^FLEtjg^P^CO MPA NY , TE 
NUMBER STATED THAT | 

THAT THE FBI WILL POSSIBLY CONTACT HIM REGARDING TF 


NY , TELEPHONE 

- <S?9/~ 

is aware 


INVESTIGATION CONTINUING. 


Hr. > </ 





S i&KtAU Ot- iNVfc^i 

UNICATOS SLCTiON 

FFR201£'4l ^ 


3fh8-« TELETYPE S 

ddd SF cod/ I 1 

^sl^PM NITe/ FEBRUARY 20, 1 976 (j) ^ 

to: DIRECTOR (139«499l> Jr S] 

LDS ANGELES ( 139-4 1 A) Te 1 

Di 

FROM: SAN FRANCISCO (139-1BB) (p) 

ATTN: SUBSTANTIVE DESK AND ASSISTANT DIRECTOR, FBI LAB. 

ET AL. IOC. 00: SF. 

RE SAN FRANCISCO TELETYPE TO BUREAU, BATED FEBRUARY 19, 
1076, AND LOS ANGELES AIRTEL TO BUREAU, DATED JANUARY 23, 1976. 
ON FEBRJARY 13, 1976,1 I 


ADVISED THAT ANALYSIS OF INFORMATION AVAILABLE TO HIM REVEaLE 
THAT ON FEBRJARY 13, 1976, AT APPROXIMATELY opj«j TO 3;3u p/, 
PERSON OR PERSONS UNKNOWN MADE A SERIES uF BLUE BOX ASSISTED 
GALLS FROM A PAY TELEPHONE I 



■2007 BY 60324/ AUC/BAW/STP/b 





TWO SF 130- loo) 

IN AN EFFORT TO F OTHER CLARIFY THIS MATTER, 



OJ E TO THE MAGNITUDE AND SCOPE OF TH IS IHVE5TIfiaT 10 
THE BUREAU MAY WISH TO CONSIDER, THROUGH THEIR LIAISON W 
AT*«T ANDBELL LABS, REQUEST IN 0 THAT A DIRECTIVE BE ISSUE 
MAKING AVAILABLE TO THE FBI ALL PERTINENT INFORMATION RE 
THIS MATT ER, IN ORDER TO BRING THIS CASE TO A LOGICAL 
CONCLUSION IT IS IMPERATIVE THAT FULL COOPERATION BE 
OBTAINED from PT<£ in that THE SAN FRANCISCO OFFICE OF 
THE FBI BE NOTIFIED IMMEDIATELY OF ANY BLUE BOX ASSISTED 


MADE FROM THE TELEPHONES CONCERNED IN 





TECHNIQUES ARE JOINTLY 
Jot FOR SEARCH AND ARREST 


PAGE THREE SF 139-130 
COOPERATION AND FBI IN VESTING AT IV. 

NECESSARY TO ESTABLISH PROBABLE ■ 

WARRANTS. 

REFER ENCED LO S ANG ELES AIRTEL ENCLOSED FOR BUREAU 
LABORATORY ANALYSIS A COPY OF A COMPUTER PRINTOUT, PROVIDED 
THEM BY 


DUE TO THE POTENTIAL 


I MPORTANCE OF THIS PRIN TOUT. IT IS NECESSARY THAT DETERMINATION 
BE MADE AS T O ITS ORIGIN, D ATE, AMD SOURCE OF PRINTOUT TO 


LOS ANGELES IS REQUESTED TO CONTACT 
DETERMINE THE ABOVE, 

END 




'ALL INFORMATION CONTAIMt 
-a HEREIN 13 UMCLASSIFIEI^B 
* '* DATE 10-11-2007 BY 6 0 oWaUC /BAW STP / b 1 s 


L-_Mr. Gallagher (Attn.| 

l -Mr. Cochra n yjjGENT 


1 - Mr . Harward 


TO SACS SAN FRANCISCO (110-188) 

LOS ANGELAS (139-414) 

FROM . (139-4991) n 


|ET AL. IOC. 00: SF. 

RESFTEL 2/20/76 AND TELCAL FROM Sa | 
BUREAU LABORATORY 2/24/79. 

TELEPHONIC CONTACT WAS MADE WITH I 


2/24/76 BY SECTION CHIEF W.E. HARWARD, RADIO ENGINEERING 
SECTION, LABORATORY, IN ACCORDANCE WITH REFERENCED 


TELEPHONE CALL 


D VISED HE WAS THE SOURCE OF 


THE COPY OF A COMPUTER PRINTOUT MADE AVAILABLE TO THE 


LOS ANGELES OFFICE Bli 


STATED THAT PRINTOUT 


WAS OBTAINED FOR HEM BY A CONFIDENTIAL SOURCE 


WEH:jfi£fT ( 

(6) V 




COMMUNICATIONS SEC* »0N 

W*&> 








PAGE TWO 139-4991 


A COPY WAS MADE OF 


THE PRINTOUT AND IT WAS RETURNED TO HIS SOURCE. | J 

STATED HE WOULD RECONTACT HIS SOURCE TO SEE IF ADDITIONAL 


INFORMATION IS AVAILABLE 


[ILE DECLINING TO IDENTIFY 


EXPRESSED A DESIRE TO COOPERATE FULLY AND 


FURNISH ANY INFORMATION WHICH THE SOURCE MAY OBTAIN. 
ADVISED THAtI 



ALSO VOLUNTEERED THAT 


FELT, A MAIN RESOURCE TO PHONE FREAKS RELATIVE TO COMPUTER 


TECHNIQUES. HE IDENTIFIED 


A PHONE FREAK 









..-MiL DIFOPHATIOH COHTAIHED 
HEREIN IS UNCLASSIFIED. 
DATE 10-11-2007 BY 


nr nog sf code 


Hm& bureau of investigation 

COMMUNICATIONS SECTION 

FFRaewe^ 

TELETYPE 



6 : ‘-i*3pi v i N IT EL 5/76 JMK Spec. 

X Train 

TO DIRECTOR (l3D-4D0i) 

/ * Telephi 

FRO/i SAN FRANCISCO ClOD-lbd) CP) 

ATTN**' SUBSTANTIVE DESK AND LABORATORY, CRYPTO. 

-— — — — ^ , 

ET AL. IOC. OOJ SF. 

INFORMATION WAS RECEIVED FROM PACIFIC TELEPHONE AND TELEGRAPH 

* 

COMPANY THA THE FOLLOWING ARE THE DATA =5 tlfWES FOR (§LL COMPUTER, 

-c 

1 Do 1 OLD MIDDLEFIELD WAY, MOUNTAIN VIEW, CALIFORNIA* Jftp- ^>5-1 1 1 1 

r " 

THROUGH 413-365-1121 INCLUSIVE. 3- Cr 


POSSIBILITY DOES EXIST THAT HE CURRENTLY HAS STORED Zfi T?f£IR 


Labin acjry jK. 
Plan. & EyL. 

Spec. Inv. 

Training 

Legal Conn. 

Telephone Rkl „ 
Director Sec’y __ 


COMPUTER INFORMATIONS PEDIMENT TO THIS INVESTIGATION. 

THE BUREAU SHOtfLD CONSIDER THE POSSIBILITY OF ACCESSING CALL 
COMPUTERS DATA 3ANld> Itf^AN ATTEMPT TO DETERMINE IF iAS DAT 

STORED. DUE TO POS-SIBbl LEGAL RAMIFICATIONS^ IT ^3 SUG^ESM^'TH.A 
THIS MATTER BE DISCUSSED WITH THE^fi^CE OF LEGftL COUNSEL di$Od T 



zL 




ALL INFORMATION COJi^BjHEB _ 

HEREIN IS UICLASSIFMP 

DATE 10-11-2007 BY 60324/ AUC/BAW/STP/bl3 

CODF TELETYPE 2-Mr. Mb^r WTEL 

(Attn . 1 1 

1 - Mr. Mintz 3/10/76 

TO SACS SAN FRANCISCO (139 >188) 1 - Mr. Cochran 
LOS ANGELES (139-414) 1 - Mr. Harward 

be 

FROM DIRECTOR FBI (139-4991) b7c 

| ~ [ ET AL; IOC; FBW; OO: SF 

REBU AIRTEL TO SF AND LA 3/4/76 REPORTING CONTACTS 
WITH AMERICAN TELEPHONE AND TELEGRAPH (AT&T), LONG LINES 
DIVISION, AND U.S. DEPARTMENT OF JUSTICE, WASHINGTON, D.C. 
ON 3/8/76 LABORATORY REPRESENTATIVES MIT WITH 
(AT&T, LONG LINES DIVISION, WASHING- 
TON, D.C. ALSO PRESENT AT THIS MEETING WERE I | 


AT&T, LONG LINES DIVISION, NEW 


YORK, NEW YORK, 


GOVERNMENT COMMUNICATIONS, AT&T, LONG LINES DIVISION, 
WASHINGTON, D. C. 


WAS BRIEFED ON THE BUREAU'S INVESTIGATION 


IN SAN FRANCISCO DIRECTED AT SUBJECT 


HE STATED 


THAT HE HAD CONTACTED PACIFIC TELEPHONE AND TELEGRAP] 


;.w jmS* 

U-iTYrt 1 





'*iL,nooM i 

& {9 W 










♦ - - ft 


TELETYPE TO SACS SAN FRANCISCO 



(PT&T) SAN FRANCISCO, AND REQUESTED THEM TO WITHHOLD 
REFERRAL OF THE INVESTIGATION TO LOCAL AUTHORITIES 

PENDING A DECISION AS TO FEDERAL PROSECUTION. THESE AT&T 
OFFICIALS FELT THE DETERRENT EFFECT PLUS THE POTENTIAL OF 
DEVELOPING ADDITIONAL SIGNIFICANT INFORMATION RE TELEPHONE 
SYSTEM COMPROMISE TECHNIQUES WOULD BE GREATER IF PROSECUTION 
WERE HANDLED FEDERALLY. 

f IdID NOT KNOW WHAT PRECIPITATED PT&T PLACING 


A MARCH 5 DEADLINE FOR FEDERAL ACTB^N.| |EXPRESSED THE 

OPINION THAT PT&T MAY FEEL LEGALLY A LIMIT AS TO HOW LONG THEY 
CAN CONTINUE COVERAGE OF TELEPHONE LINES TO DETECT FRAUD. 



THE PHONE FREAK WORLD. 

YOU WILL BE KEPT ADVISED OF ANY ADDITIONAL INFORMATION 
RECEIVED FROM AT&T IN WASHINGTON AND YOU SHOULD ADVISE IF ANY 
DIFFICULTIES DEVELOP REGARDING YOUR RELATIONS WITH PT&T. 

(SEE NOTE PAGE 3) 


- 2 - 






t * 


TELETYPE TO SACS SAN FRANCISCO 



T.OS ANCF.T .F.S 

RE; | 

1 


NOTE: This is the I OC matter which concerns the interception of a telephonic 

-conversatioal 

I I ’’under ground 

phone freaks" have developed a method to intercept telephonic 
co nversati ons through the use of a "blue box." Although prosecution 
of | [ was declined with regard to the IOC violation by the Chief 

Cri!#Jffilal AUSA at San Francisco, investigation has continued to 
penetrate "under groun d phone freaks" and to develop information 
concerning] use of a ,r blue box" in violation of the Fraud by 

Wire Stature": 


It is recommended that consideration be given to targeting known 
major telephone freaks committing FBW in New York, Boston and other 
areas in a concerted effort to reduce this type violation which is 
extremely wide spread. This effort also could develop infc^mation 
re jSBp&tration of various dial access computer banks, both commercial 
and Government. 


- 3 - 


HEREIN IS UNCLASSIFIED 

DATE 10-11-2007 BY 60324/ AUC/BATJ/STP/bls 


F B I 

Date: 1/23/76 


Transmit the following i 
Via _ 


* 


(Type in plaintext or code ) 

AIR MAIL 


DIRECTOR, FBI (139-4991) ATTN: FBI LABORATORY, 

CRYPTOGRAPHIC SECTION; 


RADIO ENGINEERING 
SECTION 


FROM: 

RE: 


ADIC, LOS ANGELES (139-414) (P) 


IOC 

00: San Francisco 


b7C 

b7D 


Enclosed for FBI Laboratory, Cryptographic Section 
Milwaukee, New York, and San Francisco is one copy each of a 
computer print-out as described below. 


Information copies are being furnished to New York 
Milwaukee in view of their investigative interest. 




On 1/22/76, Q 


/ 


General Telephone Company, Los Angeles, furnished a copy of a 
computer print-out I T I 


obtained this information from a confidential source that 
rp»m»*stt<ad not to be disclosed. I 


The print-out possibly cbrt/tains information 


•aud . 

REC-50 ' 


phone phreaking and compu- 

(O Bureau (Enf 
r- Milwaukee (139-138) (Enc 1) (AM) (Info 

1 - New York (139-397) (Enc 1) (AM) (Inf< 

2 - San Francisco (139-188) (AM) 




( 10 ) 







Special Agent in Char^ 


*■' 



LA 139-414 


# m • 


On 1/23/76, Section Chief WILLIAM HARWARD, Radio 
Engineering Section, requested that the print-out be submitted 
to the Cryptographic Section for analysis. It is therefore 
requested that the print-out be analyzed by the Cryptographic 
Section, and the results should be furnished to Los Angeles, 
San Francisco and the Radio Engineering Section. 


2 * 







FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 


To: SAC , San Francisco (139-138) 

From: Director, FBI 


n 

IOC 


J4arch 5, 1976 

139-4991 ^1) 

LAB. NO. CR— 14494 RL 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-11-2007 BY 60324/AUC/BAW/STP/bls 


Examination requested by: SAC ^ LQg Angles 
Reference: >\irt®l dated 1/23/76 

Examination requested: Crypfcanaly 3is 

Remarks: 


Qcl is returned herewith to Los Angeles. 

Information copies of this report are being furnished 
to hew York and Milwaukee in view of their investigative interest. 

The enclosed report is primarily a summary and in some 
cases a transcript of the material contained in Pel . Th is 
analysis was directed at the int r act ion -between | land the 


Enclosures (2) (2 Laboratory reports) 

1 - Milwaukee (139-133) - Enc. 

1 - Mew York (139-397) - Enc. 

2 - San Francisco - Enc. (2) (2 Laboratory reports) 

3 - Los Angeles - Enc. (3) (2 Laboratory reports, Qcl) 


1 - Mr. Harward, sent direc±^-wi±ii -cmri name 

1 - Mr. Gallagher (Attn.: j | Room 5161 JEH) , sent 

DO NOT DISSEMIfJ. mmftlT wlth “° l0,ure 

jDA.pjo PAGE® GUI's; " "LUDETHIS 

.iNfORiiiATiX'j :.;;esip c; i/e report 


MAIL ROOM 


% 


ADMINISTRATIVE PAGE 


TELETYPE UNIT [ZD 




co mput&r inv olved rather thatt an interpretation of the contents 

°f jL I files. 1 [files appear to be directed to 

fellow "phone freaks" in an attempt to provide a medium for 
communicating his experiences with telephone systems and are 
generally self-estplanatory. An request for interpretations of 
the technical information regarding telephone functions contained 

in the texts of [ | files should be referred to the 

Radio Engineering Section of the Laboratory. 


Page 2 
CR-14494 RL 


7-2 


FEDERAL BUREAU OF INVESTIGATION 
UNITED STATES DEPARTMENT OF JUSTICE 


RECORDED 

3/3/76 

pjc 


To: SAC, San Francisco (139-£88) 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-15-2007 BY 60324/AIIC/BAW/STP/bls 


YOUR NO. 


Examination by: 


Examination requested by: SAC, LOS Angeles 
Reference: Airtel dated 1/2 3/76 
Examination requested: Cryptanalysis 



Qcl 











REPORT 



_-*c_ LABORATORY 


ALjNjDjFHATIOII COHTAIHEB 
HeSBFiS UNCLASSIFIED 
DATE 10-11-2007 BY 60324/AUC 


FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 


SAC, San Francisco (139-188) 

March 5, 1976 

FBI FILE NO. 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-15-2007 BY 60324/ AUC/BAW/STF /bis 


F B I 

Date: 3/15/76 


Transmit the followin 


/ 


(Type in plaintext or code) 

AIRMAIL 


(Precedence) 


DIRECTOR, FBI (139-4991) 


SEATTLE (139-162 ) 

d 


IOC 

00: San Francisco 


Re Seattle letter to Bureau, 2/17/76. 


On 


3/15/76[[ 


P^ :ific 


Northwest Bell Telephone Company, Seattle, Washington, 
that several motions have been filed by the attorney 
BOB CUMMINGS. One of these motions to dismiss is 
double jeopardy since CUMMINGS was actually 
in Municip al Court and then rearraigned in Superior CouJ-t. 'X^l 
~ [stated this motion is presently being reviewed by 
the Washington State Supreme Court, and th ere is no i ndication 
as to when court will rule on this motion. | ~| stated 



he will advise when a decision is made. 


He also advised there is no information as yet as 
to the origin of the blue box device used by CUMMINGS. 


SEATTLE t 

At Seattle, Washington 


PEC-70. 


739 - 999 /- 


Will follow prosecution in this matter through 
Pacific Northwest Bell Telephone Company. — _ 


(i)- Bureau 

1 - San Francisco (INFO) (139-188) 

2 - Seattle 
TASH : set 
(5) 


MAR 17 1976 


5 5'Har*: 


241976 Sp " 


ial Agent in Charge 


~ - m . _ 












(2) San Francisco should evaluate the enclosed 
computer print-out and set out appropriate leads to 
identify telephone numbers and names. 


LOS ANGELES 


AT LOS ANGELES, CALIFORNIA : (1) Will maintain 

contact with "Blue Box" sources. 


(2) Will determine subscriber identity to 
phone numbers in the Los Angeles area, numerated in 
the computer print-out. 




















b6 


board device which provided reciprocal control. and 

can activate telephone company facilities from outside telephone 

company premises. 

The "silver box" is the device which is activated 
by a telephone company operator to gain access to a busy 
line in emergencies. It is also used by repairman to 
check for shorts, leaks and frauds against the telephone 
company on service subscribers' lines. 




ALL rHFORHATIOir COHTAIHED 
hepe/m IS UNCLASSIFIED 
DATE 10-rJ.5-2&0j7 BY 60324/AUC/BA1 

SF 415 


dijfcvi 


i LLLltSL MKfcntf UF iHVtiiljbAIIOii 

LOMMUHSCATIOMS SECTi! 


L'iSLEWFE 




nr 033 SF CODE 

10:10 PM NITEJd 3/24/76 RRH 

TO; DIRECTOR, FBI C139-499D 

FROM: SAN FRANCISCO (139-188)(p) 


0 


Assoc. Dir. 

Dep.-A . D.-Adm 
Dep.-A.D.-Inv._ 
Asst. Dir.: 
Admin. . 


Comp. Syst 

Ext. Affairs , 

Piles ~ 

Gen. Inv. 

Ident. 


. Affairs , : 

s & ^ 

lection _ V 


Laboratory _____ 
Plan. & EvaL _ 

Spec. Inv. 

Training 

Legal Coun. 

Telephone Emu __ 
Director SecV 


Ls^L-$T\ f/) ! ; b 6 

ATTN: SUBSTANTIVE DESK A ND RADIO ENGINEERING SECTION. / f ^b7D 


ET AL, IOC, 00: SAN FRANCISCO. 


V 


ON MARCH 34, 1976, 


SAN JOSE, CALIFORNIA, ADVISED 


THAT A REVIEW OF INFORMATION AVAILABLE TO HIM DISCLOSED THAT DURING 
THE MONTH OF MARCH, APPROXIMATELY 200 TELEPHONE CALLS PER NIGHT WERji) 


MADE ON SEVERAL OCCASIONS FROM THE TELEPHONE LOCATED IN 


BE- 


LIEVES THAT AN AUTOMATIC DIALING DEVICE IS BEING USED TO GENERATE 
THESE CALLS IN THAT NUMBERS CALLED ARE IN NUMERICAL ORDER, SUCH AS 
800-324-1000, 800-324-1001, 800-324-1002, ETC., AND ARE OF VERY 
SHORT DURATION. k , r: 


% rv/ />// 

BELIEVES THE PURPOSE OF THIS’* JjtXERClSE IS AN ATTEMPT TO 


LOCATE A LEGITIMATE INCOMING 300 WATS NUMBER THAT HAS BEEN TIED TO 

A LEGITIMATE OUTGOING 300 WATS NUMBER BY THE SAME SUBSCRIBER. ONCE 

5 MAR Ld 'YJ, z 

SUCH A NUMBER HAS BEEN LOCATED, AN INDIVIDUAL CAN PL ACE A CAL L TO 
THE 300 NUMBER, BRING UP A DIAL TONE, AND THEN DIAL ANY NUMBER 




1 


t 


b7C 

b7D 


SF 109-1B6 PAGE TWO 

WITHIN THE AREA SUBSCRIBED TO BY THE OUTGOING 600 NUMBER. 

~~ | C0NC LUDED TH at 


MANIPULATION OF THE S00 WATS NUMBERS IS LEGAL AND THAT THE TELE- 
PHONE COMPANY HAS NO RECOURSE AGAINST AN INDIVIDUAL WHO USES THIS 
SYSTEM TO MAKE TOLL FREE PERSONAL TELEPHONE CALLS. 

ON MARCH 24, 1976, AUSA FLOY DAWSON ADVISED THAT HE WOULD 
MAKE A FULL DISCLOSURE TO THE DEFENSE PRIOR TO ANY PLEA MADE BY 

|daWSON FEELS THE DEFENSE HA S A RIGH T TO KNOW THE RELATION- 

IwGULD MAKE HIS PLEA. 


SHIP BETWEEN PT <*T AND THE FBI BEFORE 
HE FURTHER ADVISED THAT HE PLANS TO TALK TO USA BROWNING DURING 
THE LATTER PART OF THIS WEEK OR THE FIRST PART OF NEXT WEEK. 

SAN FRANCISCO WILL KEEP THE BUREAU ADVISED OF DAWSON’S 
MEETING WITH BROWNING. 

END. 


^ / 


\ mm 


Hm 







mmm* 

$PECI*t ‘NVESTHUTiVt 

1. Caution (MKE) - Insert “C” in block if caution' indicated. Basis for caution statement must appear in 
Miscellaneous block, e.g. aimed and dangerous. 

2. Name (NAM) - Place name in this blocl^ptj^lia^es ^y>#^^ered in this block but are to be placed in 

3. Sex (SEX) • Sex will be designated by one letter, (male) or F (female). 

4. Race (RAC) - Race will be described by one letted, &Hwhite), N (Negro), I (Indian), C (Chinese), J (Japanese), 

O (all other). Mexicans who are not dfctiifil41€P 1 ?.i^fo(llf)^?’{P 1 P nw ^* l ' e should be described as “W”. 

5. Place of Birth (POB) - Indicate city and state or, if foreign bom, city and country. Where multiple birthplaces 
are reported, list verified birthplace or that which appears most logical in this block. 

6. Birth Date (DOB) - Enter as month, day and year. Where multiple birth dates are reported, enter verified birth 
date or that which appears most logical in this block. Place other dates of birth in Additional Identifiers block. 

7. Height (HGT) - Express in feet and inches, e.g., 6’ 0”. Round off fractions to nearest inch. 

8. Weight (WGT) . Express in pounds. Omit fractions. 

9. Eye Color (EYE) - Use appropriate three character symbol. 

10. Hair Color (HA!) - Use appropriate three character symbol. 

11. Skin Tone (SKN) - Use appropriate three character symbol. 

12. Scars, Marks, Tattoos, etc. (SMT) - Place in this block only appropriate NCIC coding for scars, marks, tattoos, 
birthmarks, deformities, missing body parts and artificial body parts as defined in NCIC Operating Manual. If 
more than one SMT is to be entered, use Additional Identifiers block for additional appropriately coded items. 

Use Miscellaneous block to describe all scars, marks, tattoos, etc. which are not defined in the NCIC Operating 
Manual and to more fully describe SMT’s which have been entered in SMT block. For example, an appendectomy 
scar, not being readily visible, would be deseribed in the Miscellaneous block. A tattoo on right arm, shown as 
TAT R ARM in block, might be further described in Miscellaneous block as a rose tattoo on inside of lower right 

13. NCIC Fingerprint Classification (FPC) - Enter NCIC fingerprint classification. 

14. Other IdentifyingNumber (MNU) - Miscellaneous numbers may be entered with appropriate identifiers (prefixes) 
as shown below. For first miscellaneous identifying number, use MNU block. When military service number is 
in fact Social Security Account Number, the number should be entered in both MNU and SOC blocks. Additional 
identifying numbers are placed in Additional Identifiers block. The identifier (prefix) should precede the 
number and be separated from the number by use of a hyphen. 

AF - Air Force Serial Number 
AR - Alien Registration Number 

AS - Army Serial Number, National Guard Serial Number or Air National Guard 
Serial Number (regardless of State) 

CG - U. S. Coast Guard Serial Number 
MD - Mariner’s Document or Identification Number 
MC * Marine Corps Serial Number 

MP - Royal Canadian Mounted Police Identification Number 
NS - Navy Serial Number 
PP - Passport Number 
PS - Port Security Card Number 
SS - Selective Service Number 
VA - Veterans Administration Claim Number 

15. Fingerprint classification (Henry System) - The Henry System fingerprint classification is to be placed in this 
block, when available. Do not enter in NCIC. 

16. Social Security Number (SOC) - Place subject’s Social Security Account Number in this block. 

17. Operator’s LicenseNumber-Place subject’s operator’s license number in OLN block. Also show licensing 
state (OLS) and year license expires (OLY). 

18. Warrant Issued By-On-(DOW)- to Escaped Federal Prisoner cases enter date of escape in DOW block. 

19. Miscellaneous (MIS) - Enter additional pertinent information in this block. If caution statement used, basis for 
statement must be set forth as first item in this block. 

20. License Plate and Vehicle Information - Place information concerning license plate and/or vehicle known to be 
in the possession of subject in appropriate blocks under License Plate and Vehicle Information heading. 

21. Additional Identifiers - Enter information concerning additional license plates (number, state, year expires, and where 
applicable, type); Social Security Numbers; operator’s license number, state and year expires; vehicle information 
(VIN, VYR, VMA, VMO, VST, VCO); MNU’s (see list in item 13 above); visible scars, marks, tattoos, etc.; and dates 
of birth. Clearly identify what data is being set forth; e.g. Social Security # 423-56-3294; Michigan operator’s license 
234567, expires 1972; DOB’s 4/5/32, 5/3/32; etc. 

22. Changes and deletions should be so indicated in the appropriate blocks. 

• # 
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FEDERAL BUREAU OF INVESTIGATION 


SAN FRANCISCO [ SAN FRANCISCO 4/5/76 | 2/23/76 - 4/2/76 

TITLE OF CASE p e^tmaoe^ i/ /' 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 10-15-2007 BY 60324/AUC/BAN/STP/Bls 


(CHARACTER OF CASE 


INTERCEPTION OF COMMUNICATIONS 
FRAUD BY WIRE 


REFERENCE: San Francisco teletype to Bureau, dated 4/2/76. 


SAN FRANCISCO 

AT SAN FRANCISCO. CALIFORNIA . Will follow and 
report prosecution. 



\ ACCOMPLISHMENTS CLAIMED 

^ NONE 


CASE HAS BEEN! 


CON VIC. 

AU TO. 

W 

PINES 

! SAVINGS 

RECOVERIES 

TALS 



u^rT" 

!^F 

: / — , 




PENDING OVER ONE YEAR 1 IV 
PENDING PROSECUTION 

OVER SIX MONTHS 1 IV 

ES rjjNO 
ES ntNO 


DO NOT WRITE IN SPACES BELOW 


2 > / > j£ireau (139-4991) 

USA, San Francisco (ATTENTION: 
AUSA FLOY DAWSON) 

2 - San Francisco (139-188) 


Dlssemlnotlon Record of Attached Report j) ^ I Notation* — I I .... i 


Agency 
Request Reed. 
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FEDERAL BUREAU OF INVESTIGATION 


J'D.302 (Rev. 11-27-70) - 


n f 2/24/76 

Dot© of transcription 


information: 


furnished the following 


1 (advised that analysis of information made 

available to him revealed that the following "Blue Box” assisted 
telephone calls were made from a pay telephone bearing Telephone 
Number 415-327-9462, which is located at 1933 Menalto, Menlo 
Park, California: 


On February 12, 1976, an unknown person dialed 
New York Information 212-555-1212 and with the use of a "Blue 
Box” then generated a 2600 cycle tone thereby causing the 
Information Number to be disconnected and seizing the telephone 
line. Then through the use of a "Blue Box” generated 477-6945 
at approximately 3:11 p.m. 


At 3:12 p.m., he generated another 2600 cycle tone 
which disconnected the prior number and then generated through 
the use of a "Blue Box” 514-555-1212. He then generated a 
2600 cycle tone and through the use of a "Blue Box" generated 
965-1555. This number was misdialed and it was tried again 
and the call was on the line for approximately 1 minute. 

Through the use of a 2600 cycle tone, he disconnected 
the prior call and then generated through a "Blue Box" 213-555-1212. 
A 2600 cycle tone was then generated and through the use of a 
"Blue Box" he generated 999517. 


Based upon the above information, further analysis 
was made and on February 20, 1976, at approximately 4:45 p.m., 
an unknown male dialed 800-692-3300. He then generated a 
2600 cycle tone, thereby disconnecting that number and seizing 
the line. Through the use of a "Blue Box" he then generated 
4 and nothing happened. 


At approximately 4:46 p.m., he dialed 800-692-3300 
and with the use of a 2600 cycle tone, disconnected this 
number and through the use of a "Blue Box" generated 
580-648-64666 . 


2/23/76 ot SAN JOSE, CALIFORNIA SF 139-188- b 


[dew 2/24/76 

J Date dictated 

2 

This document contains neither recommendations nor conclusions oi ine FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed outside your agency. 

gpo : 1875 o - tse-ne 
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At approximately 4:49 p.m. , he dialed 800-692-3300 
and through the use of a 2600 cycle tone disconnected this 
number and generated with a "Blue Box" 586-4864. He talked 
for approximately 6 minutes to a woman and told her that 
the pigs are after him; he has two outstanding traffic warrants; 
and he only had $25 and would be short on his rent. 

At approximately 4:55 p.m., through the use of his 
"Blue Box", he generated 317-555-1212 and with a 2600 cycle 
tone disconnected this number and using his "Blue Box" 
generated 317-999-1234567890. The same sequence was generated 
again at 4:55 p.m. and four additional times at 4:56 p.m. 

This number accessed the telephone company's computer in 
Indiana and was a test to see if his "Blue Box" worked 
properly. The computer indicated he had trouble with his 
number 4 and 7. ~ 

At approximately 4:56 p.m., through the use of his 
"Blue Box", he generated 999-009 and generated a 2600 cycle 
tone and again with his "Blue Box" generated 999-0094. He 
then generated another 2600 cycle tone, thereby disconnecting 
the number. 

At approximately 4:57 p.m., he twice generated 
999-0094 and after each one generated a 2600 cycle tone, 
disconnecting the line. 

At approximately 4:57 p.m., through the use of his 
"Blue Box", he generated 999-009 and immediately generated a 
2600 cycle tone, thereby disconnecting the line. At approximately 
4:57 p.m., through the use of his "Blue Box", he generated 
415-965-1555, and talked to a female for approximately 3 minutes. 
He stated this is 1 The female gave him two telephone 

messages ; to call I and to call someone 

in Fremont at 656-6982 . He then hung up the receiver, thereby 
disconnecting the line. 

b6 

At approximately 4:59 p.m., he dialed 800-882-1000 b7c 
and then generated a 2600 cycle tone, thereby disconnecting 
that number and seizing the line. Through the use of a "Blue 
Box" he then generated 656-6982 but no one answered the phone. 

He then hung up the receiver, disconnecting the line. 


3 
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At approximately 5:05 p.m., he dialed 800-426-0265, 
and immediately generated a 2600 cycle tone and then generated 
a telephone supervisory tone commonly called key pulse and 
then again generated a 2600 cycle tone. He then generated 
through the use of a "Blue Box" 215-121. He then generated a 
2600 cycle tone and twice more through the use of a "Blue 
Box" generated 215-121. After the last time, at approximately 
5:05 p.m., an Operator in Pennsylvania came on the line. He 
then stated that this was a transmission test and asked the 
Operator to put him through to 028-121, which was the telephone 
code for Allentown, Pennsylvania, Inward Operator.' He was 
connected with this Operator and asked for assistance in 
dialing 694-0724. The call was connected and he asked is 
j — [there. The answer was no and he then generated a 2600 
cycle tone. 

At approximately 5:08 p.m., he generated a 2600 
cycle tone and through the use of his "Blue Box" generated 100. 
He did this a second time, and at approximately 5:08 p.m., 
generated 15 then generated a 2600 cycle tone. At approximately 
5:08 p.m. through the use of a "Blue Box" he generated 
215-694-0724 and talked to an unknown male for approximately 
4 minutes. The conversation concerned computers. He then 
generated a 2600 cycle tone, and at approximately 5:12 p.m., 
generated through the use of his "Blue Box", 215-694-0724 and 
stayed on the line for approximately 9 minutes and initially 
talked to the same person as before. He then generated a 
2600 cycle tone, thereby disconnecting that call. 

At approximately 5:21 p.m., through the use of 
a "Blue Box", he generated 023-121 and asked for Operator 
Assistance in dialing 493-1031. There was no answer to 
this call. 


I I advised there was no further activity until 

approximately 5:44 p.m. At that time, the person whistled 
2600 cycle tone and got an Operator. He asked for assistance 
in dialing 647-8538. He then said Hello land the answer 

was no. He then generated a 2600 cycle tone , thereby disconnecting 
the call. 
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At approximately 5:45 p.m. , he generated through 
the use of a "Blue Box” 100 and then generated a 2600 cycle 
tone. This was done three additional times. 

At approximately 5:46 p.m. through the use of 
a "Blue Box" he generated 999-1234567890017009. He then 
whistled 2600 cycle tone. 

At approximately 5:46 p.m., he generated a 2600 
cycle tone, then key pulsed, and then through the use of 
a "Blue Box" generated 023-121 and immediately generated a 
2600 cycle tone, thereby disconnecting the call. 

At approximately 5:47 p.m., he generated a 2600 cycle 
tone and through the use of a "Blue Box" generated 031 and 
then generated another 2600 cycle tone. He then key pulsed 
and generated 023-121 and immediately generated a 2600 cycle 
tone. This was done two more times at approximately 5:47 p.m. 

A voice then came on the line and stated "Inward Operator" 
and he stated Assistance on_M3-1031. He started the 
conversation with This is j j and was on the line approximately 

3 minutes. At approximately 3:50 p.m., he generated a 2600 
cycle tone and through the use of a "Blue Box" generated 103. 

He then hung up the receiver. 

At approximately 7:41 p.m., he dialed 0 and then 
through the use of a "Blue Box" generated 081-210 followed 
immediately by a 2600 cycle tone. He did this again at 
7:41 p.m. 

At approximately 7:42 p.m. through the use of 
a "Blue Box" he generated 408-1210 and then generated a 
2600 cycle tone. 

At approximately 7:42 p.m., he generated 
408-121 and then a 2600 cycle tone. This was done 5 more 
times at 7:42 p.m. 

At approximately 7:43 p.m., through the use of a 
"Blue Box", he generated 408-121 and a San Jose Operator 
came on the line. He asked for Assistance on No Ring 255-6666. 
This call was put through and the number was busy. He then 
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stated This is an urgent call fro 


stated It 
Urgent for 


t 


rr j k nd the Operator 

runk. He then said O.K. and 


tones . 


At approximately 7:44 p.m., he generated undetermined 


At approximately 7:46 p.m., an Operator came on 
and said Redwood City and he asked for Assistance on No Ring 
364=5331*- The call was put through and he asked for | i 

i I This person was not there and he then generated a 

2600 cycle tone. 


At approximately 7:47 p.m., through the use of a 
•’Blue Box", he generated 023-121 and an Operator answered 
Inward Operator. He requested assistance in ringing 964-9013 
hut there was no answer. He then generated a 2600 cycle tone 
and then hung up the receiver. 


A "Blue Box" is a device which generates multi- 
frequency tones and supervisory tones utilized within the 
telephone companies toll network and which are different 
from those tones generated by individual subscriber telephone 
equipment. 


6 
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FEDERAL BUREAU OF INVESTIGATION 


Dot* of transcription _ 


following information reg 
current subscribers: 


I, provided the “ 
i numbers and their 


800-692-3300 - disconnected 

415-965-1555 _ 

This is a line off of main number 965-1940 
Your Exchange Secretary 
1901 Old Middlef ield Way 
Mountain View, California 

408-245-6810 
Addington Laboratories 
680 West Maude 
Sunnyvale, California 

(electronic equipment and supplies manufacturers, 
microwaves and solid state equipment) 



ter viewed on 2/24/76 ___ ot San Jose, California 
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The following listings represent services currently 
subscribed to by Call Computer, 1961 Old Middlefield Way, 
Mountain View, California: 

964- 5331; 964-5332; 964-5333; 964-5334 

These four numbers have 13 telephone instruments 
assigned to them. In addition, the following numbers are 
also listed: 

965- 1134; 961-2025; 961-6297; 969-6944; 

961-7996 

Incoming data set lines 965-1111 through 965-1121 
inclusive, are used as coupler lines to feed computers. 

The following foreign exchange numbers are 
subscribed to from Palo Alto and Sunnyvale, California: 

328-5557; 328-5537; 328-5558; 328-5559; 

328-5588; 736-8280; 736-8281; 736-8282; 

736-8284; 736-8289 

The Community Computer Center, doing business as 
People's Computer Center, 1919 Menalto, Menlo Park, California, 
subscribes to the following telephone services : 

326-4444; 326-0631; 326-2911; 326-4521; 

323-8404 (answering service) 

The Computer Center does not subscribe to any 
data lines. 


9 
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j ladvised that analysis of information made avail- 

able to him revealed that the following "blue box" assisted 
telephone calls were made from a pay telephone bearing telephone 
number 415-327-9462, which is located at 1933 Menalto, Menlo 
Park, California. 

On February 27, 1976* an unknown male dialed operator 
then through the use of a "blue box" generated a 2600 cycle 
tone at approximately 4:36 p.m. 

At approximately 4:37 p.m. , he generated a 2600 cycle 
tone and then through the use of his "blue box", generated a 
telephone supervisory tone commonly called key pulse and then 
generated 1-2-1, then generated start. 

At approximately 4:40 p.m., he generated a 2600 cycle 
tone and through the use of his "blue box", generated a key pulse, 
then generated 100, then generated start. 

At approximately 4:40 p.m., he generated a 2600 cycle 
tone and then through the use of a "blue box", he generated a 
key pulse, then generated 055-121, then generated start. 

At approximately 4:41 p.m. , he generated 2600 cycle 
tone and then through the use of a "blue box", generated a key 
pulse, and then generated 100, then generated start. 

At approximately 4:43 p.m., he generated a 2600 cycle 
tone and then through the use of a "blue box", generated a key 
pulse, then generated 08-121, then generated start. 
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At approximately 4:46 p.m., he generated a 2600 cycle 
tone and then through the use of a "blue box”, generated a key 
pulse, then 100, and then start. 

At approximately 4:46 p.m., he generated a 2600 cycle 
tone thereby, freeing the line and ended his calling. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 3/11/76 


Your Exchange Secretary (YES) 


3105 El C amino Real, furnished the following information: 


advised that|_ 


Jutilizes the services 


of YES, which is a telephone answeri ng service company. 
advised thatf" 


22Z 5.1 an4 


ligtedL 


I started services on July 2 


24 hour a day service , seven days a week. 


3 

Juse 


1 | land he is a joint user. 

|advised that a joint user is a person who receives tele- 
phone' calls at YES and YES answers only by giving ,fch_e__phone 

number called. If the caller then asks for | (they 


are told that he is not in and a message is taken. 





Messages are punched by a timeclock when they are 
received and are punched again when they are given to the customer, 
They are normally punched as soon as they are given; however, 
several minutes can lapse before they are punched. 


MOUNTAIN VIEW, CALIFORNIA ^ # SF 159-188 - 

and , . 
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FEDERAL BUREAU OF INVESTIGATION 


— - 3 / 5/76 


A visual check of the pay telephone located at 
1933 Menalto determined that it bears Telephone Number 
415-327-9462. 




FEDERAL BUREAU OF INVESTIGATION 


sent to Search Form 


following items were obtained: 

1. Bag of miscellaneous electronic parts containing 
small screwdriver with a green handle; 

2. Memo rex 45 cassette tape bearing caption 
"Cat Stevens"; 

3. Sheet miscellaneous numbers bearing heading | 
"CNA for main U.S. cities"; 

4. Six computer printouts; 

5. Manila folder captioned "Morning Report Chain" 
containing 8 computer printouts; 

6. Green plastic garbage bag containing teletype 
printer tape and 1 computer printout; 

7. Composition book entitled, "Confidential Voice 
Scrambler" ; 

8. Brown paper bag containing numerous computer 
printouts and teletype printer tapes; 

9. Two manila folders containing numerous computer 

printouts ; 

10. Teletype printer tape and 8 information sheets; 

11. Teletype printer tape and teletype hard copy; 

12. Circuit Board and two computer printouts; 


MOUNTAIN VIEW, CALIFORNIA SF 139-188 
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13. Black box approximately two inches by one 
inch by four inches containing miscellaneous electronic 
components ; 

14. Hard copy of teletype printout; 

15. Computer printout; 

16. Spiral notebook containing numerous names 
and numbers; 

17. May 15, 1973 original NCIC Agency Identifiers 

Manual ; 

18. Shopping bag containing numerous computer 
printouts and teletype printer tapes; 

19. NCIC Operating Manual Revision Number 20; 

20. Circuit board, telephone touch pad, and 
drawing of multipurpose pushbutton telephone unit; 

21. Black plastic box approximately one inch by 
two inches by three inches containing miscellaneous electronic 
components ; 

22. Five seven inch reels of one quarter inch 
magnetic tape. 
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FEDERAL BUREAU OF INVESTIGATION 


to a Consent to Search Form executed 


| The following item was ooraine 

One xerox of a October 30, 1970, NCIC 
Operating Manual. 


4/2/76 MOUNTAIN VIEW, CALIFORNIA # SF 139-188 



1 

SF 139-188 
JRL/dew 



* 




M 

% : 7Q 


On March 31, 1976, Assistant United States Attorney 
(AUSA) FI .QY DAWSON authorized the filing of a complaint charging 
|with two counts of violation Title 18, U.S. 
Code; Section 13^3, Fraud By Wire . 

On April 1, 1976, an authorized complaint was 
filed before U.S. Magistrate OWEN E. WOODRUFF. 

On Anril 2, 1976 I |was taken before U.S. 

Magistrate NORDIN BLACKER, San Jose, California, who released 
him on a $5,000 personal recognizance bond and set a preliminary 
hearing date of April 22, 1976. 
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INFORMATION CONTAINED 


NR 017 SF COiH" 

’ PM NIT£k^V3/7S VMK 


•^MMUMJCATiOKS SECTION 

AFfTPSi^ 

>&Li£.if'Vr£ 

Memo ^ 

t^te 


Assoc. Dir. 
Dep.-A.DdbdpL 

Dep.-A.&«Jp5 !JZ 
Asst. Dir.:/ 

Admin. 

Comp. Syst. _ 
Ext. Affairs/. 
Files & 

. Gen. Inv.jEL- 


TO; DIRECTOR, FBI (13 9-4991) AND LOS ANGELES (13 9-414) 
FROM: SAC, SAN FRANCISCO C 13 0- loo) C p) 

ATTENTION: SUBSTANTIVE DESK AND RADIO ENGINEERING SECTION. 

| “ FUGITIVE. IOC. 00: SF. 

RJ_ " RE SAN FRANCISCO FD-65 TO BUREAU, APRIL 1, 1076. 
j 1 ON APRIL 1, 1976, AN AUTHORIZED COMPLAINT WAS FILED 
JtWEF&RE J. 3. MAGISTRATE OWEN E. WOODRUFF CHARGING 

WITH TWO COUNTS OF VIOLATION OF TITLE lo, U. S. ICODE, 
oEdTIuN 1343, FRAUD BY WIRE. EX-115 



iTzm s — 

THE FOLLOWING IS A SUMMARY OF Mmm LOCATED: 

ONE RED BOX? ONE XEROX OF A OCTOBER 00 , 1970, NCIC OPERATING 
MANUAL; ONE MAY 13, 1973, ORIGINAL NCIC AGENCY IDENTIFIERS ^ 


MANUAL; NUMEROUS COMPUTER PRINTOUTS; NUMEROUS TELETYPE 
PRINTOUTS; AND NUMEROUS TELETYPE PUNCHED TAPES. 






* 


T 


r 


> .■ * 

PAGE 

SF 13 0-1 S3 


♦ 



| I WAS TAKEN BEFORE J. S. MAGISTRATE NORDIN 

BLACKER, SAN JOSE, WHO RELEASED HIM ON A $5,000 PERSONAL 
RECOGNIZANCE BOND. PRELIMINARY HEARING SET FOR APRIL BE, 1 D7o. 


WAS BOOKED AT THE SANTA CLARA COJNTY JAIL 
AND WAS APPOINTED A FEDERAL PUBLIC DEFENDER BY MAGISTRATE 
BLACKER. 


NEW YORK BEING FURNISHED AIR MAIL COPY IN VIEW 
OF THEIR INTEREST IN CASE. 

END 





ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE IQ- 1S-2007 BY 60324/ AUC/BAN/STF/1 


Date: 4/8/76 


(Type in plaintext or code ) 

AIR MAIL 

(Priority) 


DIRECTOR, FBI (139-4991) 
(ATTENTION: FBI LABORATORY) 

SAC, SAN FRANCISCO (139-188) (P) 


IOC; FBW 
00: SF 


I Intel! . 

Laboratory A. 
Legal Gout/ _ 
Plan. & Evhfc-" 

Rec. Mgrnt. 

Spec. Inv. 

-Xrainjjag — 

Telephone Rm. . . 
Director Sec’y. 



Re San Francisco report of SA 
dated 4/5/76. I 

Enclosed for the Radio Engineering Section are 
the following items obtained pursuan t to the execution of 
a Consent to Search form executed bvf ~~ 


Item Number 7 y 

Composition book entitled "Confidential Voice Scranrtjler 

Item Number 12 

Circuit Board and two computer printouts 
Item Number 13 

Black box approximately 2 inches by 1 inch by 
4 inches containing miscellaneous electronic 
components . ^ 

CY-llS &&& /■• 7 . 

Item Number 20 •' ■ ' / 

Circuit Board, telephone touch pad, and , draw ing 
of multipurpose pushbutton telephone unitT*’ 1,111 

Item Number 21 3 API 

Black plastic box approximately 1 inch by 2 inches 
by 3 inches containing miscellaneous electronic ’ - 

components . # , 


Bureau ... •+• 

^(1 - Package) (Enel. 1$) 

> Milit t : 

dUO Agent in Charge 


2 - San Francisco ^ 
JRL/dew (7) C-2 ^ 


Sent 




SF 139-188 
JRL/dew 


Unnumbered Item 

/r~\ ^ Black plastic box 1 inch by 2 inches by 8 inches 

(jy / containing three buttons on top and on/off switch. 

Enclosed for the Cryptology Section are the following 
items obtained during the same Consent to Search: 

Item Number 3 

Q Sheet miscellaneous numbers bearing heading 
(jj 0 ■ "CNA For Main U.S. Cities" 

q Item Number 4 

Q 7 Six computer printouts 

Item Number 5 

/’ l j 0 Manila folder captioned "Morning Report Chain" 

y' 

• Item Number 6 

n . Green plastic bag containing teletype printer tape 
f j / ( and computer printout 

■ — t 

Item Number 8 

} y Brown paper bag containing numerous computer 
KJf ’ ^ printouts and teletype printer tapes 

Item Number 9 

rs~\ ("2 Two manila folders containing numerous computer 

(V 1 printouts 


Item Number 10 

Teletype printer tape and eight information sheets 
Item Number 11 

Teletype printer tape and teletype hard copy 

Item Number 14 
Teletype hard copy 

Item Number 15 
Computer printout 

Item Number 16 

Spiral notebook containing numerous names and 
numbers 


2 



t 


SF 139-188 
JRL/dew 


qtl 


Item Number 18 

Shopping bag containing numerous computer 
printouts and teletype printer tapes 


The Radio Engineering Section is requested to analyze 
the enclosures directed to them in order to determine what they 
are and how they can be used. 

The Cryptology Section is requested to analyze the 
enclosures directed to them in order to determine what they 
are. 


3 



Recorded 
‘ 4-13-76 
hmw 


FEDERAL BUREAU OF INVESTIGATION 
UNITED STATES DEPARTMENT OF JUSTICE 

Laboratory Work Sheet 


SAC, San Francisco (139-188) 


Re- ET AL; 

IOC; FBW 


OO: San Francisco 


San Francisco 


Air tel, 4/8/76 
Engineering - Cryptanalysis 


Composition book entitled "Confidential Voice Scrambler" 
(Item Number 7) 

Circuit Gk Board and two computer printouts (Item Number 12) 

Black box approximately 2 inches by 1 inch by 4 inches 
(Item Number 13) 

Circuit Board, 'E telephone touch pad, and drawing of 
multipurpose pushbutton telephone unit (Item Number 20) 

Black plastic approximately 1 inch by 2 inches by 3 inches 
(Item Number 21) 

Black plastic box 1 inch by 2 inches by inches 
4idx (Unnumbered item) 

Sheet of miscellaneous numbers bearing heading "CNA For 
Main U.S. Cities" (Item Number 3) 


Page 1 


(over) 




Q9 Six computer printouts (Item Number 4) 

Q10 Manila folder captioned "Morning Report Chain" (Item Number 5) 

Qll Green plastic bag containing teletype printer tape and computer 
printout (Item Number 6) 

Q12 Brown paper bag containing numerous computer printouts 
and teletype printer tapes (Item Number 8) 

Q13 Two manila folders containing numerous computer printouts 
(Item Number 9) 

Q14 Teletype printer tape and eight information sheets (Item Number 10) 

Q15 Teletype printer tape and teletype hard copy (Item Number 11) 

Q16 Teletype hard copy (Item Number 14) 

Q17 Computer printout (Item Number 15) 

Q18 Spiral notebook containing numerous names and numbers (Item 
Number 16) 

Q19 Shopping bag containing numerous computer printouts and teletype 
printer tapes (Item Number 18) 


H2PX2E5S8X33XSXX 
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E-3734 SZ 



Ji 
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Date: 4/8/76 



(Type in plaintext or code) 



AIR MAIL 



(Priority) I 

AU -i IffSBHWSOS -G eiffiteSE©- r - 

HEREIN IS UNCLASSIFIED 

TO: DIRECTOR, FBI (139-4991) date 10-16-2007 by 60324/Auc/BAW/srp/bis 

(ATTENTION: FBI LABORATORY) 

FROM: SAC, SAN FRANCISCO (139-188) (P) 

SUBJECT: | | be 

ET AL b7C 

IOC; FBW 
00: SF 

Re San Francisco report of SA 
dated 4/5/76. 

Enclosed for the Radio Engineering Section are 

the following items obtained pursuant —fco _± h <=> -jaxaim tin ri— o f . 

a Consent to Search form executed bv I L, 


\Item Number 7 

^Composition book entitled "Confidential Voice Scrambler" 
Item Number 12 

Circuit Board and two computer printouts 

(V 

Item Number 13 

Black box approximately 2 inches by 1 inch by 
4 inches containing miscellaneous electronic 
components . 

Item Number 20 

Circuit Board, telephone touch pad, and drawing 
of multipurpose pushbutton telephone unit. 

Item Number 21 

Black plastic box approximately 1 inch by 2 inches 
by 3 inches containing miscellaneous electronic 
components . 


Bureau 

(l)- Package) (Enel. 19) 


2 - San Francisco 
JRL/dew (7) C-2 


Sent 



SF 139-188 
JRL/dew 


# • 


Unnumbered Item 

Black plastic box 1 inch by 2 inches by 8 inches 
containing three buttons on top and on/off switch. 

Enclosed for the Cryptology Section are the following 
items obtained during the same Consent to Search: 

Item Number 3 

Sheet miscellaneous numbers bearing heading 
. " CNA For Main U.S. Cities" 

Item Number 4 

Six computer printouts 

Item Number 5 

Manila folder captioned "Morning Report Chain" 

Item Number 6 

Green plastic bag containing teletype printer tape 
and computer printout 

Item Number 8 

Brown paper bag containing numerous computer 
printouts and teletype printer tapes 

Item Number 9 

Two manila folders containing numerous computer 
printouts 

Item Number 10 

Teletype printer tape and eight information sheets 
Item Number 11 

Teletype printer tape and teletype hard copy 

Item Number 14 
Teletype hard copy 

Item Number 15 
Computer printout 

Item Number 16 

Spiral notebook containing numerous names and 
numbers 


2 


SF 139-188 
JRL/dew 


Item Number 18 

Shopping hag containing numerous computer 

printouts and teletype printer tapes 

The Radio Engineering Section is r ^e^ed to 
the enclosures directed to them in order to determine what they 
are and how they can he used. 

The Cryptology Section is requested to analyze the 
enclosures directed to them in order to determine what they 



the Interception of Communications ( 
ch , nnnnerrus. the, interception of— a. tal 


| "underground phone freaks" hav 
a method to intercept telephonic conv 

ugh the use x>f a "blue box." Althoug 

n of| |was declined with regard 

olation, investigation continued to P 


"Red Box," a Xerox copy of a 10/30/70 NCIC o perating 
manual, and numerous computer paraphernalia.] 
was released by the U.S. Magistrate, San Jose, on 
$5,000 personal recognizance bond. Hearing scheduled 
for 4/22/76.1 I 


1 - Mr. Callahan Dep. ad Mm. , 

1 - Mr . Adams Dep ad imipWR* 

1 - Mr . Cochran Asst - Dir • 4 ' 


1 - Mr. Decker 
1 - Mr . Moore 
1 - Mr. Fehl 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-16-2007 BY 60324/ AUC/BAW/STP/bls 




FD-263 (Rev. 12-19-67) 


• • 

= FEDERAL BUREAU OF INVESTIGATION^ i a 


REPORTING OFFICE 

SAN FRANCISCO 

OFFICE OF ORIGIN 

SAN FRANCISCO 

5/5/76 

4/21/76 - 5/4/76 ! 

TITLE OF CASE 

IMPORT MADE B V 



ALIi INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 10-1 6-- 2007 BY 6 0 3 2 4/AUC /BAN/ 3TP /li 1 3 


.HAKaCTETTTJF CASE 


INTERCEPTION OF COMMUNICATIONS; 
FRAUD BY WIRE 


new 




REFERENCE: San Francisco report of SA|_ 

-P- 


dated A/ 5/76. 


ADMINISTRATIVE: 

FD-302 reflecting investigation on 2/20/76 included 
in this report inasmuch as it was inadvertently omitted from referenced 
report. _ 





SF 139-188 
JRL/ dew 



LEAD: 

SAN FRANCISCO 

AT SAN FRANCISCO, CALIFORNIA, Will maintain 
contact with AlISA DAWSON. " 


B* 

COVER PAGE 




UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 


ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 

DATE 10-16-2007 BY 60324/AUC/BAW/STP/bls 


1 - USA, San Francisco 
(ATTENTION: AUSA FLOY DAWSON ) 


Office: SAN FRANCISCO, CALIFORNIA 


Field Office File #, 139-188 


Bureau File#: 1 39.499! 


INTERCEPTION OF COMMUNICATIONS; 
FRAUD BY WIRE 


I Your 

one messages received 


|indicted by FGJ on 3 counts T. 18, U.S.C., Section 

1343, Fraud Toy Wire . 


On April 21, 1976,1 


was indicted 


by the Federal Grand Jury, San Francisco, UaITTornia, on 
three counts of Title 18, U.S. Code, Section 1343, Fraud by 
Wire. 



FD-302 iRev. 11-27-70) 


FEDERAL BUREAU OF INVESTIGATION 


Dote of transcription 2/2 3/76 


On F ebruary 20, 19 76, at 5 : 2 3PM , | 

~jwas observed in a public phone booth 


adjacent to the Menalto Market located on the 1900 
block of Menalto Avenue, Menlo Park, California. 

He was hunched over in the booth with his face 
close to the door, as if he were peering out. He 
was alone in the booth and no one appeared to be 
waiting in the vicinity for the booth. 


At the ti me that 1 [ was observed by 

SA f 1 SaI l hadin his possession 

a photograph of| "j made by the Santa Clara County 

Sheriff's Office dated May 4, 1972. 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to 
your tuff* vuayi U and it a contents are not to be distributed outside your agency. 





/ J5SA fpmr (41 cfrj 101-1. .8 ALL INFORMATION CONTAINED 

UNITED STATES GOVERNMENT HEREIN 13 UNCLASSIFIED 

DATE 10-16-2007 BY 60324/AUC/BAN/STF/blg 


in 


Memorandum 


DIRECT9R, FBI (139-4991) 

.j'V 

YlSAC, SEATTLE (139-162) (P) 



date: 5/6/76 


IOC 

00: SAN FRANCISCO 


Re Seattle airtel to the Bureau dated 3/15/76. 


On May 3, 1976 ^ [ 

Pacific Northwest Bell Telephone Company, Seattle, Washington, 
advised that the Supreme Court for the State of Washington 
is to rule on a mo tion of BOB CUMMINGS for dismissal based 
on double jeopardy J jstated that the telephone 

company has been unaoie to develop any information as to 
the origin of the blue box device. 

LEADS: 


SEATTLE DIVISION 

At Seattle , Washington 

Will follow prosecution in this matter through 
Pacific Northwest Bell Telephone Company. 


- Bureau 

' 1 - San Francisco (139-186^ /Info) 
2 - Seattle 
TASH : skh 
(5) 


RE., ■ 


/ 'V 


'V- 







M VISION 




•t 


HEREIN IS UNCLASSIFIED 


l! Transmit the following in _ 


Date: 4/22/76 


(Type in plaintext or code) 


AIR MAIL 

( Priority ) 


TO: DIRECTOR, FBI (139-4991) 

(ATTENTION: SUBSTANTIVE DESK AND 

RADIO ENGINEERING DESK) 

FROM: SAC, SAN FRANCISCO (139-188) (P) 


Re San Francisco report of SA| | 

dated 4/5/76. 

On 4/22/76, a meeting ^as held in the office of 
AUSA FLOY DAWSO N. Present at the meeting were ASAC JOSEPH J. 
MAC .. E A RLANE; SAL □ and 1 I 


f ■ 1 He also" advised ! ' 

that the FBI did not attempt to get a Title 3 and held a 
meeting with himself, PT & T. a nd the FBI in January of 
this year. He advised I that only gen eral , i nf ormation 
was given to PT & T at 'this meeting and that ! [ was 

cunrent.l v u sing a "blue tax". D AWSON further adv ised 


\ ff - Bureau 

2 - San Francisco 

JRL/dew 

(5) C-2 













FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

SAC, San Francisco (139-188) 


May 27, 1976 


FBI FILE NO. 139-4991 


lab.no. e-3734 SZ 

CR 14536 RL 


IOC; FBW 

00: San Francisco 


ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 

DATE 10-16-2007 BY 60324/AUC/BAN/STP/bls 


SAC, San Francisco 

Airtsl 4/8/76 , Lab report 3/15/76 CR- 14494 RC 


Engineering - Cryptanalysis 


Upon completion of prosecution in this case , 
San Francisco should attempt to obtain specimens Q4 
and Q7 and return them to the Laboratory for reference 
in future case examinations . 



*/?//' 


Enclosures (2) (2 laboratory reports) 


a&Ministrative page 


"try AIL ROOM TELETYPE UNIT 





REPORT" 
of the 



ET AL. ; — 

IOC; FBW 


LAB. NO. 


E-3734 SZ 
CR 14536 RL 


b6 

b7C 


Specimens received 4/11/76 

Q2 Composition book entitled "Confidential Voice 
Scrambler" (Item Number 7) 

Q3 Circuit Board and two computer printouts (Item 
Number 12) 

Q4 Black box approximately two inches by one inch 
by four inches (Item Hwsber 13) 

Q5 Circuit Board, telephone touch pad, and drawing 
of multipurpose pushbutton telephone unit 
(Item Number 20) 

Q6 Black plastic box approximately one inch by 
two inches by three inches (Item Number 21) 

Q7 Black plastic box one Inch by two Inches by 
three inches (Unnumbered item) 

Q8 Sheet of miscellaneous numbers bearing heading 
"CNA For Main U.S. Cities" (Item Number 3) 

Q9 Six computer printouts (Item Number 4) 

Q10 Manila folder captioned "Morning Report Chain" 

(Item Number 5) 

Qll Green plastic bag containing teletype printer 
tape and computer printout (Item Number 6) 

Q12 Brown paper bag containing numerous computer 
printouts and teletype printer tapes (Item 
Number 8) 

QI3 Two manila folders containing numerous computer 
printouts (Item Number 9) 

QI4 Teletype printer tape and eight information sheets 
(Item Number 10) 

Q15 Teletype printer tape and teletype hard copy 
(Item Number 11) 



4 


Q16 Teletype hard copy (Item Number 14) 

Q17 Computer printout (Item Number 15) 

Q18 Spiral notebook containing mimeroua names and 
numbers (Item Number 16) 

Q19 Shopping bag containing numerous computer 
printouts and teletype printer tapes (Item 
Number 18) 

Results of examination: 

Q2 is a marble composition book, approximately 
7 1/2 inches by 10 1/4 inches, having 39 pages of 
handwritten notes and schematic drawings plus 21 blank 
pages. The front cover of the book contains the 
handwritten word* "confidential voice scrambler . " 

One loose page of computer printout was contained 
between the cover and the first page. 

The overall contents of the book are 
block diagrams, schematic diagrams, parts lists, 
and other information regarding a voice scrambler . 

The type of device described utilizes a method 
of band- splitting the audio input into four bands 
through the use of band-pass filters. The four 
resulting signals are then mixed with four tones 
developed by four digitally controlled oscillators. 

The resulting signals are then recombined to produce 
the "scrambled'’ signal. 

The information contained in the notebook 
could have been derived from public source material 
and is not considered unique in any way. From 
the information contained in the notebook, one 
could possibly construct a voice scrambler device. 

It is not known whether or not a device such as that 
specifically described in the notebook is currently 
available commercially . 

Q4 is a black plastic box measuring 
approximately 4 inches by 2 7/8 inches by 1 1/2 inches 
and open on one side to allow viewing of various 
electronic components inside. There are controls 
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# 




mounted on three sides; side one has a white miniature 
push button; side two has two miniature phone jacks 
and ax\^fB turn potentiometer; side three has 
otdiyilaek plastic slide switch and ona multiple turn 
I. i tmtygmBt i i with a black plastic dial. 

Inside the box was a 9-yol.t dc battery 
clip. A battery was applied. Examination of this 
device determined that, upon depression of the 
pualt Ijjntton, an audio signal, atd* up of two 
tones, o bserved at one of the two phone jacks. 

It was df?%ri&£ned through measurements that the 
two tones were approximately 3293 Hart* and 2573 
Hertz. By turning the two potentiometers , both 
the overall amplitude of the output signal and the 
relative amplitudes of the two tones could be 
varied. Hie limits were deteingitted to be 4.4 volts 
peak at 3293 Hertz and 1.6 veifts at 2573 Hertz 
with the output amplitude control atL its max imam . 


From the above -described examination, 
it is concluded that Q4 is a Guatdfcleti dlng Box. 

This device , when used in conjunction wtfch a multifrequency 
signal generator commonly known as a Blue Box, 
selectively disconnects telephone switching equipment 
to allow the user to access special trunk facilities 
not normally available to- a telephone subscriber. 

Q5 is a Grayhill touch pad, a green 
printed circuit board measuring approximately 
4 1/4 inches by 5 inches, and a copy of an electronic 
circuit drawing bearing the title "Multipurpose 
Pushbutton Telephone Unit." The printed circuit 
board bears the letters "GIM PBT I" on one side, 
and has various electronic components mounted 
on it v 

hue to the fact that many of the components 
were missing from the board, and the fact that the 
board was not functional as submitted, no examination 
as to its operation was conducted. 
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It was determined through contact with be 

I _J General Instrument Micro Electronics, b7c 

600 West John Street, Hieksville, New York, 11802 
(516-733-3107) that a printed circuit board such 
as described above, bearing the letters GIM PBT 1 

... .manufac tured by his company. According to 

1 I the board is part of a kit, referred to 

by him a© a "Multi-Tel Design Kit" which sells for 
$50.00. The kit is designed to allow the construction 
of a telephone instrument which incorporates touch 
pad ease, but which can be utilized in areas where only 
rotary dial service if available. 

Q6 is a black plastic box measuring 
approximately 3 1/4 Inches bjr 2 1/4 inches and 
is open on one side to allow viewing of the electronic 
components inside. Two side# have two holes approximately 
7/32 inch in diameter; one side has one 7/32 inch 
hole and one metallic toggle switch. The remaining 
side has eleven 1/16 inch holes drilled in a cluster 
behind which Is mounted an audio speaker. The 
device has two pairs of grey wires protruding 
from the perforated board on which the electronic 
component* are mounted. 

A 9-volt battery was applied to the battery 
clip inside the box. Tests determined that, when 
the toggle switch is turned on and the ends of the 
pairs of wires are touched together, bursts of 
audio tone are observed at the speaker. By touching 
two of the wires, a single burst of tone is developed; 
while by touching the other two wires, a series 
of five burst# is developed. The frequency of the 
audio tone was measured and determined to be 2439 
Hertz. By varying a potentiometer mounted on the 
electronic# board, this frequency can be varied 
from 2000 Hertz to 4000 Hertz. The other potentiometer 
mounted on the board varies the volume of the output. 

The single pulses were calculated to be 43.73 
milliseconds in duration. The five burst pulse# 
were caicutated to be at a rate of approximately 13.9 
pulses per second. 

From analysis of Q6 and the scheme used 
for its ton® pulses, it was found that the device 

Page 4 
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closely simulates the signals developed within 
a telephone coin station to indicate coins being 
placed in the slot*. Specifically, the single burst 
simulates a nickel and the five hursts simulates 
a quarter. A device of this type is commonly known 
as a Red Box. 

Q7 is a black plastic box measuring 
approximately 1 inch by 2 Inches by 3 1/4 inches, 
one side is aluminum and is held in place by four 
screws. This side is perforated by ten 1/16 inch 
holes behind which is mounted an audio speaker. 

One side has a miniature slide switch. Another 
side has three miniature black plastic push buttons. 

Examination of this device revealed that 
it contained various alectronic components (integrated 
circuits) and a 9-volt battery. 

Whan the slide switch was turned on 
and any of the three buttons pushed, audio tone 
bursts were observed at the speaker. Analysis 
of the burst* of tone revealed that the tone involved 
was approximately 2275 Hertz. By depressing button #1, 
a single burst of tone was emitted ; by depressing 
button #2, a double burst of tone was emitted; and 
by depressing button #3, a series of five bursts 
was emitted at two times the rate of the double 
bursts. The rata of the double bursts was calculated 
to b© 9 pulses per second, and the rata of the 
five bursts was calculated to be 18 pulsas per 
second. 

Fro® examination of Q7, it was concluded 
that the specimen is a type of Rad Box, The tones 
emitted and the rate at which they are emitted simulates 
the signals produced by a single slot coin telephone 
to indicate the deposit of a nickel, dime or quarter. 

The computer printout beginning "Ready 
Meplace . . . " of Q9 is a eeetinuous form from a teletype 
terminal prin ter. It contain s dialogue between the 
terminal user] [and several computers. 

The first comrinmiCACldft IS ab out 2:30 p.m., EST, b6 

2/16/75, and the last contact is at approximately b7c 

4:30 a.m. , EST, 2/17/75. 
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On page five] |is logged onto 
AMES -TIP, that is he w» Admitted ARPANET at the 
Asms, Iowa TIP. This m (Terminal Interface Processor) 
is a mini -computer that eontrols traffic into the 
Iowa sta te un iversi t y cs h mil-j a member of Arpanet . 

He used ! |to enter the 

system after some difficulty. Once into AMES -TIP, 
he determined the names of the other 75 members 
of ARPANET, the "active cotmeetiens" at AMES-TIP, 
the maintenance schedule for ANSS -TIP, the commands 
used in the system for controls , the hardware 
used in the system, the catalogue of procedure 
codes, and the logging procedures. 

The last gage eontalns a message from 

i lapyeyen t l y . at Stanford. 

^TKIl-TM^sagl-Indlcataa |is operating 

from his house possibly piggybacked onto "host 11/’ 

Q10 contains a listing of telephone numbers 

and names. 

Q13 includes a series of handwritten notes 
on graph paper. The format of these notes provides 
for the systematic calling of large sets of numbers 
in on 800 exchange and recording information obtained 
as s result of the call. Information collected 
in this manner includes characteristics of the 
line, the switching system used in the exchange 
central office, who the subscriber is, and if the 
line has a special feature, such as automatic 
ring up, is a data link, or acts as a diverter. 

Q8 is a list of location and telephone 
numbers entitled CHA for U.S . cities. These numbers 
are for telephone company employees in the listed 
cities who maintain a cross reference list of names 
and addressee of telephone subscriber# in their 
respective area. 

Page 6 
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Q14 contains aiKHrhar telephone list vrtiich 
is different from the list contained in Q10. 

Q14 also contains a series of "Information Sheets" 
numbered from 1 through 8 on the following topics *. 

1 a) UCIA tie-line information 

b) List of "demo (repair)" supervisor numbers and 
diverters for numerous U.S. cities. 

2. Tie-line information for the "CCAS system'' 

which links the American Airlines offices together 

3. Same as #2 for Eastern Airlines 

4. A list of telephone numbers for user high schools’ 
teletype machines which are linked to a Loa Angeles 
central timesharing computer . 

5. A transcript of a news service report of a 
nuclear explosion hoax on Pacific Telephone of 
Southern California on 11/12/74. 

6. a) Information of the Realtron real estate 

Information system 

b) Information on an 800 number to obtain data 
on Ford Motor Company. 

1. Same as #2 for American Express Company 

8. Information on TSPS and its operation (same 
information as provided in referenced report 
dated 3/5/76,) 

Other computer printouts and tapes examined 
were determined to be of a business or scientific 
nature and not relevant to the captioned violation. 

Specimen Q2 was previously returned 
to your office. Specimens Q3 through Q19 are 
being forwarded to your office under separate 
cover via registered mail, with photographs of Q4, 

Q5, Q6, and Q7. 
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Q-3 Is a printed circuit board* measuring 
approximately 3% inches by 5% inches, green in color 
with gold circuitry, Various electronic components 
are mounted on the board. name "Varian/Talix" and 
the number "260158-01" appear* in gold printing on one 
side of the board* and the ntwfrar *260158-02” appears 
on the other side. 

Since Q-3 was not functional as submitted, 
no examination of the electronic operation of this b6 

speciment vm conducted. b7c 

it wae determined through contact with j | 

1 Vartan Corporation* 611 Hansen Way, falo Alto, 

'California 84303 (415-493-4000) that Q-3 was commercially 
produced by the Varien Corporation for use in their 
’’HouaeiUMping* Wake-Up and Mas sago Service” eye tern. This 
system wee deal iPad for uae in betels end motel* to 
provide a ritual signal to indidjpp* that houaakaaping 
in a particular room was complete* or to indicate to a 
particular room that a maaeage wag waiting at the desk. 

A printed circuit beard bearing the name Varian/Talix" 
and the number ”260158-01” was one of numerous printed 
circuit boards in the equipment. 
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ON JUNE 7, 1976, SAN FRANCISCO AGENTS MET 

SAC AUTHORITY WAS GRANTED TO INTERVIEW 


NO NEW AREAS WERE COVERED DURING THE INTERVIEW 
AND only general background AND phone FREAKING TECHNIQUES 
WERE DISCUSSED. 

A SECOND INTERVIEW IS SCHEDULED FOR JUNE 10, 1976. 
THE BUREAU WILL BE KEPT ADVISED OF ANY PERTINENT 
DEVELOPMENTS AND PERTINENT INFORMATION RESULTING FROM 
THE INTERVIEWS. 

END. 



FEDERAL F®JREAU OF INVESTIGATION ' 

t IS 


SAN FRANCISCO 

SAN FRANCISCO 

7/7/76 

i 5/19/76 - 6/28/76 

TITLE OF CASE 

1 REPORT MADE BY 

dew 

1 1 [ 

1 1 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-17-2007 BY 60324/AUC/BAN/STP/bls 

othiittvctk A ur iajc 1 

INTERCEPTION OF COMMUNICATIONS; 
FRAUD BY WIRE 


REFERENCE: 


San Francisco report of SA 

-P- 


dated 5/5/76 


SAN FRANCISCO 


AT SP I FRA NETS | 
report sentencing of 


CO. CALIFORNIA. Will follow and 






(Rev. 


UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

ALL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED 

DATE 10-17-2007 BY 60324/AUC/BAWSTP/bls 

1 - USA, San Francisco 
(ATTENTION: AUSA FLOY DAWSON) 


Report of: 
Date: 


Field Office File #■ 


”777775 

139-188 


omce; SAN FRANCISCO, CALIFORNIA 

Borea* File#: 139-4991 



Character: 


INTERCEPTION OF COMMUNICATIONS; 
FRAUD BY WIRE 



-302 (REV_l 1-27-70) 


O) c 

Federal bureau of investigation^ 


5/21/76 


be 

b.7C 


1 


I appeared at the Allentown, Pa. , 
office of the FBI and furnished the following information: 


1 [stated that his main interest is computers 

and he is pursuing his degree in that area. 


[who is 

also knowledgeable regarding computers ana computer programming , 




during wnic 
stated that 
suspected t 

i thftv had conversarions reearame comDUiers j 
|never discussed a "blue box" with hir 
hat ne might have been using one to call him. 

tTTu? 


[ stated that there was little doubt that the calls 
were made using a "blue box". 





"I 


5/19/76 

Allentown, Pa. 

139-188 

mu# Philadelphia 


SA | 

pem 

139-189 
Do}, dictated 5/21/76 







SF 139-188 
PH 139-189 


ed , th at h i s-. Barents reside at 


| |could not think of the city thatj |resides 

in nor his telephone number, but stated he had them at his 
residence should they be necessary. 
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KfcPOHT 

of the 


LABORATORY a_ 

federal bureau of investigation 

WASHINGTON, D. C. 20535 

To: SAC, San Francisco (139-180) Hay 27, 1976 


Re: 


ST AL . ; 
IOC; FBU 


FBI FILE NO. 139-4991 

lab.no. E-3734 SZ 

CP, 14536 ?X 


b6 

b7C 


Specimens received 4/11/76 

02 Composition book entitled "Confidential Voice 
Scrambler" (Item Humber 7) 

Q3 Circuit Board and two computer printouts (Item 
Number 12) 

Q4 Black box approximately two inches by one inch 
by four inches (Item Humber 13) 

Q5 Circuit Board, telephone touch pad, and drawing 
of multipurpose pushbutton telephone ir'it 
(Item Humber 20) 

Q6 Black plastic box approximately one inch by 
two inches by three inches (Item Humber 21) 

Q7 3lack plastic box one inch by two inches by 
three inches (Unnumbered item) 

Q8 Sheet of miscellaneous numbers bearing heading 
"CWA For k'ain U.S. Cities" (Item Humber 3) 

09 Six computer printouts (Item Humber 4) 

QI0 Ilanila folder captioned 'Homing H.eport Chain" 

(Item Humber 5) 

QI1 Green plastic bag containing teletype printer 
tape and computer printout (Item Humber 6) 

Q12 Erovn paper bag containing numerous computer 
printouts and teletype printer tapes (Item 
Humber 8) 

Q13 Two manila folders containing numerous computer 
printouts (Item Humber S) 

Q14 Teletype printer tape and eight information sheets 
(Item Humber 10) 

Q15 Teletype printer tape and teletype hard copy 
(Item Humber 11) 
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Q16 Teletype hard copy (Item Humber 14) 

Q17 Computer printout (Item Humber 15) 

Q1S Spiral notebook containing numerous names and 
numbers (Item Humber 16) 

Q19 Shopping bag containing numerous computer 
printouts and teletype printer tapes (Item 
Humber 18) 

Results of examination: 

Q2 is a marble composition book, approximately 
7 1/2 inches by 10 1/4 inches, having 39 pages of 
handwritten notes and schematic drawings plus 21 blank 
pages . The front cover of the book contains the 
handwritten words "confidential voice scrambler." 

One loose page of computer printout was contained 
between the cover and the first page. 

The overall contents of the book are 
block diagrams, schematic diagrams, parts lists, 
and other information regarding a voice scrambler . 

The type of device described utilizes a method 
of band-splitting the audio input into four bands 
through the use of band-pass filters. The four 
resulting signals are then mixed with four tones 
developed by four digitally controlled oscillators . 

The resulting signals are then recombined to produce 
the "scrambled" signal. 

The information contained in the notebook 
could have been derived from public source material 
and is not considered unique in any way. From 
the information contained in the notebook, one 
could possibly construct a voice scrambler device. 

It is not known whether or not a device such as that 
specifically described in the notebook is currently 
available commercially. 

Q4 is a black plastic box measuring 
approximately 4 inches by 2 7/8 inches by 1 1/2 inches 
and open on one side to allow viewing of various 
electronic components inside. There are controls 
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mounted on three sides; side one has a white miniature 
push button; side two has two miniature phone jacks 
and an 7/3 turn potentiometer; side three has 
one black plastic slide switch and one multiple turn 
potentiometer with a black plastic dial. 

Inside the box was a 9-volt dc battery 
clip. A battery was applied. Examination of this 
device determined that, upon depression of the 
push button, an audio signal, made up of two 
tones, was observed at one of the two phone jacks. 

It was determined through measurements that the 
two tones were approximately 3293 Hertz and 2373 
Hertz. 3y turning the two potentiometers, both 
the overall amplitude of the output signal and the 
relative amplitudes of the two tones could be 
varied. The limits were determined to be 4.4 volts 
peak at 3293 Hertz and 1.6 volts at 2573 Hertz 
with the output amplitude control at its maximum. 

From the above-described examination, 
it is concluded that Q4 is a Guard-Banding Box. 

This device, when used in conjunction with a multifrequency 
signal generator commonly known as a Blue Box, 
selectively disconnects telephone switching equipment 
to allow the user to access special trunk facilities 
not normally available to a telephone subscriber. 

Q5 is a Grayhill touch pad, a green 
printed circuit board measuring approximately 
4 1/4 inches by 5 inches, and a copy of an electronic 
circuit drawing bearing the title ”2 Multipurpose 
Pushbutton Telephone Unit." The printed circuit 
board bears the letters "GUI PBT 1" on one side, 
and has various electronic components mounted 
on it. 

Due to the fact that many of the components 
were missing from the board, and the fact that the 
board was not functional as submitted, no examination 
as to its operation was conducted. 
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T t r - 7 ^ *3 l determined through contact with 

I General Instrument Ilicro Electronics , 

600 'Jest John Street, Kicksville, Hew York, 11802 
(516-733-3107) that a printed circuit board 3uch 
as described above, bearing the letters 3Ih PST 1 
was manufa ctured by his company. According to 

I the board is part of a kit, referred to 
oy ITIm as a "h'ulti-Tel Design Kit" which sells for 
$50.00. The kit is designed to allow the construction 
of a telephone instrument which incorporates touch 
pad ease, but which can be utilized in areas where only 
rotary dial service is available. 

06 is a black plastic box measuring 
approximately 3 1/4 inches by 2 1/4 inches and 
is open on one side to allow viewing of the electronic 
components inside. Two sides have two holes approximately 
7/32 inch in diameter; one side has one 7/32 inch 
hole and one metallic toggle switch. The remaining 
side has eleven 1/16 inch holes drilled in a cluster 
behind which, is mounted an audio speaker. The 
device has two pairs of grey wires protruding 
from the perforated board on which the electronic 
components are mounted. 

A 9-volt battery was applied to the battery 
clip inside the box. Tests determined that, when 
the toggle switch is turned on and the ends of the 
pairs of wires are touched together, bursts of 
audio tone are observed at the speaker. By touching 
two of the wires, a single burst of tone is developed; 
while by touching the other two wires , a series 
of five bursts is developed. The frequency of the 
audio tone was measured and determined to be 2439 
Hertz. By varying a potentiometer mounted on the 
electronics board, this frecuency can be varied 
from 2000 Hertz to 4000 Hertz. The other potentiometer 
mounted on the board varies the volume of the output. 

The single pulses were calculated to be 43.75 
milliseconds in duration. The five burst pulses 
were calcutated to be at a rate of approximately 13.9 
pulses per second. 

From analysis of Q6 and the scheme used 
for its tone pulses, it was found that the device 

Page 4 
E-3734 SZ 


7 



closely simulates the signals developed within 
a telephone coi.n station to indicate coins being 
placed in the slots. Specifically, the single burst 
simulates a nickel and the five bursts simulates 
a quarter. A device of this type is commonly known 
as a lied Box. 

Q7 is a black plastic box measuring 
approximately 1 inch by 2 inches by 3 1/4 inches, 
one side is aluminum and is held in place by four 
screws. This side is perforated by ten 1/16 inch 
holes behind which is mounted an audio speaker. 

One side has a miniature slide switch. Another 
side has three miniature black plastic push buttons. 

Examination of this device revealed that 
it contained various electronic components (integrated 
circuits) and a 9-volt battery. 

Whan the slide switch was turned on 
and any of the three buttons pushed, audio tone 
bursts were observed at the speaker. Analysis 
of the bursts of tone revealed that the tone involved 
was approximately 2275 Hertz. By depressing button ,,1, 
a single burst of tone was emitted; by depressing 
button i .'2 , a double burst of tone was emitted; and 
by depressing button -;-3, a series of five bursts 
was emitted at two times the rate of the double 
bursts. The rate of the double bursts was calculated 
to be 9 pulses per second, and the rate of the 
five bursts was calculated to be 13 pulses per 
second. 

From examination of Q7, it was concluded 
that the specimen is a type of K.ed Box. The tones 
emitted and the rate at which they are emitted simulates 
the signals produced by a single slot coin telephone 
to indicate the deposit of a nickel, dime or quarter. 

The computer printout beginning "Beady 
ileplace ..." of 09 is a continuous form from a teletype 
terminal prin ter. It contai ns dialogue between the 
terminal user | | and several computers. 

The first communication is about 2:30 p.m. , EST, 

2/16/75, and the last contact is at approximately 
4:30 a.m. , EST, 2/17/75. 
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The first four pages are|_ 
with contacts at other ttsminals. 


1 commun icat ions 



On page £ive,| |is logged onto 

AMES -TIP, that is he was admitted APPAIIET at the 
Allies, Iowa TIP. This TIP (Terminal Interface Processor) 
is a mini -computer that controls traffic into the 
Iowa St ate. University computer. a member of ARPANET. 

He used I | to enter the 

system after some difficulty. Once into .TIES -TIP , 
he determined the names of the other 75 members 
of ATJPAHET , the "active connections" at .TIES -TIP , 
the maintenance schedule for /TIPS -TIP, the commands 
used in the system for controls, the hardware 
used in the system, the catalogue of procedure 
codes, and the logging procedures. 


Th a 1 a s t 


This me s sag 
from his home possibly pi; 


message from 

j_. a t Stanford. 

indicates that| j is operating 
— :ybaclced onto "host ll." 


pm? contains 
apparently 


010 contains a listing of telephone numbers 


013 includes a ser5.es of handwritten notes 
on graph paper. The format of these notes provides 
for the systematic calling of large sets of numbers 
in an 300 exchange and recording information obtained 
as a result of the call. Information collected 
in this manner includes characteristics of the 
line, the switching system used in the exchange 
central office, who the subscriber is, and if the 
line has a special feature, such as automatic 
ring up, is a data link, or acts as a diverter. 

03 is a list of location and telephone 
numbers entitled C2IA for U.S. cities. These numbers 
are for telephone company employees in the listed 
cities who maintain a cross reference list of names 
and addresses of telephone subscribers in their 
respective area. 







014 contains another telephone list which 
is different from the list contained in O10. 

014 also contains a series of "Information Sheets" 
numbered from 1 through 3 on the following topics : 

1 a) UCLA tie-line information 

b) List of "der.io (repair)" supervisor numbers and 
diverters for numerous U.S. cities. 

2. Tie-line information for the "GCAS system" 

which linhs the American Airlines offices together 

3. Same as Q2 for Eastern Airlines 

4. A list of telephone numbers for user high schools' 
tel a type machines which are linked to a Los Angeles 
central timesharing computer. 

5. A transcript of a news service report of a 
nuclear explosion hoax on Pacific Telephone of 
Southern California on 11/12/74. 

6. a) Information of the healtron real estate 

information system 

b) Information on an 300 number to obtain data 
on Ford liotor Company. 

7. Same as v y2 for American Express Company 

3. Information on TSPS and its operation (same 
information as provided in referenced retort 
dated 3/5/75.) 

Other computer printouts and tapes examined 
were determined to be of a business or scientific 
nature and not relevant to the captioned violation. 

Specimen 02 was previously returned 
to your office. Specimens 03 through Q19 are 
being forwarded to your office under separata 
cover via registered mail, with photographs of 04, 

Q5, 06, and Q7. 
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SF 139-188 
JRL/dew 


On June 28, 1976 1 pled guilty 

in U.S. District Court to one count of Title 18, U.S. Code, 
Section 1343, Fraud By Wire. The other two counts of the 
indictment were dismissed. 

I lis scheduled to be sentenced on August 23, 




FEDERAL BUREAU OF INVESTK^flON 
WASHINGTON, D. C. 20535 
DATE: JUNE 9,1976 


SAC SAN FRANCIS 


ALL INFORMATION CONTAINED 
HEREIN IS UlgfcsSIFIED 

DATE 10-17-mI BY 60324/ AUC/BAW/3TP /bis 


I FEW 

! SAN FRANCISCO 


JUN 9 1976 


SPECIMENS Q3 THROUGH Q19 AND PHOTON OF Q4 # Q5, 




71 8^B8 


Shipping Room: Show shipment date; hill of lading number; — 

initial invoice; return to Section checked in block; after » 

initialinife-in block, invoice to.be placed in administrative file. 

i \m 

VIA REGISTERED MAIL RETURN RECEIPT REQ. 


139-4991 
E-3734-SZ 
SF 139-188 


UNITED STATES G<^RNMENT 

Memorandum 


DIRECTOR, FBI (139-4991) 


date: 7/22/76 


SAC. SEATTLE (139-162) (P) 


00: SAN FRANCISCO 

Re Seattle letter to the Bureau dated 5/6/76 . 

On July 13. 1976, 1 ~| 

Pacific Northwest Bell Telephone Company, Seattle, Washington, 
advised that the Supreme Court for the State of Washington 
still had not rendered a decision on a motion by BOB CUMMINGS 
for dismissal of his case ] j stated it is hoped that 

a decision will be forthcoming by the end of the Summer. 


SEATTLE DIVISION 

At Seattle, Washington 

Will follow prosecutive action in this matter 
through Pacific Northwest Bell Telephone Company. 


rl) - Bureau 

JL - San Francisco (139-188) (Info) 
2 - Seattle 
TASH ; skh 
(5) 


SI-116. 

REC 8. 


f Lffi •<■((< f 

V AU o J Savings Bonds Regularly on the Payroll Savings Plan 



LL IMfOPlIATIUM COHTAnil^ ] 

ESEW IS UNCLASSIFIED J FEOtRAl BURrMi GF WVFSTlGAUOti 

CTE 10-17-2007 BY 60324/AUC/BAWSTP/bls rOMM’-iliU',; uNS SECTION 


AUG I u 197b 


■ "L 


Dep.-A.D.-Inv 

Asst. Dir.: 

Adm. Serv. 

Ext. Affairs . 
Fin. & Pers2_ 
f . ■» Gen. Jnv. 


NR aBA SF CODE 


0:04 PM tilTL s/0/76 MJE 


teletype 


to: DIRECTOR, FBI (130-4*0 l) 

FROM: SAN FRANCISCO (130-1 do) C p) ““ 

ATTN? SUBSTANTIVE D ESK AND RADIO ENGINEERING SECTION. 

ET AL, IOC; FBW, 00: SF. 

y\ RE SAN FRANCISCO AlRTEL TO BUREAU DATED JULY 21, 1076. 
^ ON AUGUST 7, 1076, 

ItELEPHONICALLY CONTACTED THE SAN FRANCISCO FBI 


OFFICE AND ADVISED THAT 


| INTENDED TO 

HOLD A PRESS CONFERENCE AFTER HIS SENTENCING ON AUGUST 23, 1076. 


IT IS NOTED THAT 


HAS BEEN COOPERATIVE WITH THE 


SAN FRANCISCO OFFICE AND ALSU 


L^ATA PROCESSING SECTION, 

1 REC-87 J /V ' i 


Lug is 1976 t 











1 


-v 


SF 13^-Idd 


SAN FRANCISCO WILL ATTEND PRESS CONFERENCE OF 


AND THE BJREAU WILL BE ADVISED AS TO ITS CONTEXT, 



PURPOSE : The purpose of this memorand um is to set forth information 


regarding a press conference that] 
regarding NCIC. 


jplans to hold on 8/23/76, 


DETAILS: In February 1976. SAf 


~1met withF 


I] coni 


contacted 


the San Francisco Field Office and offered assistance on computer security 
cases while he was in the area. San Fr ancisco req uested help on a phone- 
fre ak and computer -freak case involving! LThe case Agents agreed 





L 


On 8/9/761 

1 telephonic ally advisedl 



however] 


j commented that| 


may have acquired access to 

telephone company testing circuits through the use of a "blue box. " 


, , 'nEC-59 / r\"7- , % 

! By te letype dated 8/10/76. San Francisco advised that the case 

^l^gent contacjtedj^ 

Vw:njd s- &*" i Ai 

(41 
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Memorandum] | 

Re: PLANNED PRESS CONFERENCE . . 


| ~| San Francisco will attend 

the press conference and advise FBIHQ. 



RECOMMENDATION: For information. 
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V 'FEDERAL BUREAU OF INVESTIGATION 



Enclosed for the |Hreau is one: copy of 3’inal 
Disposition Report (R-84) . i 




SF 139-188 


ADMINISTRATIVE 


Records of the New York Telephone Company were 
checked on telephone number 212-248-6818 and reflected 
that this number was disconnected 8/3/70, and has not been 
used since that time. This^umber was last issued to 
Newberger and Loeb, 5 Hanger Square, 8th Floor, New York, 
New York. 


No record could be located on this firm in current 
Manhattan Directories, however, directory and assistance of 
the New York Telephone Company was called and this firm 
currently has a non-published telephone nuiriber at the given 
address. 

LEAD: 


SAN FRANCISCO 


seized from 


SAN FRANCISCO, CALIFORNIA . Will return evidence 
at the time of his arrest, to him. 


b6 

:b7C 


-RE- 
COVER PAGE 
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Report of: 
Date: 


Field Office File #: 
Title: 


UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-18-2007 BY 60324/AUC/BAW/STP/bls 


1-United States Attorney, San Francisco 
Attention: Assistant United States Attorney 

Floy E. Dawson 


Office.- SAN FRANCISCO 


9/7/76 


San Francisco 139-188 


139-4991 


INTERCEPTION OF COMMUNICATIONS; 
FRAUD BY WIRE 


On 8/23/76 | was §££ \±&UG&d for one 

count of Title 18, use. Section 1343. Fraud by Wire, 
z to the custody of the Attorney General for three years to be 
imprisoned in a jail-type institution for four months, with the 
^-iremainder of the sentence suspended and five years probation. 


" DETAILS: 

On August 17, 1976, Assistant United States Attorney 
(AUSA) FLOY E. DAWSON advised that all evidence seized from 
| at the time of his arrest that is not desired by the 
ZSXCS3H1 and is not considered contraband, should be returned to 
after his sentencing. 


On August 23, 197 6| 


(appeared before United 


States District Court Judge ROBERT PECKHAM and was sentenced 
on one count of Title 18, Section 1343, United States Code, 

Fraud by Wire Counts two and three of the indictment were 

dismissed. was sentenced to be remanded to the custody 

of the Attorney be'Ae ra 1 for three years and to be imprisoned 
in a jail-type institution for f our month s with Lite remainder 
of the sentence to be Suspended. [ |was also sentenced to 

five years probation. 







UNITED STATES GOWRNMENT 

Memorandum 


ALL IMFOEHATIOII COHTAIWED 


DIRECTOR, FBI (139-4991) 


SAC, SEATTLE (139-162) (P*) 


date: 10/7/76 


00: SAN FRANCISCO 

Re Seattle letter to Bureau dated 7/22/76. 

On 9/30/76, T 1 

Pacific Northwest Bell Telephone Company, Seattle, Wash- 
ington, advised that the Supreme Court for the State of 
Washington has not returned a decision on a motion by BOB 
CUMMINGS f or a dismiss al of his case involving the use of 
a blue box j ~~j| stated he has no information to 

indicate when a decision will be forthcoming but will ad- 
vise when this action is forthcoming. 

In view of the above, Seattle is placing this case 
in a P* status. 

\2 - Bureau (139-4991) 

1 - San Francisco (139-188) (Info) 

1 - Seattle (139-162) 

TASHrarm 

(4) 
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Transmit the following in _ 
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Date: 10/5/76 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-18-2007 BY 60324/ AUC/BAW/STF/bl; 


DIRECTOR, FBI (139-4991) 


SAC, SAN FRANCISCO (139-188) (C) 


IOC; FBW 
00 : SF 


dated 9/7/76. 


Re San Francisco report of SA 


Referenced report reflected only investigation 
remaining at San Francisco was disposition of evidence in 
captioned matter. All evidence has either been destroyed 
or properly disposed of. Inasmuch as no investigation was 
conducted since referenced report, this matter is being 
closed by the San Francisco Division on this communication. 


REC-7 


f 1 )- Bureau 
Y - San Francisco 
JRL/sj p 
(3) 



UNITED STATES d^ERNMENT 

Memorandum 


DIRECTOR, FBI (139-4991) 


IOC b/c 

00: SAN FRANCISCO 

Re Seattle letter to the Bureau, dated 10/7/76. 

On 11/11/76,| | Pacific 

Northwest Bell Telephone company, Seattle, Washington, advised 
that on 10/28/7 6, the Supreme Court for the state of Washington 
ruled in favor of BOB CUMMINGS, whose case involving the use 
of a electronic "blue box" was thrown out of court on a procedural 
technicality. The procedural technicality involved the original 
arraignment of CUMMINGS in Municipal Court and then the re-arraign- 
ment of CUMMINGS in Superior Court. CUMMINGS argument is that 
the re-arraignment of violated state statutes. 

1 [ stated that the telephone company is 

now considering proceedings against CUMMINGS in a civil suit in 
an attempt to recover some of the long distance tolls lost by 
the use of the "blue box." 

In view of the above, no further action is being taken 
at this time. /✓ * / 

) fin ^ / 6 ? / 

2 - Bureau (139-4991) 

1 - San Francisco (139-188) (info) 

1 - Seattle (139-162) 

TASH/crs 

(4) 'iC'" 
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SfcJSSSc™ ,0,-,,., AIL INFORMATION COfflMUED 

1>NITEET STATES G^fRNMENT HEREIN IS UNCLASSIF^T 

- j DATE 10-18-2007 BY 60324/ AUC/BAW/STP /bis 

Memorandum 


date: 11/17/76 


from : J. Cochran, Jr. 

subject: ALLEGATION FOR REFERRAL TO THE 

OFFICE OF PROFESSIONAL RESPONSIBILITY 


To furnish information received alleging improper activities on the part 
of an FBI Agent during an official investigation. 


Mr. Harry G. Maynor, Security Director, General Telephone and 
Electronics (GTE) Service Corporation, Stamf ord, Connecticut, J J»rmer FBI 
~ has furnished a codv of a letter written to 


|at Stamford, Connecticut. This letter is from 


For information, I [ refer red to in this correspondence is 

| I who was the subject of a Bureau 

interception of communications investigation, Bufile 139-4991. San Francisco 
was Office of Origin for this case. As a result of this investigation, a Fraud By 
Wire (FBW) violation was established. On April 1, 19 76. a com plaint was filed 
before the U. S. Magistrate, San Franc isco, char ging |with violation of 

Title 18, U. S. Code Section 1343, FBW. was arrested on 4/2/76 at his 

residence in Mountain View, California. ] p as since been convicted on 

these charges and it is understood he is curren tly serving a six-month sentence. 
At the time of this later investigation! Iwas on probation for a previous 

FBW conviction against GTE. * 1 , V 




1 - 

i -I 

1 - Mr. Cochran 


CONTINUED - OVER 


SEE GENERAL INVESTIGATIVE DIVISION 
ADDENDUM PAGE 3. 


• ”v» 
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Memorandum J. Cochran, Jr. to| 1 

RE: ALLEGATION FOR REFERRAL TO THE 

OFFICE OF PROFESSIONAL RESPONSIBILITY 


The letter furnished by Mr. Maynor contains the following allegation: 
". . J jwas gullible enough to allow himself to be talked into falling 

for the blandishments of a smooth-talking FBI a pent who had a blue box, and 

who made a call from a phone booth, then had] jtalk on the line and give 

his own name, whereupon they arrested him and charged him with being a 
party to a blue box call . Apparently there was no charge against the agent 
for illegally using the box to make the call. ... To me this is a pretty 
reprehensible, unethical and illegal way of doing it just for the sake of getting 
a conviction. ..." Because of the above allegation, it is felt this is an 
appropriate matter to be referred to the Office of Professional Responsibility 
for appropriate action. 


In connecti on with this allegation, it is noted that by memorandum from 
| ~~l GAO, to the Ac ting Assistant Director, Finance and Personnel 

Division, FBI j | dated 11/4/76, captioned ’’Review of Techniques 

Used to Access and Intercept Telecommunications” the Bureau has been requested 
to respond to a lengthy series of questions predicat ed upon a six-pa ge list of 
allegations which appear to have been prepared by | |The GAO inquiry 

is being conducted on behalf of Congressman Paul McCloskey, California, on 
behalf of a constituent of his. This is furnished because of the allegations 
referred to in the attached. 


If it be comes ne cessary to reveal to[ 
of his letter to| |we should first contact" 

to ensure that they have no objections. 

RECOMMENDATION: 


|the fact we haw 
Jr. Maynard and I 


That this matter be referred to the FBI Office of Professional 
Responsibility for appropriate action. 


S. A T. 

Spac. Inv 
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ADDENDUM GENERAL INVESTIGATIVE DIVISION (GID) NDMtpmg 12/1/76 


The attached memorandum was referred to the GID by the 
Office of Professional Responsibility inasmuch as it is directly 
related to a substantive case. This matter involves| | 

~I known t o be a user of "blue boxes" to avoid long distance 
tolls j [ was convicted in 1972 for Fraud by Wire (FBW) as a 

result of using a blue box to make lo ng distance telephone calls. 
Investigation determined that | [continued to use a blue box 

in violation of his probation. UTY 'Z/20/76, alone, he made in 

excess of 20 long distance telephone calls using a blue box. 

These calls were made from a telephone booth over a three hour 
period. Three of those tele phone ca lls served as a basis for the 
current FBW charge for whi ch! _ | was arrested on 4/2/7 6. The 

arrest was six weeks after| pa de the t elephone calls and 

was the first contact by Agen ts with I Idurina the invest i- 

gation. From a revi ew of the | | letter, 

it is appa rentl J is either unaware of the extensive use of the 
blue bo x by| lor chose to ignore it when he alleged that 
| would - "not "ris k a felony charge for mak ing one telephone 
call to Philadelphia.! (allegation that| |was "smooth 

talked" by an Agent into making the tel ephone c all is without 
foundation since the first contact with| |was at the time of 
his arrest six weeks after th e telep hone cans were made. It 
appears the statements made by | | are not well-founded and GID 

is of the opinion no further inquiry should be made. 

Inasmuch as the attached letter was received by 
Mr. Cochran from Harry G. Maynor, Security Director, General 
Telephone and Electronics Service Corporation, Mr. Cochran may 
wish to consider pointing out some of the above facts to 
Mr. Maynor, consistent with the provisions of the Privacy Act. 


APPROVED’ Adm. Sen/ 

E:;t. Affsirs 

Director ?;•. Pcrs 

Assoc. DU Co/.. 

S' t Oc.o. AD Adm lasi.t (J.. 

Dso. AO Inv i.otdii 



Legal Coun......... 

R-c. r.gt 

S. & T. Serv 

Training 
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F B ! 

Date: 


9/9/76 


Transmit the following in _ 

v . AIRTEL 


(Type in plaintext or code) 

AIR MAIL 


ft I ' 7 



Re San Francisco report of SA 
dated 9/7/76. 


Enclosed for the Substantive Desk is one copy 
and for Radio Engineering one copy of an article appearing 
in the "San Francisco Bay Guardian" dated 8/27/76 - 9/3^^^' 

The "San Francisco Bay Guardian" is published 
weekly in San Francisco by BRUCE B. BRUGMANN, who is 
also the edito r. The enclosed article represents an 
interview witlJ Rafter his sentencing. 





js^ssm uhimsi 


X Court Judge Robert J s 
Peckham looked al-.P 
most cherubic as he ' 
leaned over the bench « 
of his San Jose court- 1, 
room last Monday and J 
said to the defendant, i: 
“Good luck to you, * 
and I hope you will * 
put your abilities into J 
law-abiding activi- v 
ties.” . . i' 

Peckham is mostly bald, with 


S published for telephone engineers. Wit} 
r tl^e frequencies in hand, it was a 'simple 
_ matter to put together a device thai 
could beep them into the phone ir 


ham had.; just . sentenced to four 
months behind bars on a charge r 
of defrauding. Pacific Telephone f 
& Telegraph Out <# $30 worth- * 
of long-distance telephdsae' calK 


jalizing hehacta potential gold developed between the ] 
e on his hands, Gilbertson soon be- the system’s managers, a 
to produce blue boxes in his parently continues to tl 
fmenh and to sell them for $ ; 1,5G0. new detection techniques 
later went down to $300, arid duced, the other side ca 
in. 1973 I was offered one for new ways to. elude them: 



hopes of reducing the jail tern 
two months: Peckham, who co 


1 Sept 20— the new felons' 
tnor changed. Walking down 
j pknking to the probation of 


the whistle, barely legible now, we 
the words "Captain Crunch.” 

I was impressed. The whistle, tiny b 
of plastic that it is, embodies a model 
legend, as indeeds does its holde 
Originally a free premium found ; 
millions of Captain Crunch cere; 
boxes, the whistles. Draper discover© 
could do amazing things to a telephon 
among which making it work for fr< 
was only the beginning. 


Many of the most gifted phone phreaks , 
are blind people, like Joe Engressia of 

pulate his telephone by whistling the, 
tones into it (he had perfect pitch!, 
and;, Denny Teres*,, a crony of Drapers 

ran -. into a caucus of these sightless 
electronic guerrillas' at the second an- 
nual phone phreak contention held in 
New York -City in 1973, They were, 
a militant bunch, raging against the , 
exploitation of the blind by “establish- 

well as bragging abouf rheir success- I 
ful depredations against Pa Bell (earlier ] 
phreak caricatures of the phone com- ■ 
pany as “Ma Bet!** were pointed up 


I set up and entrapped into; m 
) calls for which he was busted t 
\ timeby an FBI informant. 
Indeed, it is clear from the d 


been destroyed by a bomb. 

.Needless to say. Pa Bell’s < 
and security people, were 



Of elephants 
: and Yippies 


I (Special to the Guardian) 

; \To one' knows 
: 1^1 where elephants 
r go to die, the , old 
! story has it, but I sus- 
: pect they go to Kansas 
-City. 


Holbrook of Livermore . told. me. 
Callfdrmtt delegates m Kansas City Most of the delegate gamely mam- 
i tamed .that they would support Ford, 

M ' but they were hardly . enthusiastic. . 

« T U a. a. • , i .i Nfike Reagarr; asked if hts would ’ 

I hate to say it, but for the man »ho defeated h« fa 

Ford just won the - ' b? 

nomination and lost Mike Eva^a delegate from On 

, . . „ My . candidate is Ronald Rea 

the election. 'Petioa.Iwilkw6rlc.Cpr Ronald Rea 

• ; Period.'* h 

gates remained strangely' optimistic to -beat ^m^Cart^ 
that their man would somehow manage ’ 'M^Gingnch pf Alameda was theiinost 
to win, and . they disparaged all the ; optimistjc.. delegate l Gould locate:, 
wire service; and network delegate “If F^rd^leairns W: 'be a leader, or 
counts fthat showed Ford stead^dif^:'^ ^Chrter^aiii^'' .mistakes;' we • may • 
creasing his-margm. Mixing her per- . . pull if out.” During the- acceptance 
sonif icat;< --Ao- ws'WnodeH, • - ’'•y-speecoes Thursday night,; ;few Cali- 

nate -from OaMarfd, Bristled; on' T ues- fomia delegates .jomedrthe cheering;! 
&iy night,. “The AP : b opening most sat on their hands or added 

, v "' ! l ‘ y j , „ , 

Road Flat in Calaveras County,. spoke v,. from what the- Cafilornians , saw, as 
for mostfpf her comrades when, just>. ; : unfair tactics used by . £orcJ forces, 
before heading for Kemper Arena For ?^hp|ijinside and Outside Kemper Arena, 
the climactic moment, she avowed, Beverly, . McCarthy , of Garden Grove 
“Ford is simply not going to win.” charged, “Even. , the. podium has been 

Kansas City had been "braced for stacked' against us— every speaker -’has . 
an invasion ; of Yippies>gay : libera-’ been a Ford speaker.” Said an alter- 
tionistS and other dissideritsv r bhb it pate *l'rom, % Los^AngeJes, * -They, even 
never ' realty 'ms^ our- Reagain signs .>yhen the 

related arresis," and' m.ost of.them,were ' . Tempers, ran high- in Kansas City, 

for misdemeanor offenses, as - whep . -and several C^lifo^nians.reported ,vili- 
Yippie orgamzer Ben Masel interrupted- fixation and even vandalism on, the part 
NBC’s. Tdday show with his pf Ford partisans, Linda Phelps said 

present loudspeaker,: or when “hude"- that obscenities were shouted at her 
candidate,#* president” E^yarrtf Cp^\. ;^^a^Hin^.:,wheQ.isha. ■ was in the 
lins of : DeKalty' Illinois; -?dK>obed:jd; \dcimty#>J the : Ford; headquarters, at,, 
front’: of ’.t'he PhiHips *H6tel askings ' the Crown Certfer Hotel. Anne Woodell : 
“W hat hat e 1 got to hide? - said that a Ford woman tried to 

RadicaFpoUtical slogahs abd shouts'- - destroy ter plastic Reagan hat. Clearly, 
were, bari..|ied about* freely, but to;, wounds were inflicted that will not 
fitHe effect. - v Coyote prostitutes wereVjfj^^by No^.,2. ' 

to have jpi lied the detnonsfration,'* but\; W However^ disgusted the, Reaganites 
the only one I could, locate was Hax- may hay^bee^goRtacaly, they managed 
moriy . (%a3wid^;ofVSaA ' *Frari<%c&/ f City • 

^Mission district. Chadwick traveled to. socially. They, partied daily, the big- 
KansaS a^tb,de-brainwash people, gest ' event' being a "Bear Bash” at 
because Repobbcans seem" to be' ' a suburban swim club, 'Mike Evans 


II If TO! 
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Anchorage 
33 Atlanta 
Baltimore 
Birmingham 
Boston 
13 Buffalo 
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I — Chicago 
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| | Jacksonville 
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I I Las Vegas 
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I | Los Angeles 
I I Louisville 
1 I Memphis 
I 1 Miami 
I I Milwaukee 
I I Minneapolis 
| 1 Mobile 

I 1 Newark 
I | New Haven 
| | New Orleans 
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| — | Norfolk 


| — | Oklahoma City 
| Omaha 
I Philadelphia 
| Phoenix 

B Pittsburgh 
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| [ Sacramento 


S San Diego 
San Francisc 
| | San Juan 


00: SP (139-188) 
AX: NY ( 139-397) v 
Buf lie (139-4991) 


BUme 

Attached for Bureau and Sfa©^rancis|CT 


Attacnea ior Duredu anwi p 

are two copies each, and for $5^ York 
one copy of magazine article appeagj-ft 
in June, 1977 issue of HIGH 
entitled "Captain Crunch, Super Phone 
Phreak" by Steve Long. 


LA 139-414 


jyp. LINBERG 
)S ANGELES 


AS? - </??/ 
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E| n 1973 a couple of phone phreaks 

m discovered the toll-free BOO number 

Li at the White House. The number 
800 434-9337. White House staffers usou .; 
for what the phreaks describe as “casual, 
semi-official, chit-chat. - ’ The phrrnks tis-H 
their expertise with the phone sv°'em 
tap this line and listen for hours to the ir:/: 
of conversations going in and out of the 
White House. The Secret Serv ice always 
answered the phone with "9337.'' If the 
caller didn't respond with a code word, the 
Secret Service agents would say. "I'm sorry, 
you must have dialed an incorrect num- 
bed’ The phreaks discovered that the code 
word “Olympus" stood for President Nix- 
on. who was then embroiled in the Water- 
gate scandal. 

One day in the spring of 1974, at about 
three in the morning, the phone phreaks 
dialed the White House number, using an 
untraceable line. A Secret Service man 
answered: "9337." 

“Olympus, please. It's urgent!" one 
phreak said. 

"One moment," came the reply. 

Three minutes later they heard a fa- 
, tigued voice say, "Yes?" It didn’t sound like 
Nixon, but they decided to go ahead. 

“Sit” the phreak exclaimed, “we have a 
crisis on our hands!” 

“Yes, what's the nature of the crisis? As 
if I didn't know already." It was Nixon: The 
phone phreak gulped. 

"Sit” he said, "we are out of toilet paper!" 

There was a long pause: then Nixon 
cursed and began yelling, “Who the hell 
ore you? What's the meaning of this? " 

Another voice came on the line. "Who 
are you? How did you get this number?" 

The phreak mumbled. "Sucker!” 

Then there was another pause, b” 
maybe a minute, followed by a mu’."-'", 
voice in the background : “Getting a trace ?" 
A few seconds later there was a ker-chunk 
sound and the line was dead. 

Later that year two southern California 
phreaks tied up every long-distance trunk 
line coming into Santa Barbara, telling all 
callers that a mysterious explosion had 
wiped out the city. They'd managed to gain 
control of all incoming long-distance caiis 
by using two side-by-side phone booths on 
the beach and some very simple phone- 
phreaking equipment. 

The first call was from a mother to h'*r 
son, a student at the University of C,;. : r- 
nia. Santa Barbara campus. The two 
phreaks told the woman that they were 
with the National Guard Emergency Com- 
munications Center and that there was no 
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Barbara had been wiped out in a freakish ' 
nuclear jjccident— a "nuclear 

they told her She was politqf^ml to 
hang up in order to clear the line for 
emergency phone calls. 

A few minutes later the horrified moth- 
er called back, this time with operator 
assistance. The phreaks calmly repeated 
their story to the operator, asked her not 
to place calls to Santa Barbara and told her 
not to worry. Within minutes the phreaks 
had newspaper and television reporters. 
FBI agents and police officers calling from 
all over the country. Hundreds of anxious 
people who had heard about the "melt 
down" phoned to check on relatives and 
friends. The phreaks told the callers that 
they had reached a National Guard base 50 
miles from the disaster site and that they 
were tied into emergency circuits. After 
about an hour the two became frightened 
by the chaos they were causing, and re- 
stored the phone system to normal. They 
were never caught, 

eady stuff. And it's tempting to think 
of these phone phreaks as purveyors 
of electronic guerrilla warfare. It's 
tempting to think of them ns McLuhanist ' 
anarchists infiltrating the all-seeing, all- 
knowing government-by-data-ba^|< that 
rules our lives. Some phone phreaks even 
think of themselves that way It's a tempt- 
ing point of view, but it's probably all. 
wrong. Phone phreaks are something 
much more American than that. They're 
classic Yankee basement tinkerers, back- 
yard inventors, the Eli Whitneys, OiVille 
Wrights and Henry Fords of our age. Only 
instead of tinkering with mechanical; or 
even electrical stuff, phone phreaks are 
tinkering with vast computerized net- 
works of information. And the difference 
between them and their folk-hero pre- 
decessors is that you can’t build a world- 
wide electronic data matrix out of buggy 
parts in the barn. 

The phone phreaks' brand ill tinkering 
requires equipment so extensive that no 
one person or even one corporation could 
put it together singlehandedly. They need 
the cooperation of the entire industrialized 
world to do their puttering around. And 
since that kind of cooperation is rarely 
forthcoming to pimply sixteen-year-olds 
on the upstairs extension, they go out arid 
get cooperation whether anyone wants to 
give it to them or not. Naturally some 
mischief takes place along th.-t way. 

Almost ten years ago strange electronic 
wizards began to emerge in v.-mus cor- 
ners of the United States. They, called 
themselves "phone phreaks" and they had 
figured out how to re-create the sound 
signals that trigger the phone company's 
switching equipment, allowing them to 
place caii:. ’■> any place in the world for 
free. Eve:-, really they were abb; to master 
all the o, systems of A'i «T and its 
affiliate;-. They learned hew to tap phones 
internally through the phone company’s 
own wires, huw to retrieve information 


from phone-rqlayed cqmputef terminal^ 
including the FBI's National Crim^Ut^p 
mation data bank and even how 
(rate AUTOVON (Automatic VoiceNet- 
work), the tup-secret red-alert military 
phone network. But that's not really what 
phone phreaking is all about. Witness, for 
example, the life of John Draper, better 
known as Captain Crunch. 

e aptain Crunch, an ex-Air Force 
radar technician, was. for years, the 
most famous of the phone phreaks 
and their de facto spokesman. He was even 
profiled by Ron Rosenbaum in Esquire. He 
may also have a better working knowledge 
of the world's phone systems than anyone 
else alive. 

In 1976 the Captain was entrapped by a 
phone phreak turned FBI informer and 
was incarcerated, appropriately, in the 


They called themselves 
“phone phreaks” and they 
had figured out how to 
place calls to any place in 
the world for free. 
What other country has 
16-year-old blind kids that 
know more than the 
president of AT&T? 


I.ompoc Federal Prison Camp— one of the 
first Americans to go to jail for phone 
.phreaking. These days, though he's not yet 
30, Crunch is retired. He's a sloppy-looking 
guy who dresses in nondescript, unpressed 
clothing. And his stringy black hair and 
horn-rimmed glasses would make him 
Jffok like a mad scientist, except that his 
hobby is weightlifting. 

The Captain's career as King of the 
Circuits began with a 16-year-old blind 
friend, Denny, who gave the Captain his 
name. In I960, at a southern California 
camp for the blind. Denny and some fellow 
campers discovered they had a shared 
interest in the Bell System. For the first 
time information was passed from one 
phone phreak to another. The blind kids 
started their own organization. Phone 
Phreaks International, which today has 
members all over the country. Phone 
phreakjng was a way out of their loneli- 
ness. a special way to make contact with 
another human voice. Even today nearly 
half of the top phone phreaks are blind. 

In February 1970. Denny discovered that 
the small plastic whistle then, found in 
rver.v box of Captain Crunch breakfast 
cereal had a certain miraculous quality— 
the whistle produced, exactly, the 2,600- 
cyde-per-second tone that “tells'' the 
phone company's long-distance switching 
equigmentjhat a line Js not in use, even 



though that line is being held open by the 
caller. Using the 2.600-cycle signal you ' 
could call long distance anywhere and not 
be charged. Denny told John Draper, who 
was skeptical, but after a quick trip to a pay 
phone Draper was converted, and Captain 
Crunch was born. 

Denny and the Captain began using 
their whistles to call friends throughout 
the country. As the only sighted phone 
phreak. it was Crunch's task to make 
"whistle trips" with Denny and his blind 
friends. Every Saturday the Captain would 
drop off Denny and two other 16- year-old 
blind kids at a pay booth, then go to a 
friend’s house. A few hours later the kids 
would phone him and say, "You can come 
back now. We're cold and tired." and the 
Captain would pick them up. 

Captain Crunch and his friends learned 
to do a lot with the Whistles. They would 
call pay phones in London's Waterloo 
Station just to talk to strangers about the 
weather. Or call South Africa to hear the 
time. And they could “mute" incoming 
long-distance calls so that no one would be 
charged. But by 1972, when he was ar- 
rested for whistling calls to Australia, the 
Captain had graduated to more sophisti- 
cated toys. 

Next to a Captain Crunch whistle, the ; 
simplest phone phreak device is a Black 
Box, which provides an "on hook’^signal to 
the phone company while a call is being 
made, thereby stopping the operation of j 
the billing equipment. A 3.QOO-ohm rests- j 
tor drops the level of current goina through 
the phone to below the level that activates 
the billing equipment. But a Black Box can 
be easily detected, so Captain Crunch sel- 
dom used it. 

There are also Red Boxes, small hand- 
held devices that simulate the sound of 
coins dropping into a pay phone. They are 
usually used for short calls and are also 
easily detected. The Captain says that most 
phone phreaks don't bother with Red 
Boxes because they aren't useful in obtain- 
ing information— and the pure joy of ob- 
taining and trading information is the heart 
of phone phreaking. 

The most sophisticated way to gain 
entrance to the Bell System is with a Blue 
Box. which provides access to special oper- 
ators and routing codes. Blue Boxes are 
electronic, multifrequency sound devices 
that resemble pocket calculators. They can 
reproduce the complete range of tones that 
the phone company uses, in various com- 
binations. to give instructions to its compu- 
ter network. Blue Boxes "speak" directly 
into the mouthpiece of a phone. They have 
touch-tone buttons that substitute for the 
regular telephone dial, and they provide a 
phone phreak with the same dialing priv- 
ileges that a long distance operator has. 
The phreak can then direct-dial special 
test-hoard, route and overseas ooerators. 

"A Blue Box allows the phone phreak to 
direct-dial into any foreign country that is 
set up to handle overseas calls," says Cap- 


Qaptain Crunch Sla 

system. 

/continued from ;><igc52) busy sig 

tain Crunch. "For the first time, it opens dial the 


access anywhere in the country, or num- , number and another phreak -{who ... 
bers that plug .the;phrt:ak in to "a computer thousands of miles away) dials the si 
system. One dialed code might number. 

busy signal. But if several phone “Loophounds just sit on loops” Cr 

dial the same busy signal using this code. Crunch says in a disgusted tone. "Thi 


of American phone hacks.” 

The Captain says he's accomplished 
many elaborate feats with Blue Boxes and 
similar devices. He used to have a switch- 
board with computerized Blue Box equip- 
ment in the back of his Volkswagen bus. 


ompiished “It's a crude way of communicating." the sively skinny. They're social rejects wf 

Boxes and Captain claims. “You hear the obnoxious just sit on loops to meet people. I feel sor: 

e a switch- busy tones beeping every two seconds. But for them. But I've met a lot of peop 

Box equip- it's a way of communicating, and that's through loops. I get on them just to find 01 

vagen bus. what phone phreaks are trying to do: who's on them. I was on a loop in the Ne 


o the country, pull up develop techniques of ci 


beside a remote pay booth, hook into the 
phone and spend hours sending calls all 


e call around phreaks have a strong n 


ntally retarded people, including a 
o is 28 but has the mentality of 
tr-old kid.” 


from never bur 
y. Aus- ply oodles 


anybody. They constantly sup- The phone phreak elite u: 
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ng. through the chain of command to the ing 
lower-echelon phone phreaks." ' mea 

! Box Directly below the top ten in the phone to re 
[work phreak pecking-order are the pseudo- boar 
s like phreaks. They know how to make Blue anot 


in the all-important code 
information. In the first 
method, called “Scan- 
ning" after a famous 
British phone phreak. 
the phreak pains- 
takingly scans ali possi- 
ble number combina- 


are codes and what 
those codes do. Using 
this technique. Captain 
Crunch found out that 
the phone company's 
routing codes always 
begin with 0 or 1 in. 
combinations from 000 
to 199. He also dis- 
covered the code route 
to the autovcrify cir- 
cuits that are used by 
operators to see if a line 
is busy and can be used 
by phone phreaks to tap 
a phone. “Scanning is a 
thorough technique." 
the Captain explains. 
"It leaves no stone un- 
turned, and it's vir- 
tually undetectable. Its 
slow and cumbersome, 
but it reveals an in- 
credible amount of in- 
formation." 

Crunch refers to the 
-■second method of find- 
icial engineering." which 


:h a central office. You phone a test 
and say you're with a test board in i 
;r city and you need a certain code. 


le sophistication of the top The phone company guy thin 


alow the pseudo-phreuks is the pro- ah 
t of phone phreaks who use Blue gi' 
only to make free calls. The Captain 


becomes agitated when he talks about inside 
them: "These are the lowest scum in the inside 
'whole phone phreak community. These termin 
are people who build Blue Boxes to sell to tapped 


10 with the phone company and he . 
re you the code." 

The third way to get codes is through a: 


e phreak calls the first has g 


inside source, usually an operator. "An 
inside source.” says the Captain, can de- 
termine whether or not your line is being 
tapped, inform you if the phone comp.”'- 
is onto your game and supply you urr. 
endless information. Of course the 
could also be an informer, paid to give you 
information to trip you up." The Captain , 


4f~I aptain Crunch gre 


a few minutes. Those fuckers don't fool 


into half a dozen fights t 
up weightlifting to imj 
physique, and he rem 
culturist. in 1963, his farr 
Jose, where he spent hiss 
school building a 20-v 


Piggies." The transmitter 
after the Captain receive 
Federal Communicatio/ 
(FCC) agent. 

In 1934. the Captain 
father's footsteps and joim 
He was stationed in A1 
worked cn “radar systems 
fied stuff." In his free tin 
operated a 200-watt rac 
broadcast over a 450-mili: ; 
parts of Siberia. But "u[ 


Crunch routed 
his call through 
Tokyo, New Delhi, 
Athens, Pretoria, Sao 
Paulo, London, New York 
and finally to California, 
yelled “Hello!” into the 
first phone and 20 seconds 
iater heard his own voice. 


a physical . After he left the Air Force in 1970, 
oved to San Captain Crunch moved to Mountain View, 
yearinhigh California, a sunny town between Palo 
irate radio Alto and San Jose. There are so many 

of being the electronics factories in the area that it's 

anta Clara known locally as Silicon Gulch. There are 
to play rock as many- advanced-technology companies 
died “Little in Silicon Gulch as in all of Great Britain 
shut down and West Germany. The Captain worked 
dsit from a for a company that manufactures ad- 
ammission vancedradarsystems. 

But the Captain’s real love was phone 
.ved in his phreaking. As his fame grew, it became 
3 Air Force, more and, more likely that he’d get caught. 

where he And in May 1972, the King of Circuits was 
jtherclassi- turned in by some pseudo-phreaks who 
c built and snitched to the FBI. Bob Scott, a Los 
tation that Angeles phreak, told the FBI that the 
s. including Captain was using a Blue Box in his 
re. nobody Mountain View home. At about the same 
an the FCC time. Don Erickson, a Riverside. Califor- 
en joyed' my nia. phreak. supplied the FBI with three 

irofanities." pages of information on Crunch. Yet the 
ain Crunch only way the FBI could detect (he Cap- 
ch is run by tain's Blue Box was by putting an audio tap 
re itf Jtfttfry They- 'did; ; .and' then ; ?they. •' 


"Something went wrong with my car. so 
I pulled off to the side of the freeway. Just 


On probation for five years, Crunch 
intended to stay out of trouble. But in 1975 
he discovered the autoverify circuits that 
can be used for phone tapping. He claims 
that phone phreaks have since used the 
autoverify circuits to tap the FBI office in 
San Francisco, the FCC, the San Francisco 
police and the CIA. None of these agencies 
will comment on the allegations, but the 
FBI soon found out that the Captain knew 
how to use an autoverify circuit, and he 
was again arrested with the help of an 
informer. The informer was Adam Bau- 
man. a Los Angeles phone phreak who 
Crunch describes as having "a trickster 
personality." in fact.- it was Bauman who 
i ^aUed.^ix^abdutthe4piMp,a^er;'c,ri^.^ 

in mid-1975. Bauman began to "puii 
pranks on me." the Captain recalls. "He 
kept calling me up and enticing me into 
exchanging techniques with him by 
throwing out tasty bits of informal'"" 1,0 
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holes in it which make it accessible to 
nonofficial intrusions.” As for the charge 
that he was tapping, the FBI, Captain 
Crunch claims it was actually Bauman 
• : who was doing it, and furthermore, "in the 

t last six months, every phone phreak tvs? 
tJ doing it. It was a fad.” 

What Captain Crunch knew, whenever 
he knew it, is pretty simple. As he explains 
it, all you have to do is locate a terminal 



input to the FBI computer. If inside sources California in the winter of 1976. H^pent 

fail.-thcn “dedicated data line" which his time weightlifting, playing Xennis apd 
is *a sort of giant extension cord that rumg^^iting a book. ’ • •> ' , I 

from- one^omfiu ter to another. If a more diddling with the dials for the 


phreak were’ to make a physical connec- 
tion to the dedicated data line, he would be 
able to receive the information transmitted 


Captain. The government and the phone 
company can rest a little easier— one fu- 
ture Alexander Graham Bell II has been 


form of electronic data, and he would have 
to decide what "format" it is in. This is 
done by recording the data and taking it to 
an electronics laboratory foranalysis. 

But there is an even simpler way of 
gaining access to the NC1C computer, pride 


of any small town's police department. cotton gin. But whatever they come up 
Think of the famous cartoon of a large fish with will still be a product of that essential 
swallowing a medium-sized fish, which, in American high— that feverish burst of 
turn, swallows a smaller fish and so on. activity in the toolshed. banging some- 
The principle is the same, but in reverse thing together for the sheer love of doing 
order. The phone phreak “fish" hooks into and making. 

the police department's computer, which Americans have always been able to 
goes into the NCIC computer, thereby generate euphoria in themselves by re- 
allowing the "fish” to electronically arranging the bits and pieces of the mate- 

"swim" undetected into the NCIC compu- rial world— creating odd yoga postures in 
ter. Not, mind you. that Captain Crunch the entire web of maya, if you will. What 


f prison sentence, Captain Crunch 
made a deal with the government^, 
return for telling the FBI how phreaks 


long meetings with Justice Department remember wl 
officials, who he says were "freaked out" linked up wit 
by revelations of his electronic sur- told the storj 
veillance wizardry. FBI agents admitted to spaceship wa 
the Captain they had noticed strange click- script peasant 
ing and beeping noises on their private of cast iron, i 
lines, but they said they had been baffled as dotting the in 
to who might have been listening. sion cords al 

The Captain assumes the government looked like a 
used the information he provided to cor- ship, on the 
rect the gaps in the FBI and military modem techi 



n would be in the safety squelched. However, we know there I 


are at least nine more still out there 
tinkering and puttering and trying to make 
a . . . Make a what? 

Well, it's hard to say exactly what will 
:ome of the phone phreaks' inventiveness. 
!t's even hard to envision, because the end 


of the FBI. The phone phreak simply hooks product will be some weird system of 
into the phone lines used by the computer cybernetic interrelationships and not a 


WITH THESE 
INNOCENT-LOOKING CANS 


few! 


recommends that a law-abiding citizen do other country has 10,000 high school drop- 
any such thing. outs who can turn an ordinary Chevrolet 

into a fire-breathing, nitromethane- fueled 
aced with the prospect of a long, juggernaut capable of 200 mph in less than 
prison sentence, Captain Crunch ten seconds? What other country would 
made a deal with thegovernm'ent^n turn a change in the national speed limit 
i for telling the FBI how phreaks into a radar detection/CB radio/VASCAR/ 


tapped into their private lines and how the Sonar war of electronic surveillance? 
military's AUTOVON network could be What other country has 16-year-old blind . 


penetrated, the government reduced his kids that know more than the president of 
sentence to tour months. His FBI inter- AT&T? 

rogators were especially interested in any It’s no accident that America is the 
links Captain Crunch might have had with richest country on earth. It’s no accident 

Bay Area underground guerrilla groups that we have more cars than China has 

such as the New World Liberation Front, toilets. There are more sophisticated elec- 

The Captain emphatically denied any tronics • technicians involved in the live 
knowledge of the revolutionary under- recording of a Pink Floyd concert than 

ground. manning the secret military weapons sys- 

In all. Crunch and his attorneys held six terns of any of our allies or enemies. And 






Department remember when our Apollo space station 
freaked out" linked up with the Soviet's Soyuz II? That 
tronic sur- told the story if anything ever did. Their 
i admitted to spaceship was a lump, the work of con- 
trange click- script peasant labor. It seemed to be made 
heir private of cast iron, with lumpy round boltheads 
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much as possible." he says. But when these electronic toddlers get tc 

John Draper. Captain Crunch, served First Grade, watch out/ Captain Crunch is 
four months in federal prison in southern Captain America. □ 


check or monev order to: 

J.F. PRODUCTS P.O.BOX 5160 
Sherman Oaks, Calif. 91413 


ALL INFORMATION CONTAINED 


( Type in plaintext or code ) 


DIRECTOR, FBI (139-4991) (Attn : Substantive Des 

Radio Engineering Section) 


SAC, SAN FRANCISCO (139-188) (P) 


Re San Francisco report of SA 
dated 7/7/76. 1 


Enclosed for the Subsitive Desk and the Radio En 
ing Serf in n is nnp copy each of four FD-302s reflecting in 
views with on 6/7/76, 6/10/76, 6/15/76, and 6/21/76 


On 6/15/76, Federal 



to determine subscrib 
248-6818. This numbe 
to NCIC . The Bureau 
New York investigatio 


3^>- Bureau (Encs. 8) 
2 - San Francisco 
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A seatfch of the residence of the subject at Canadensis 
Pa., located a large quantity of electronic equipment capable 
of circumventing toll call billings (blue box), all of which 
has been confiscated by the PSP fof examination by Bell 
Telephone officials at Holmdel, N.J . , on 10/27/77. 



Re telephone catl was for the purpose of notifying 
the Engineering Section, Technical Services Division (TSD), 
of the subject's arrest and of the confiscation and location 
of technical equipment in possession of the subject. 

SA 1 [ advised Sa | i FBIHQ, 

TSD, was enroute to Holmdel , rf?J. , for the purpose of examining 
with Bell Telephone officials aforementioned electronic 
equipment . 

The Los Angeles and San Francisco Divisions have 
been advised of the subject's arrest and place of confinement. 

Philadelhia will follow local prosecutive action 
and thereafter present facts to USA, MDPa . 
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FBI 


□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ E F T 0 

□ CLEAR 

Date 5/20/77 


DIRECTOR, FBI 

SAC, WFO ( 139-262 )mc) 


UNSUB; . [Hi / 

Possible Access to the b. 

White House Secure b' 

Telephone System 
IOC 

Enclosed herewith for the Bureau are the original 
plus five (50 iopies and for San Francisco one (1) copy of 
a letterhead memorandum (LHM) captioned as above. 

WFO indices reJTlected a reference to | " | 


This information is in a WFO letter and LHM dated 
8/29/72 to Acting Director (100-448910), titled Youth 
International Party (YIP) IS-REV ACB (0Q:NY). The LHM 
-contai ns informatio n regarding a | 

| who purportedly was under indictment ror "fraud py 


UACB , WFO will conduct no active investigation. 

WFO not submitting a copy of the GAO repbrt to the Bureau 
inasmuch as a copy has previously been mailed by GAO. 

1 3 ^- 439 /- 

/ ^ / Aii 0T Recorded 

? - Cv'xyvs ( 0 -~ Co Ade 

^ JUN 7 1977 t 

£)- Bureau (Encx^^^^ 5rjzLj7 7 

1 - San Francisco (Enc. 1) (InfoJcyE^/ jj 




A ^ 


(4 

1_LZ Transmitted 


ORIGINAL EjLEQ IfsL l^-Q- </# 



UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

Washington, D. C. 205 35 

May 20, 1977 all inforhati 


ALL INF0RHATI0H COHTAIHED 


UNKNOWN SUBJECT, 

POSSIBLE ACCESS TO THE 
WHITE HOUSE SECURE TELEPHONE SYSTEM 
IHTSRCEPTIOM OP COMMUNICATIONS 

On May 11, 1977, the following item appeared in 
"The White House Mews Summary'" : 

ABC Good Morning America Jack Anderson 
reported that a constituent of Rep. Pete 
MeCloskey (R-Cal) has developed a "blue 
box" which enables him to tap into secured 
White House telephone lines. McCloakev 
agreed to teat his constituent's device, 
and, after dialing the proper sequence 
of nuabera, found he was talking on a 
confidential White House phone line, 

Anderson said , 

On May 12. 1 977. I ~ 

| | to United States Representative 

MeCloskey, wA£ interviewed by the Federal Bureau of 
Investigation (FBI) and the results of that interview 
follow: 


This document contains neither recommend- 
ations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to 
your agency; it and its contents are not 
to be distributed outside your agency. 


T- 70) 


FD-302(R£V. 11-27 



FEDERAL BUREAU OF INVESTIGATION 


5/20/77 


| to United States Representative PAUL 3C CIOS KEY 
(California) , 2469 Rayburn, was contacted concerning 
article in The White House Mews Summary , May 11, 1977, 
regarding a blue bos. Me was advised of the Federal 
Bureau of Investigation ’ s (FBI) interest in sattssrs con- 
cerning the Intercept ion of Communication Statute. lie 
provided the following information 


b6 

b7C 


During a constituent meeting in California (date 
not provided), a constituent provided Congressman HC CLOSEEY 
with a memoraadu* titled 'Hew Techniques of Tappln% Phones 
and Access to Computers . he spoke briefly to the Congre cl- 
ean and told him be had been prosecuted for using a blue 
box and the Congressman believed the mttn tc be awaiting 
sentencing. The constituent wanted the Congressman tc be 
aware of the easy assess to various ite©s. 


The memo included a statement that • , . . the 
special Hot Une to the President is 890-424-9337, *n«: 

Phone freaks have been able to penetrate this system and 
talk to key government personnel and the President. 


In order to verify this information, the Congress- 
man's California staff telephoned the 300 number which was 
answered by White Mouse Staff. They would not answer 
any questions and refsrred them to White House Coamunle ations. 

, K C C 103 &fir j .....alaff Bgsftt wlthJ.Z~.-_ 


for white House Cemmwn last ions, 
above member Is a number that t 
when travel! 

According to |_ 


3 


I advised that the 
wnxte House Staff usee 
telephone line . 

J indicated they have received 


several ersuak calls ever the years and are considering having 
the number changed. 


As a result of the memorandum , Congressman MC CLOSEST 
called GAO and requested an Investigation. GAO has since 
written a report titled Vulnerability of Telecommunications 
Systems to Unauthorised Ose 4 search 31. 1977- 


Interviewed on _ 9/12/17 




by 


-A 




This document contains neither recommendations nor conclusions of the FBJ. Jt is the property of the FBI and is loaned to your agency; 



• ' • 


WFO 139-2*2 


The GAO report is a public document , however > 

JACK ABDERSQH Is quoting it as classified according to 
! | An associate of JACK ANDERSOH called Congress- 

man MC C LOS KEY s s office For a eoey of the report. 

The Id entity of the above constituent was requested 

&nd| jatated that it was the policy of the 

Congressman - a or flee not to reveal the identity of a 
constituent when information of this nature is provided. 



FEDERAL BUREAU OF INVESTIGATION 
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1 I Logistic* :in* 

Coorunicat ion* , 9ov*rii«ect Accounting Of flee (040) , ^ S 
Street , K.tf . , wae Interviewed and provided, the following 
information 

CoBfraaawm fAUL «. BC CL3SXST sent a letter to 
SAO dated September 17, 197&, conccrnln* vulnerabilities of 
teieeomKoxtleatlesta ayatems. Attached to the letter was a 
eoamonleatl ea pee eared b y a constituent of Representative 
HC C1ASXKT . | 1 all owed the interviewing agent to 

read the letter mad attachment bat would not provide a 

The Information in the attachment was written by ^ 

I waa auoeesati ly serving time In 
jail for aee of a "blue box. | |set oat the ease with 
which aeeeas would be g-ainad it, varies* t o iteotsur. 1 c* t i ons 

sys teats. 


I [ provided a copy of OAO report LCu-77-I^ 

titled, Vulnerab lilt lea of telecommunications System* to 
'Joawthorlaed Wee,*" which waa based upon Mr. tc CLOSEST ' s 
letter of September 17, 1976. 

[ j had previously nailed a copy of the 

3A0 report to Federal Bureau of Investigation (FBI) 

neadqswrters. 


S/ 1 2/77 » f , C a» **lmgt«m , frr- <4 Fi,e * — 


by M_ 


- 5 / 13 / 77 - 


either recommendations nor conclusions of the FBI. If is the property of the FBI and is loaned to your agency; 
to be distributed outside your agency. , 
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